Table of Contents 



Chapter 18 575 

Use of Force, Arms Control and Disarmament, and Nonproliferation 575 

A. USE OF FORCE 575 

1 . General 575 

a. Use of force issues related to U.S. counterterrorism efforts 575 

(1) Legal basis for activities directed at al-Qaida and " associated forces " 575 

(2) Trying suspected terrorists who can be captured and use of legal force 

to target others 577 

(3) Use of remotely piloted aircraft, or drones 584 

(4) Issues associated with the end of the conflict against al-Qaida 590 

b. Bilateral agreements and arrangements 592 

(1 ) Afghanistan 592 

(2) Iraq 593 

c. International humanitarian law 593 

(1 ) Applicability of international law to hostilities in cyberspace 593 

(2) Private military security companies, military contractors, and 

their accountability 602 

2. Convention on Certain Conventional Weapons 602 

3. Detainees 603 

a. General 603 

(1) Presidential Policy Directive on Military Custody 603 

(2) Detention policies guided by rule of law: Copenhagen Process 605 

b. Transfers 607 

c. U.S. court decisions and proceedings 608 

(I) Detainees at Guantanamo: Habeas litigation 608 

(i) Overview 608 

(ii) Obaydullah v. Obama: propriety of government withholding 

intelligence sources in discovery 608 

(3) Former detainees 611 

(i) Gul v. Obama: attempt to continue habeas litigation post-transfer 611 

(ii) Lebron v. Rumsfeld: civil claims against government and military 

personnel 614 

(iii) Al-Shimari v. CACI: claims against military contractors 619 

d. Criminal prosecutions and other proceedings 629 

(1) Overview 629 

(2) Military commission proceedings 629 

(i) Hamdan II 629 

(ii) Khalid Sheik Mohammed and others responsible for the 9/11 attacks 635 

(iii) New charges against Ahmed Mohammed Ahmed Haza al Darbi 636 

(iv) Plea agreement with Khan, tied to cooperation in future trials 637 

B. NONPROLIFERATION, ARMS CONTROL, AND DISARMAMENT 638 

1. General 638 

2. Nuclear Nonproliferation 638 

a. Non-Proliferation Treaty ( "NPT") 638 



(1 ) P5 Conference on Implementing the NPT 638 

(2) U.S. statement on the NPT at the UNGA First Committee 640 

(3) Nuclear-weapon-free status 643 

b. Comprehensive Nuclear Test Ban Treaty 643 

c. Fissile Material Cut-off Treaty 645 

d. Nuclear Security and Safety 646 

e. Country-specific issues 649 

(1 ) Democratic People 's Republic of Korea ( "DPRK" or "North Korea ") 649 

(2) Iran 650 

(3) Russia 651 

(i) Executive Order blocking property related to disposition of Russian HEU 651 

(ii) Russia's accession to the NEA 652 

3 . G8 Global Partnership 652 

4. Implementation of UN Security Council Resolution 1540 653 

5. Proliferation Security Initiative 657 

6. Chemical and Biological Weapons 657 

a. Chemical weapons 657 

(1) Annual compliance report to Congress 657 

(2) Chemical Weapons Convention 657 

b. Biological weapons 660 

7. Ballistic Missile Defense 670 

8 . New START Treaty 670 

9. Treaty on Conventional Armed Forces in Europe 673 

10. Treaty on Open Skies 674 

1 1 . Arms Trade Treaty 674 

12. Arms Embargoes 679 

Cross References 679 



Chapter 18 

Use of Force, Arms Control and Disarmament, and Nonproliferation 



A. USE OF FORCE 
1. General 

a. Use of force issues related to U.S. counterterrorism efforts 

Several leaders in the Obama administration delivered remarks in 2012 to explain the 
standards and process of review applicable to certain actions taken by the United States in 
its efforts to counter terrorism, and, in particular, to prevent further attacks on the United 
States by al-Qaida and its affiliates. Speeches by Defense Department General Counsel Jeh 
Johnson, Attorney General Eric Holder, and Assistant to the President John Brennan are 
discussed and excerpted in this section. 

(1) Legal basis for activities directed at al-Qaida and "associated forces" 

Jeh Charles Johnson, General Counsel of the Department of Defense, gave a speech on 
"National security law, lawyers and lawyering in the Obama Administration" at Yale Law 
School on February 22, 2012. His remarks, available at www.cfr.org/national-security-and- 
defense/ieh-iohnsons-speech-national-security-law-lawyers-lawyerinq-obama- 
administration/p27448, are excerpted below. In the portion of his remarks that follows, Mr. 
Johnson described the legal basis for certain U.S. counterterrorism activities directed at al- 
Qaida and its "associated forces." In a portion of his remarks not excerpted here, Mr. 
Johnson referenced the 2010 speech of State Department Legal Adviser Harold Koh, 
excerpted in Digest 2010 at 715-19, for its discussion of U.S. targeting practices. 



* * * * 

Tonight I want to summarize for you, in this one speech, some of the basic legal principles that 
form the basis for the U.S. military's counterterrorism efforts against Al Qaeda and its associated 
forces. These are principles with which the top national security lawyers in our Administration 
broadly agree. My comments are general in nature about the U.S. military's legal authority, and I 
do not comment on any operation in particular. 
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First: in the conflict against an unconventional enemy such as al Qaeda, we must 
consistently apply conventional legal principles. We must apply, and we have applied, the law of 
armed conflict, including applicable provisions of the Geneva Conventions and customary 
international law, core principles of distinction and proportionality, historic precedent, and 
traditional principles of statutory construction. Put another way, we must not make it up to suit 
the moment. 

Against an unconventional enemy that observes no borders and does not play by the 
rules, we must guard against aggressive interpretations of our authorities that will discredit our 
efforts, provoke controversy and invite challenge. As I told the Heritage Foundation last October, 
over-reaching with military power can result in national security setbacks, not gains. Particularly 
when we attempt to extend the reach of the military on to U.S. soil, the courts resist, consistent 
with our core values and our American heritage — reflected, no less, in places such as the 
Declaration of Independence, the Federalist Papers, the Third Amendment, and in the 1878 
federal criminal statute, still on the books today, which prohibits willfully using the military as a 
posse comitatus unless expressly authorized by Congress or the Constitution. 

Second: in the conflict against al Qaeda and associated forces, the bedrock of the 
military's domestic legal authority continues to be the Authorization for the Use of Military 
Force passed by the Congress one week after 9/11. "The AUMF," as it is often called, is 
Congress' authorization to the President to: 

use all necessary and appropriate force against those nations, organizations, or persons he 
determines planned, authorized, committed, or aided the terrorist attacks that occurred on 
September 11, 2001, or harbored such organizations or persons, in order to prevent any 
future acts of international terrorism against the United States by such nations, 
organizations or persons. 

Ten years later, the AUMF remains on the books, and it is still a viable authorization today. 

In the detention context, we in the Obama Administration have interpreted this authority 
to include: 

those persons who were part of, or substantially supported, Taliban or al-Qaeda forces or 
associated forces that are engaged in hostilities against the United States or its coalition 
partners. 3 

This interpretation of our statutory authority has been adopted by the courts in the habeas 
cases brought by Guantanamo detainees, 4 and in 201 1 Congress joined the Executive and 
Judicial branches of government in embracing this interpretation when it codified it almost word- 
for-word in Section 1021 of this year's National Defense Authorization Act, 10 years after 
enactment of the original AUMF. 5 (A point worth noting here: contrary to some reports, neither 



3 See Respondent's Memorandum Regarding the Government's Detention Authority Relative to Detainees Held at 
Guantanamo Bay, In re: Guantanamo Bay Detainee Litig., Misc. No. 08-0442, at 1 (D.D.C. March 13, 2009). 

4 See e.g.,Al-Adahi v. Obama, 613 F.3d 1102, 1103 (D.C. Cir. 2010), cert, denied, 131 S. Ct. 1001 (201 1); Awad v. 
Obama, 608 F.3d 1, 11-12 (D.C. Cir. 2010), cert, denied, 131 S. Ct. 1814 (2011). 

5 Section 1021 of the National Defense Authorization Act for Fiscal Year 2012, Pub. L. 1 12-81 (December 31, 
2011). 
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Section 1021 nor any other detainee-related provision in this year's Defense Authorization Act 
creates or expands upon the authority for the military to detain a U.S. citizen.) 

But, the AUMF, the statutory authorization from 2001, is not open-ended. It does not 
authorize military force against anyone the Executive labels a "terrorist." Rather, it encompasses 
only those groups or people with a link to the terrorist attacks on 9/11, or associated forces. 

Nor is the concept of an "associated force" an open-ended one, as some suggest. This 
concept, too, has been upheld by the courts in the detention context, 6 and it is based on the well- 
established concept of co-belligerency in the law of war. The concept has become more relevant 
over time, as al Qaeda has, over the last 10 years, become more de-centralized, and relies more 
on associates to carry out its terrorist aims. 

An "associated force," as we interpret the phrase, has two characteristics to it: (1) an 
organized, armed group that has entered the fight alongside al Qaeda, and (2) is a co-belligerent 
with al Qaeda in hostilities against the United States or its coalition partners. In other words, the 
group must not only be aligned with al Qaeda. It must have also entered the fight against the 
United States or its coalition partners. Thus, an "associated force" is not any terrorist group in the 
world that merely embraces the al Qaeda ideology. More is required before we draw the legal 
conclusion that the group fits within the statutory authorization for the use of military force 
passed by the Congress in 2001. 

Third: there is nothing in the wording of the 2001 AUMF or its legislative history that 
restricts this statutory authority to the "hot" battlefields of Afghanistan. Afghanistan was plainly 
the focus when the authorization was enacted in September 2001, but the AUMF authorized the 
use of necessary and appropriate force against the organizations and persons connected to the 
September 11th attacks — al Qaeda and the Taliban — without a geographic limitation. 

The legal point is important because, in fact, over the last 10 years al Qaeda has not only 
become more decentralized, it has also, for the most part, migrated away from Afghanistan to 
other places where it can find safe haven. 

However, this legal conclusion too has its limits. It should not be interpreted to mean that 
we believe we are in any "Global War on Terror," or that we can use military force whenever we 
want, wherever we want. International legal principles, including respect for a state's sovereignty 
and the laws of war, impose important limits on our ability to act unilaterally, and on the way in 
which we can use force in foreign territories. 

* * * * 

(2) Trying suspected terrorists who can be captured and use of legal force to target others 

On March 5, 2012, Attorney General Eric Holder spoke at Northwestern University School of 
Law on the interagency and inter-branch coordination in the U.S. government on certain 
U.S. counterterrorism activities. Attorney General Holder addressed in particular the use of 
both military commissions and federal courts to try suspected terrorists. He also explained 
the legal basis for using lethal force to target individuals, including U.S. citizens, who pose 
an imminent threat to the United States. His remarks, available at 



See, e.g., Barhoumi v. Obama, 609 F.3d 416, 432 (D.C. Cir. 2010); Hamlily v. Obama, 616 F. 
Supp. 2d 63, 74-75 (D.D.C. 2009); Gherebi v. Obama, 609 F. Supp. 2d 43, 69 (D.D.C. 2009). 
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www.iustice.qov/iso/opa/aq/speeches/2012/aq-speech-1203051.html, are excerpted 
below. 



* * * * 

. . . [T]he Justice Department plays a key role in conducting oversight to ensure that the 
intelligence community's activities remain in compliance with the law, and, together with the 
Foreign Intelligence Surveillance Court, in authorizing surveillance to investigate suspected 
terrorists. We must — and will continue to — use the intelligence-gathering capabilities that 
Congress has provided to collect information that can save and protect American lives. At the 
same time, these tools must be subject to appropriate checks and balances — including oversight 
by Congress and the courts, as well as within the Executive Branch — to protect the privacy and 
civil rights of innocent individuals. This Administration is committed to making sure that our 
surveillance programs appropriately reflect all of these interests. 

Let me give you an example. Under section 702 of the Foreign Intelligence Surveillance 
Act, the Attorney General and the Director of National Intelligence may authorize annually, with 
the approval of the Foreign Intelligence Surveillance Court, collection directed at identified 
categories of foreign intelligence targets, without the need for a court order for each individual 
subject. This ensures that the government has the flexibility and agility it needs to identify and to 
respond to terrorist and other foreign threats to our security. But the government may not use this 
authority intentionally to target a U.S. person, here or abroad, or anyone known to be in the 
United States. 

The law requires special procedures, reviewed and approved by the Foreign Intelligence 
Surveillance Court, to make sure that these restrictions are followed, and to protect the privacy of 
any U.S. persons whose non-public information may be incidentally acquired through this 
program. The Department of Justice and the Office of the Director of National Intelligence 
conduct extensive oversight reviews of section 702 activities at least once every sixty days, and 
we report to Congress on implementation and compliance twice a year. This law therefore 
establishes a comprehensive regime of oversight by all three branches of government. 
Reauthorizing this authority before it expires at the end of this year is the top legislative priority 
of the Intelligence Community. 

But surveillance is only the first of many complex issues we must navigate. Once a 
suspected terrorist is captured, a decision must be made as to how to proceed with that individual 
in order to identify the disposition that best serves the interests of the American people and the 
security of this nation. 

Much has been made of the distinction between our federal civilian courts and revised 
military commissions. The reality is that both incorporate fundamental due process and other 
protections that are essential to the effective administration of justice — and we should not 
deprive ourselves of any tool in our fight against al Qaeda. 

Our criminal justice system is renowned not only for its fair process; it is respected for its 
results. We are not the first Administration to rely on federal courts to prosecute terrorists, nor 
will we be the last. Although far too many choose to ignore this fact, the previous Administration 
consistently relied on criminal prosecutions in federal court to bring terrorists to justice. John 
Walker Lindh, attempted shoe bomber Richard Reid, and 9/1 1 conspirator Zacarias Moussaoui 
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were among the hundreds of defendants convicted of terrorism-related offenses — without 
political controversy — during the last administration. 

Over the past three years, we've built a remarkable record of success in terror 
prosecutions. For example, in October, we secured a conviction against Umar Farouk 
Abdulmutallab for his role in the attempted bombing of an airplane traveling from Amsterdam to 
Detroit on Christmas Day 2009. He was sentenced last month to life in prison without the 
possibility of parole. While in custody, he provided significant intelligence during debriefing 
sessions with the FBI. He described in detail how he became inspired to carry out an act of jihad, 
and how he traveled to Yemen and made contact with Anwar al-Aulaqi, a U.S. citizen and a 
leader of al Qaeda in the Arabian Peninsula. Abdulmutallab also detailed the training he 
received, as well as Aulaqi's specific instructions to wait until the airplane was over the United 
States before detonating his bomb. 

In addition to Abdulmutallab, Faizal Shahzad, the attempted Times Square bomber, 
Ahmed Ghailani, a conspirator in the 1998 U.S. embassy bombings in Kenya and Tanzania, and 
three individuals who plotted an attack against John F. Kennedy Airport in 2007, have also 
recently begun serving life sentences. And convictions have been obtained in the cases of several 
homegrown extremists, as well. For example, last year, United States citizen and North Carolina 
resident Daniel Boyd pleaded guilty to conspiracy to provide material support to terrorists and 
conspiracy to murder, kidnap, maim, and injure persons abroad; and U.S. citizen and Illinois 
resident Michael Finton pleaded guilty to attempted use of a weapon of mass destruction in 
connection with his efforts to detonate a truck bomb outside of a federal courthouse. 

* * * * 

Simply put, since 9/11, hundreds of individuals have been convicted of terrorism or 
terrorism-related offenses in Article III courts and are now serving long sentences in federal 
prison. Not one has ever escaped custody. No judicial district has suffered any kind of retaliatory 
attack. These are facts, not opinions. There are not two sides to this story. Those who claim that 
our federal courts are incapable of handling terrorism cases are not registering a dissenting 
opinion — they are simply wrong. 

But federal courts are not our only option. Military commissions are also appropriate in 
proper circumstances, and we can use them as well to convict terrorists and disrupt their plots. 
This Administration's approach has been to ensure that the military commissions system is as 
effective as possible, in part by strengthening the procedural protections on which the 
commissions are based. With the President's leadership, and the bipartisan backing of Congress, 
the Military Commissions Act of 2009 was enacted into law. And, since then, meaningful 
improvements have been implemented. 

It's important to note that the reformed commissions draw from the same fundamental 
protections of a fair trial that underlie our civilian courts. They provide a presumption of 
innocence and require proof of guilt beyond a reasonable doubt. They afford the accused the 
right to counsel — as well as the right to present evidence and cross-examine witnesses. They 
prohibit the use of statements obtained through torture or cruel, inhuman, or degrading treatment. 
And they secure the right to appeal to Article III judges — all the way to the United States 
Supreme Court. In addition, like our federal civilian courts, reformed commissions allow for the 
protection of sensitive sources and methods of intelligence gathering, and for the safety and 
security of participants. 
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A key difference is that, in military commissions, evidentiary rules reflect the realities of 
the battlefield and of conducting investigations in a war zone. For example, statements may be 
admissible even in the absence of Miranda warnings, because we cannot expect military 
personnel to administer warnings to an enemy captured in battle. But instead, a military judge 
must make other findings — for instance, that the statement is reliable and that it was made 
voluntarily. 

I have faith in the framework and promise of our military commissions, which is why 
I've sent several cases to the reformed commissions for prosecution. There is, quite simply, no 
inherent contradiction between using military commissions in appropriate cases while still 
prosecuting other terrorists in civilian courts. Without question, there are differences between 
these systems that must be — and will continue to be — weighed carefully. Such decisions about 
how to prosecute suspected terrorists are core Executive Branch functions. In each case, 
prosecutors and counterterrorism professionals across the government conduct an intensive 
review of case-specific facts designed to determine which avenue of prosecution to pursue. 

Several practical considerations affect the choice of forum. 

First of all, the commissions only have jurisdiction to prosecute individuals who are a 
part of al Qaeda, have engaged in hostilities against the United States or its coalition partners, or 
who have purposefully and materially supported such hostilities. This means that there may be 
members of certain terrorist groups who fall outside the jurisdiction of military commissions 
because, for example, they lack ties to al Qaeda and their conduct does not otherwise make them 
subject to prosecution in this forum. Additionally, by statute, military commissions cannot be 
used to try U.S. citizens. 

Second, our civilian courts cover a much broader set of offenses than the military 
commissions, which can only prosecute specified offenses, including violations of the laws of 
war and other offenses traditionally triable by military commission. This means federal 
prosecutors have a wider range of tools that can be used to incapacitate suspected terrorists. 
Those charges, and the sentences they carry upon successful conviction, can provide important 
incentives to reach plea agreements and convince defendants to cooperate with federal 
authorities. 

Third, there is the issue of international cooperation. A number of countries have 
indicated that they will not cooperate with the United States in certain counterterrorism efforts — 
for instance, in providing evidence or extraditing suspects — if we intend to use that cooperation 
in pursuit of a military commission prosecution. Although the use of military commissions in the 
United States can be traced back to the early days of our nation, in their present form they are 
less familiar to the international community than our time-tested criminal justice system and 
Article III courts. However, it is my hope that, with time and experience, the reformed 
commissions will attain similar respect in the eyes of the world. 

Where cases are selected for prosecution in military commissions, Justice Department 
investigators and prosecutors work closely to support our Department of Defense colleagues. 
Today, the alleged mastermind of the bombing of the U.S.S. Cole is being prosecuted before a 
military commission. I am proud to say that trial attorneys from the Department of Justice are 
working with military prosecutors on that case, as well as others. 

And we will continue to reject the false idea that we must choose between federal courts 
and military commissions, instead of using them both. If we were to fail to use all necessary and 
available tools at our disposal, we would undoubtedly fail in our fundamental duty to protect the 
Nation and its people. That is simply not an outcome we can accept. 
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This Administration has worked in other areas as well to ensure that counterterrorism 
professionals have the flexibility that they need to fulfill their critical responsibilities without 
diverging from our laws and our values. Last week brought the most recent step, when the 
President issued procedures under the National Defense Authorization Act. This legislation, 
which Congress passed in December, mandated that a narrow category of al Qaeda terrorist 
suspects be placed in temporary military custody. 

Last Tuesday, the President exercised his authority under the statute to issue procedures 
to make sure that military custody will not disrupt ongoing law enforcement and intelligence 
operations — and that an individual will be transferred from civilian to military custody only after 
a thorough evaluation of his or her case, based on the considered judgment of the President's 
senior national security team. As authorized by the statute, the President waived the requirements 
for several categories of individuals where he found that the waivers were in our national 
security interest. These procedures implement not only the language of the statute but also the 
expressed intent of the lead sponsors of this legislation. And they address the concerns the 
President expressed when he signed this bill into law at the end of last year. 

Now, I realize I have gone into considerable detail about tools we use to identify 
suspected terrorists and to bring captured terrorists to justice. It is preferable to capture suspected 
terrorists where feasible — among other reasons, so that we can gather valuable intelligence from 
them — but we must also recognize that there are instances where our government has the clear 
authority — and, I would argue, the responsibility — to defend the United States through the 
appropriate and lawful use of lethal force. 

This principle has long been established under both U.S. and international law. In 
response to the attacks perpetrated — and the continuing threat posed — by al Qaeda, the Taliban, 
and associated forces, Congress has authorized the President to use all necessary and appropriate 
force against those groups. Because the United States is in an armed conflict, we are authorized 
to take action against enemy belligerents under international law. The Constitution empowers the 
President to protect the nation from any imminent threat of violent attack. And international law 
recognizes the inherent right of national self-defense. None of this is changed by the fact that we 
are not in a conventional war. 

Our legal authority is not limited to the battlefields in Afghanistan. Indeed, neither 
Congress nor our federal courts has limited the geographic scope of our ability to use force to the 
current conflict in Afghanistan. We are at war with a stateless enemy, prone to shifting 
operations from country to country. Over the last three years alone, al Qaeda and its associates 
have directed several attacks — fortunately, unsuccessful — against us from countries other than 
Afghanistan. Our government has both a responsibility and a right to protect this nation and its 
people from such threats. 

This does not mean that we can use military force whenever or wherever we want. 
International legal principles, including respect for another nation's sovereignty, constrain our 
ability to act unilaterally. But the use of force in foreign territory would be consistent with these 
international legal principles if conducted, for example, with the consent of the nation 
involved — or after a determination that the nation is unable or unwilling to deal effectively with 
a threat to the United States. 

Furthermore, it is entirely lawful — under both United States law and applicable law of 
war principles — to target specific senior operational leaders of al Qaeda and associated forces. 
This is not a novel concept. In fact, during World War II, the United States tracked the plane 
flying Admiral Isoroku Yamamoto — the commander of Japanese forces in the attack on Pearl 
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Harbor and the Battle of Midway — and shot it down specifically because he was on board. As I 
explained to the Senate Judiciary Committee following the operation that killed Osama bin 
Laden, the same rules apply today. 

Some have called such operations "assassinations." They are not, and the use of that 
loaded term is misplaced. Assassinations are unlawful killings. Here, for the reasons I have 
given, the U.S. government's use of lethal force in self defense against a leader of al Qaeda or an 
associated force who presents an imminent threat of violent attack would not be unlawful — and 
therefore would not violate the Executive Order banning assassination or criminal statutes. 

Now, it is an unfortunate but undeniable fact that some of the threats we face come from 
a small number of United States citizens who have decided to commit violent attacks against 
their own country from abroad. Based on generations-old legal principles and Supreme Court 
decisions handed down during World War II, as well as during this current conflict, it's clear that 
United States citizenship alone does not make such individuals immune from being targeted. 
But it does mean that the government must take into account all relevant constitutional 
considerations with respect to United States citizens — even those who are leading efforts to kill 
innocent Americans. Of these, the most relevant is the Fifth Amendment's Due Process Clause, 
which says that the government may not deprive a citizen of his or her life without due process 
of law. 

The Supreme Court has made clear that the Due Process Clause does not impose one- 
size-fits-all requirements, but instead mandates procedural safeguards that depend on specific 
circumstances. In cases arising under the Due Process Clause — including in a case involving a 
U.S. citizen captured in the conflict against al Qaeda — the Court has applied a balancing 
approach, weighing the private interest that will be affected against the interest the government is 
trying to protect, and the burdens the government would face in providing additional process. 
Where national security operations are at stake, due process takes into account the realities of 
combat. 

Here, the interests on both sides of the scale are extraordinarily weighty. An individual's 
interest in making sure that the government does not target him erroneously could not be more 
significant. Yet it is imperative for the government to counter threats posed by senior operational 
leaders of al Qaeda, and to protect the innocent people whose lives could be lost in their attacks. 

Any decision to use lethal force against a United States citizen — even one intent on 
murdering Americans and who has become an operational leader of al-Qaeda in a foreign land — 
is among the gravest that government leaders can face. The American people can be — and 
deserve to be — assured that actions taken in their defense are consistent with their values and 
their laws. So, although I cannot discuss or confirm any particular program or operation, I 
believe it is important to explain these legal principles publicly. 

Let me be clear: an operation using lethal force in a foreign country, targeted against a 
U.S. citizen who is a senior operational leader of al Qaeda or associated forces, and who is 
actively engaged in planning to kill Americans, would be lawful at least in the following 
circumstances: First, the U.S. government has determined, after a thorough and careful review, 
that the individual poses an imminent threat of violent attack against the United States; second, 
capture is not feasible; and third, the operation would be conducted in a manner consistent with 
applicable law of war principles. 

The evaluation of whether an individual presents an "imminent threat" incorporates 
considerations of the relevant window of opportunity to act, the possible harm that missing the 
window would cause to civilians, and the likelihood of heading off future disastrous attacks 
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against the United States. As we learned on 9/11, al Qaeda has demonstrated the ability to strike 
with little or no notice — and to cause devastating casualties. Its leaders are continually planning 
attacks against the United States, and they do not behave like a traditional military — wearing 
uniforms, carrying arms openly, or massing forces in preparation for an attack. Given these facts, 
the Constitution does not require the President to delay action until some theoretical end- stage of 
planning — when the precise time, place, and manner of an attack become clear. Such a 
requirement would create an unacceptably high risk that our efforts would fail, and that 
Americans would be killed. 

Whether the capture of a U.S. citizen terrorist is feasible is a fact-specific, and potentially 
time-sensitive, question. It may depend on, among other things, whether capture can be 
accomplished in the window of time available to prevent an attack and without undue risk to 
civilians or to U.S. personnel. Given the nature of how terrorists act and where they tend to hide, 
it may not always be feasible to capture a United States citizen terrorist who presents an 
imminent threat of violent attack. In that case, our government has the clear authority to defend 
the United States with lethal force. 

Of course, any such use of lethal force by the United States will comply with the four 
fundamental law of war principles governing the use of force. The principle of necessity requires 
that the target have definite military value. The principle of distinction requires that only lawful 
targets — such as combatants, civilians directly participating in hostilities, and military 
objectives — may be targeted intentionally. Under the principle of proportionality, the anticipated 
collateral damage must not be excessive in relation to the anticipated military advantage. Finally, 
the principle of humanity requires us to use weapons that will not inflict unnecessary suffering. 

These principles do not forbid the use of stealth or technologically advanced weapons. 
In fact, the use of advanced weapons may help to ensure that the best intelligence is available for 
planning and carrying out operations, and that the risk of civilian casualties can be minimized or 
avoided altogether. 

Some have argued that the President is required to get permission from a federal court 
before taking action against a United States citizen who is a senior operational leader of al Qaeda 
or associated forces. This is simply not accurate. "Due process" and "judicial process" are not 
one and the same, particularly when it comes to national security. The Constitution guarantees 
due process, not judicial process. 

The conduct and management of national security operations are core functions of the 
Executive Branch, as courts have recognized throughout our history. Military and civilian 
officials must often make real-time decisions that balance the need to act, the existence of 
alternative options, the possibility of collateral damage, and other judgments — all of which 
depend on expertise and immediate access to information that only the Executive Branch may 
possess in real time. The Constitution's guarantee of due process is ironclad, and it is essential — 
but, as a recent court decision makes clear, it does not require judicial approval before the 
President may use force abroad against a senior operational leader of a foreign terrorist 
organization with which the United States is at war — even if that individual happens to be a U.S. 
citizen. 

That is not to say that the Executive Branch has — or should ever have — the ability to 
target any such individuals without robust oversight. Which is why, in keeping with the law and 
our constitutional system of checks and balances, the Executive Branch regularly informs the 
appropriate members of Congress about our counterterrorism activities, including the legal 
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framework, and would of course follow the same practice where lethal force is used against 
United States citizens. 

Now, these circumstances are sufficient under the Constitution for the United States to 
use lethal force against a U.S. citizen abroad — but it is important to note that the legal 
requirements I have described may not apply in every situation — such as operations that take 
place on traditional battlefields. 

The unfortunate reality is that our nation will likely continue to face terrorist threats 
that — at times — originate with our own citizens. When such individuals take up arms against this 
country — and join al Qaeda in plotting attacks designed to kill their fellow Americans — there 
may be only one realistic and appropriate response. We must take steps to stop them — in full 
accordance with the Constitution. In this hour of danger, we simply cannot afford to wait until 
deadly plans are carried out — and we will not. 

* * * * 

(3) Use of remotely piloted aircraft, or drones 

On April 30, 2012, John O. Brennan, Assistant to the President for Homeland Security and 
Counterterrorism, delivered a speech at the Wilson Center on "The Ethics and Efficacy of 
the President's Counterterrorism Strategy." Mr. Brennan's speech, excerpted below, is 
available in full at www.state.qov/s/l/c8183.htm . Mr. Brennan focused on the U.S. use of 
remotely piloted aircraft, or drones, to target members of al-Qaida or its associated forces. 



* * * * 

Now, I want to be very clear. In the course of the war in Afghanistan and the fight against al- 
Qa'ida, I think the American people expect us to use advanced technologies, for example, to 
prevent attacks on U.S. forces and to remove terrorists from the battlefield. We do, and it has 
saved the lives of our men and women in uniform. What has clearly captured the attention of 
many, however, is a different practice, beyond hot battlefields like Afghanistan, identifying 
specific members of al-Qa'ida and then targeting them with lethal force, often using aircraft 
remotely operated by pilots who can be hundreds, if not thousands, of miles away. This is what I 
want to focus on today. 

Jack Goldsmith — a former assistant attorney general in the administration of George W. 
Bush and now a professor at Harvard Law School — captured the situation well. He wrote: 

The government needs a way to credibly convey to the public that its decisions about 
who is being targeted — especially when the target is a U.S. citizen — are sound. . . First, 
the government can and should tell us more about the process by which it reaches its 
high-value targeting decisions. . . The more the government tells us about the eyeballs on 
the issue and the robustness of the process, the more credible will be its claims about the 
accuracy of its factual determinations and the soundness of its legal ones. All of this 
information can be disclosed in some form without endangering critical intelligence. 
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Well, President Obama agrees. And that is why I am here today. 

I stand here as someone who has been involved with our nation's security for more than 
thirty years. I have a profound appreciation for the truly remarkable capabilities of our 
counterterrorism professionals — and our relationships with other nations — and we must never 
compromise them. I will not discuss the sensitive details of any specific operation today. I will 
not, nor will I ever, publicly divulge sensitive intelligence sources and methods. For when that 
happens, our national security is endangered and lives can be lost. At the same time, we reject 
the notion that any discussion of these matters is to step onto a slippery slope that inevitably 
endangers our national security. Too often, that fear can become an excuse for saying nothing at 
all — which creates a void that is then filled with myths and falsehoods. That, in turn, can erode 
our credibility with the American people and with foreign partners, and it can undermine the 
public's understanding and support for our efforts. In contrast, President Obama believes that — 
done carefully, deliberately and responsibly — we can be more transparent and still ensure our 
nation's security. 

So let me say it as simply as I can. Yes, in full accordance with the law — and in order to 
prevent terrorist attacks on the United States and to save American lives — the United States 
Government conducts targeted strikes against specific al-Qa'ida terrorists, sometimes using 
remotely piloted aircraft, often referred to publicly as drones. And I'm here today because 
President Obama has instructed us to be more open with the American people about these efforts. 

Broadly speaking, the debate over strikes targeted at individual members of al-Qa'ida has 
centered on their legality, their ethics, the wisdom of using them, and the standards by which 
they are approved. With the remainder of my time today, I would like to address each of these in 
turn. 

First, these targeted strikes are legal. Attorney General Holder, Harold Koh, and Jeh 
Johnson have all addressed this question at length. To briefly recap, as a matter of domestic law, 
the Constitution empowers the president to protect the nation from any imminent threat of attack. 
The Authorization for Use of Military Force, the AUMF, passed by Congress after the 
September 11th attacks authorizes the President "to use all necessary and appropriate force" 
against those nations, organizations, and individuals responsible for 9/11. There is nothing in the 
AUMF that restricts the use of military force against al-Qa'ida to Afghanistan. 

As a matter of international law, the United States is in an armed conflict with al-Qa'ida, 
the Taliban, and associated forces, in response to the 9/11 attacks, and we may also use force 
consistent with our inherent right of national self-defense. There is nothing in international law 
that bans the use of remotely piloted aircraft for this purpose or that prohibits us from using 
lethal force against our enemies outside of an active battlefield, at least when the country 
involved consents or is unable or unwilling to take action against the threat. 

Second, targeted strikes are ethical. Without question, the ability to target a specific 
individual — from hundreds or thousands of miles away — raises profound questions. Here, I think 
it's useful to consider such strikes against the basic principles of the law of war that govern the 
use of force. 

Targeted strikes conform to the principle of necessity, the requirement that the target 
have definite military value. In this armed conflict, individuals who are part of al-Qa'ida or its 
associated forces are legitimate military targets. We have the authority to target them with lethal 
force just as we targeted enemy leaders in past conflicts, such as German and Japanese 
commanders during World War U. 
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Targeted strikes conform to the principle of distinction — the idea that only military 
objectives may be intentionally targeted and that civilians are protected from being intentionally 
targeted. With the unprecedented ability of remotely piloted aircraft to precisely target a military 
objective while minimizing collateral damage, one could argue that never before has there been a 
weapon that allows us to distinguish more effectively between an al-Qa'ida terrorist and innocent 
civilians. 

Targeted strikes conform to the principle of proportionality — the notion that the 
anticipated collateral damage of an action cannot be excessive in relation to the anticipated 
military advantage. By targeting an individual terrorist or small numbers of terrorists with 
ordnance that can be adapted to avoid harming others in the immediate vicinity, it is hard to 
imagine a tool that can better minimize the risk to civilians than remotely piloted aircraft. 

For the same reason, targeted strikes conform to the principle of humanity which requires 
us to use weapons that will not inflict unnecessary suffering. For all these reasons, I suggest to 
you that these targeted strikes against al-Qa'ida terrorists are indeed ethical and just. 

Of course, even if a tool is legal and ethical, that doesn't necessarily make it appropriate 
or advisable in a given circumstance. This brings me to my next point. 

Targeted strikes are wise. Remotely piloted aircraft in particular can be a wise choice 
because of geography, with their ability to fly hundreds of miles over the most treacherous 
terrain, strike their targets with astonishing precision, and then return to base. They can be a wise 
choice because of time, when windows of opportunity can close quickly and there may be just 
minutes to act. 

They can be a wise choice because they dramatically reduce the danger to U.S. personnel, 
even eliminating the danger altogether. Yet they are also a wise choice because they dramatically 
reduce the danger to innocent civilians, especially considered against massive ordnance that can 
cause injury and death far beyond its intended target. 

In addition, compared against other options, a pilot operating this aircraft remotely — with 
the benefit of technology and with the safety of distance — might actually have a clearer picture 
of the target and its surroundings, including the presence of innocent civilians. It's this surgical 
precision — the ability, with laser-like focus, to eliminate the cancerous tumor called an al-Qa'ida 
terrorist while limiting damage to the tissue around it — that makes this counterterrorism tool so 
essential. 

There's another reason that targeted strikes can be a wise choice, the strategic 
consequences that inevitably come with the use of force. As we've seen, deploying large armies 
abroad won't always be our best offense. 

Countries typically don't want foreign soldiers in their cities and towns. In fact, large, 
intrusive military deployments risk playing into al-Qa'ida' s strategy of trying to draw us into 
long, costly wars that drain us financially, inflame anti- American resentment and inspire the next 
generation of terrorists. In comparison, there is the precision of targeted strikes. 

I acknowledge that we, as a government, along with our foreign partners, can and must 
do a better job of addressing the mistaken belief among some foreign publics that we engage in 
these strikes casually, as if we are simply unwilling to expose U.S forces to the dangers faced 
every day by people in those regions. For, as I'll describe today, there is absolutely nothing 
casual about the extraordinary care we take in making the decision to pursue an al-Qa'ida 
terrorist, and the lengths to which we go to ensure precision and avoid the loss of innocent life. 

Still, there is no more consequential a decision than deciding whether to use lethal force 
against another human being — even a terrorist dedicated to killing American citizens. So in order 
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to ensure that our counterterrorism operations involving the use of lethal force are legal, ethical 
and wise, President Obama has demanded that we hold ourselves to the highest possible 
standards and processes. 

This reflects his approach to broader questions regarding the use of force. In his speech in 
Oslo accepting the Nobel Peace Prize, the President said that "all nations, strong and weak alike, 
must adhere to standards that govern the use of force." And he added: 

Where force is necessary, we have a moral and strategic interest in binding ourselves to 
certain rules of conduct. And even as we confront a vicious adversary that abides by no 
rales, I believe the United States of America must remain a standard bearer in the conduct 
of war. That is what makes us different from those whom we fight. That is a source of 
our strength. 

The United States is the first nation to regularly conduct strikes using remotely piloted aircraft in 
an armed conflict. Other nations also possess this technology. Many more nations are seeking it, 
and more will succeed in acquiring it. President Obama and those of us on his national security 
team are very mindful that as our nation uses this technology, we are establishing precedents that 
other nations may follow, and not all of them will be nations that share our interests or the 
premium we put on protecting human life, including innocent civilians. 

If we want other nations to use these technologies responsibly, we must use them 
responsibly. If we want other nations to adhere to high and rigorous standards for their use, then 
we must do so as well. We cannot expect of others what we will not do ourselves. President 
Obama has therefore demanded that we hold ourselves to the highest possible standards — that, at 
every step, we be as thorough and deliberate as possible. 

This leads me to the final point I want to discuss today, the rigorous standards and 
process of review to which we hold ourselves today when considering and authorizing strikes 
against a specific member of al-Qa'ida outside the hot battlefield of Afghanistan. What I hope to 
do is to give you a general sense, in broad terms, of the high bar we require ourselves to meet 
when making these profound decisions today. That includes not only whether a specific member 
of al-Qa'ida can legally be pursued with lethal force, but also whether he should be. 

Over time, we've worked to refine, clarify, and strengthen this process and our standards, 
and we continue to do so. If our counterterrorism professionals assess, for example, that a 
suspected member of al-Qa'ida poses such a threat to the United States as to warrant lethal 
action, they may raise that individual's name for consideration. The proposal will go through a 
careful review and, as appropriate, will be evaluated by the very most senior officials in our 
government for decision. 

First and foremost, the individual must be a legitimate target under the law. Earlier, I 
described how the use of force against members of al-Qa'ida is authorized under both 
international and U.S. law, including both the inherent right of national self-defense and the 2001 
Authorization for Use of Military Force, which courts have held extends to those who are part of 
al-Qa'ida, the Taliban, and associated forces. If, after a legal review, we determine that the 
individual is not a lawful target, end of discussion. We are a nation of laws, and we will always 
act within the bounds of the law. 

Of course, the law only establishes the outer limits of the authority in which 
counterterrorism professionals can operate. Even if we determine that it is lawful to pursue the 
terrorist in question with lethal force, it doesn't necessarily mean we should. There are, after all, 
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literally thousands of individuals who are part of al-Qa'ida, the Taliban, or associated forces — 
thousands. Even if it were possible, going after every single one of these individuals with lethal 
force would neither be wise nor an effective use of our intelligence and counterterrorism 
resources. 

As a result, we have to be strategic. Even if it is lawful to pursue a specific member of al- 
Qa'ida, we ask ourselves whether that individual's activities rise to a certain threshold for action, 
and whether taking action will, in fact, enhance our security. 

For example, when considering lethal force we ask ourselves whether the individual 
poses a significant threat to U.S. interests. This is absolutely critical, and it goes to the very 
essence of why we take this kind of exceptional action. We do not engage in lethal action in 
order to eliminate every single member of al-Qa'ida in the world. Most times, and as we have 
done for more than a decade, we rely on cooperation with other countries that are also interested 
in removing these terrorists with their own capabilities and within their own laws. Nor is lethal 
action about punishing terrorists for past crimes; we are not seeking vengeance. Rather, we 
conduct targeted strikes because they are necessary to mitigate an actual ongoing threat — to stop 
plots, prevent future attacks, and save American lives. 

And what do we mean by a significant threat? I am not referring to some hypothetical 
threat — the mere possibility that a member of al-Qa'ida might try to attack us at some point in 
the future. A significant threat might be posed by an individual who is an operational leader of 
al-Qa'ida or one of its associated forces. Or perhaps the individual is himself an operative — in 
the midst of actually training for or planning to carry out attacks against U.S. interests. Or 
perhaps the individual possesses unique operational skills that are being leveraged in a planned 
attack. The purpose of a strike against a particular individual is to stop him before he can carry 
out his attack and kill innocents. The purpose is to disrupt his plots and plans before they come 
to fruition. 

In addition, our unqualified preference is to only undertake lethal force when we believe 
that capturing the individual is not feasible. I have heard it suggested that the Obama 
Administration somehow prefers killing al-Qa'ida members rather than capturing them. Nothing 
could be further from the truth. It is our preference to capture suspected terrorists whenever 
feasible. 

For one reason, this allows us to gather valuable intelligence that we might not be able to 
obtain any other way. In fact, the members of al-Qa'ida that we or other nations have captured 
have been one of our greatest sources of information about al-Qa'ida, its plans, and its intentions. 
And once in U.S. custody, we often can prosecute them in our federal courts or reformed military 
commissions, both of which are used for gathering intelligence and preventing terrorist attacks. 

You see our preference for capture in the case of Ahmed Warsame, a member of al- 
Shabaab who had significant ties to al-Qa'ida in the Arabian Peninsula. Last year, when we 
learned that he would be traveling from Yemen to Somalia, U.S. forces captured him in route 
and we subsequently charged him in federal court. 

The reality, however, is that since 2001 such unilateral captures by U.S. forces outside of 
"hot" battlefields, like Afghanistan, have been exceedingly rare. This is due in part to the fact 
that in many parts of the world our counterterrorism partners have been able to capture or kill 
dangerous individuals themselves. 

Moreover, after being subjected to more than a decade of relentless pressure, al-Qa'ida' s 
ranks have dwindled and scattered. These terrorists are skilled at seeking remote, inhospitable 
terrain — places where the United States and our partners simply do not have the ability to arrest 
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or capture them. At other times, our forces might have the ability to attempt capture, but only by 
putting the lives of our personnel at too great a risk. Often times, attempting capture could 
subject civilians to unacceptable risks. There are many reasons why capture might not be 
feasible, in which case lethal force might be the only remaining option to address the threat and 
prevent an attack. 

Finally, when considering lethal force we are of course mindful that there are important 
checks on our ability to act unilaterally in foreign territories. We do not use force whenever we 
want, wherever we want. International legal principles, including respect for a state's sovereignty 
and the laws of war, impose constraints. The United States of America respects national 
sovereignty and international law. 

Those are some of the questions we consider; the high standards we strive to meet. And 
in the end, we make a decision — we decide whether a particular member of al-Qa'ida warrants 
being pursued in this manner. Given the stakes involved and the consequence of our decision, we 
consider all the information available to us, carefully, responsibly. 

We review the most up-to-date intelligence, drawing on the full range of our intelligence 
capabilities. And we do what sound intelligence demands — we challenge it, we question it, 
including any assumptions on which it might be based. If we want to know more, we may ask the 
Intelligence Community to go back and collect additional intelligence or refine its analysis so 
that a more informed decision can be made. 

* * * * 

In some cases, such as senior al-Qa'ida leaders who are directing and planning attacks 
against the United States, the individual clearly meets our standards for taking action. In other 
cases, individuals have not met our standards. Indeed, there have been numerous occasions 
where, after careful review, we have, working on a consensus basis, concluded that lethal force 
was not justified in a given case. 

Finally, as the President' s counterterrorism advisor, I feel that it is important for the 
American people to know that these efforts are overseen with extraordinary care and 
thoughtfulness. The President expects us to address all of the tough questions I have discussed 
today. Is capture really not feasible? Is this individual a significant threat to U.S. interests? Is this 
really the best option? Have we thought through the consequences, especially any unintended 
ones? Is this really going to help protect our country from further attacks? Is it going to save 
lives? 

Our commitment to upholding the ethics and efficacy of this counterterrorism tool 
continues even after we decide to pursue a specific terrorist in this way. For example, we only 
authorize a particular operation against a specific individual if we have a high degree of 
confidence that the individual being targeted is indeed the terrorist we are pursuing. This is a 
very high bar. Of course, how we identify an individual naturally involves intelligence sources 
and methods, which I will not discuss. Suffice it to say, our Intelligence Community has multiple 
ways to determine, with a high degree of confidence, that the individual being targeted is indeed 
the al-Qa'ida terrorist we are seeking. 

In addition, we only authorize a strike if we have a high degree of confidence that 
innocent civilians will not be injured or killed, except in the rarest of circumstances. The 
unprecedented advances we have made in technology provide us greater proximity to targets for 
a longer period of time, and as a result allow us to better understand what is happening in real 
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time on the ground in ways that were previously impossible. We can be much more 
discriminating and we can make more informed judgments about factors that might contribute to 
collateral damage. 

I can tell you today that there have indeed been occasions when we have decided against 
conducting a strike in order to avoid the injury or death of innocent civilians. This reflects our 
commitment to doing everything in our power to avoid civilian casualties — even if it means 
having to come back another day to take out that terrorist, as we have done. And I would note 
that these standards — for identifying a target and avoiding the loss of innocent civilians — exceed 
what is required as a matter of international law on a typical battlefield. That's another example 
of the high standards to which we hold ourselves. 

Our commitment to ensuring accuracy and effectiveness continues even after a strike. In 
the wake of a strike, we harness the full range of our intelligence capabilities to assess whether 
the mission in fact achieved its objective. We try to determine whether there was any collateral 
damage, including civilian deaths. There is, of course, no such thing as a perfect weapon, and 
remotely piloted aircraft are no exception. 

As the President and others have acknowledged, there have indeed been instances 
when — despite the extraordinary precautions we take — civilians have been accidently injured, or 
worse, killed in these strikes. It is exceedingly rare, but it has happened. When it does, it pains 
us, and we regret it deeply, as we do any time innocents are killed in war. And when this happens 
we take it seriously. We go back and review our actions. We examine our practices. And we 
constantly work to improve and refine our efforts so that we are doing everything in our power to 
prevent the loss of innocent life. This too is a reflection of our values as Americans. 

Ensuring the ethics and efficacy of these strikes also includes regularly informing 
appropriate members of Congress and the committees who have oversight of our 
counterterrorism programs. Indeed, our counterterrorism programs — including the use of lethal 
force — have grown more effective over time because of congressional oversight and our ongoing 
dialogue with Members and staff. 

This is the seriousness, the extraordinary care, that President Obama and those of us on 
his national security team bring to this weightiest of questions — whether to pursue lethal force 
against a terrorist who is plotting to attack our country. 

When that person is a U.S. citizen, we ask ourselves additional questions. Attorney 
General Holder has already described the legal authorities that clearly allow us to use lethal force 
against an American citizen who is a senior operational leader of al-Qa'ida. He has discussed the 
thorough and careful review, including all relevant constitutional considerations, that is to be 
undertaken by the U.S. government when determining whether the individual poses an imminent 
threat of violent attack against the United States. 

* * * * 

(4) Issues associated with the end of the conflict against al-Qaida 

On November 30, 2012, Department of Defense General Counsel Jen Johnson addressed 
the Oxford Union on "The Conflict Against Al Qaeda and its Affiliates: How Will It End?" 
After briefly reviewing the legal principles discussed by himself and Attorney General Holder 
and Mr. Brennan in the remarks excerpted above, Mr. Johnson turned to the question of 
how the conflict with al-Qaida could come to an end. Mr. Johnson's Oxford Union address is 
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excerpted below (with some endnotes omitted) and is available in full at 
www. state. qov/s/l/c8183. htm . 



* * * * 

I am aware of studies that suggest that many "terrorist" organizations eventually denounce 
terrorism and violence, and seek to address their grievances through some form of reconciliation 
or participation in a political process. 

Al Qaeda is not in that category. 

Al Qaeda' s radical and absurd goals have included global domination through a violent 
Islamic caliphate, terrorizing the United States and other western nations from retreating from 
the world stage, and the destruction of Israel. There is no compromise or political bargain that 
can be struck with those who pursue such aims. 

In the current conflict with al Qaeda, I can offer no prediction about when this conflict 
will end, or whether we are, as Winston Churchill described it, near the "beginning of the end." 

I do believe that on the present course, there will come a tipping point — a tipping point at 
which so many of the leaders and operatives of al Qaeda and its affiliates have been killed or 
captured, and the group is no longer able to attempt or launch a strategic attack against the 
United States, such that al Qaeda as we know it, the organization that our Congress authorized 
the military to pursue in 2001, has been effectively destroyed. 

At that point, we must be able to say to ourselves that our efforts should no longer be 
considered an "armed conflict" against al Qaeda and its associated forces; rather, a 
counterterrorism effort against individuals who are the scattered remnants of al Qaeda, or are 
parts of groups unaffiliated with al Qaeda, for which the law enforcement and intelligence 
resources of our government are principally responsible, in cooperation with the international 
community — with our military assets available in reserve to address continuing and imminent 
terrorist threats. 

At that point we will also need to face the question of what to do with any members of al 
Qaeda who still remain in U.S. military detention without a criminal conviction and sentence. In 

22 

general, the military's authority to detain ends with the "cessation of active hostilities." ~ For this 
particular conflict, all I can say today is that we should look to conventional legal principles to 
supply the answer, and that both our Nations faced similar challenging questions after the 
cessation of hostilities in World War II, and our governments delayed the release of some Nazi 
German prisoners of war. 

For now, we must continue our efforts to disrupt, dismantle and ensure a lasting defeat of 
al Qaeda. Though severely degraded, al Qaeda remains a threat to the citizens of the United 



See Geneva Convention Relative to the Treatment of Prisoners of War, art. 118, Aug. 12, 1949, 6 U.S.T. 3316, 75 
U.N.T.S. 135 ("Prisoners of War shall be released and repatriated without delay after the cessation of active 
hostilities."). 

23 Regarding post-hostilities detention during the conclusion of World War II, see Ludecke v. Watkins 335 U.S. 160 
(1948) (holding that the President's authority to detain German nationals continued for over six years after the 
fighting with Germany had ended); See also Alien Enemy Act of 1798 50 U.S.C. §§21-24 (2000). See James 
Richards, British Broadcasting Corporation, Life in Britain for German Prisoners of War, (noting that by the end of 
1947, 250,000 of the prisoners of war were repatriated, and the last repatriation took place in November 1948); 
available at: http://www.bbc.co.uk/history/british/britain wwtwo/german pows Ol.shtml . 
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States, the United Kingdom and other nations. We must disrupt al Qaeda's terrorist attack 
planning before it gets anywhere near our homeland or our citizens. We must counter al Qaeda in 
the places where it seeks to establish safe haven, and prevent it from reconstituting in others. To 
do this we must utilize every national security element of our government, and work closely with 
our friends and allies like the United Kingdom and others. 

Finally, it was a warfighting four-star general who reminded me, as I previewed these 
remarks for him, that none of this will ever be possible if we fail to understand and address what 
attracts a young man to an organization like al Qaeda in the first place. Al Qaeda claims to 
represent the interests of all Muslims. By word and deed, we must stand with the millions of 
people within the Muslim world who reject Al Qaeda as a marginalized, extreme and violent 
organization that does not represent the Muslim values of peace and brotherhood. For, if al 
Qaeda can recruit new terrorists to its cause faster than we can kill or capture them, we fight an 
endless, hopeless battle that only perpetuates a downward spiral of hate, recrimination, violence 
and fear. 

"War" must be regarded as a finite, extraordinary and unnatural state of affairs. War 
permits one man — if he is a "privileged belligerent," consistent with the laws of war — to kill 
another. War violates the natural order of things, in which children bury their parents; in war 
parents bury their children. In its 12th year, we must not accept the current conflict, and all that it 
entails, as the "new normal." Peace must be regarded as the norm toward which the human race 
continually strives. 

* * * * 

b. Bilateral agreements and arrangements 

(1) Afghanistan 

On May 2, 2012, President Obama and President Karzai signed the Enduring Strategic 
Partnership Agreement between the United States of America and the Islamic Republic of 
Afghanistan ("SPA"). The text of the agreement, as signed, is available on the White House 
website at www.whitehouse.qov/sites/default/files/2012.06.01u.s.- 
afqhanistanspasiqnedtext.pdf . The agreement, which sets out a framework for cooperation 
on a wide range of shared interests, includes commitments by Afghanistan to strengthen its 
democratic institutions and by the United States to designate Afghanistan as a Major Non- 
NATO Ally ("MNNA") and to support the training of sustainable Afghan National Security 
Forces ("ANSF"). Both sides commit to cooperating in defense and security matters, and 
specifically to negotiate a Bilateral Security Agreement. The SPA entered into force in 
accordance with its terms on July 4, 2012. 

On July 6, President Obama signed the designation of Afghanistan as a Major Non-NATO 
Ally under the Foreign Assistance Act and the Arms Export Control Act. Daily Comp. Pres. 
Docs., 2012 DCPD No. 00540, p.l. The State Department released a fact sheet on July 7, 
2012, available at www. state. qov/r/pa/prs/ps/2012/07/194662. htm, explaining the 
significance of the designation: 
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MNNA designation provides a long-term framework for our security and defense 
cooperation. It reinforces the strong bilateral defense relationship between the United 
States and Afghanistan by helping support aligned defense planning, procurement, and 
training. Only a limited number of countries have this special status. MNNA qualifies a 
country for certain privileges supporting defense and security cooperation but does not 
entail any security commitment to that country. 

Some of the privileges of MNNA status include eligibility for training, loans of 
equipment for cooperative research and development, and ultimately Foreign Military 
Financing for commercial leasing of certain defense articles. While the United States and 
the international community already provide significant security assistance to 
Afghanistan, in the long-term as Afghanistan takes on greater financial responsibility for 
its own security, MNNA status will be a critical catalyst for maintaining effective Afghan 
National Security Forces and building a robust peace-time security relationship between 
Afghanistan and the United States. 

(2) Iraq 

In 2012, NATO opened a temporary Transition Cell in Iraq to further assist Iraq in developing 
its security capabilities and to advance the NATO-Iraq partnership. The United States and 
NATO discussed arrangements for U.S. support to the Transition Cell in an exchange of 
letters dated May 15, 2012 and May 16, 2012, and subsequently concluded an agreement 
concerning the provision of services and commodities on an advance-of-funds or 
reimbursable basis. The exchange of letters and the agreement are both available at 
www. state. qov/s/l/c8183. htm . In November 2012, NATO and the United States agreed to 
extend their agreement concerning the provision of services and commodities until July 1, 
2013. That extension agreement is also available at www.state.gov/s/l/c8183.htm . 

On September 24, 2012, NATO and the Government of Iraq signed the Individual 
Partnership and Cooperation Programme ("IPCP") agreement, a cooperation agreement to 
foster closer security ties and help Iraq build its security institutions. More information 
about the NATO-Iraq partnership is available at 
www.nato.int/cps/en/natolive/news 90142.htm . 

c. International humanitarian law 

(1) Applicability of international law to hostilities in cyberspace 

On September 18, 2012, State Department Legal Adviser Harold Koh addressed an inter- 
agency legal conference at USCYBERCOM in Fort Meade, Maryland on the subject of 
international law in cyberspace. Mr. Koh's remarks are excerpted below and available in full 
at www. state. qom/s/I/ releases/remarks/ 197924. htm . 



* * * * 
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Everyone here knows that cyberspace presents new opportunities and new challenges for the 
United States in every foreign policy realm, including national defense. But for international 
lawyers, it also presents cutting-edge issues of international law, which go to a very fundamental 
question: how do we apply old laws of war to new cyber-circumstances, staying faithful to 
enduring principles, while accounting for changing times and technologies? 

Many, many international lawyers here in the U.S. Government and around the world 
have struggled with this question, so today I'd like to present an overview of how we in the U.S. 
Government have gone about meeting this challenge. At the outset, let me highlight that the 
entire endeavor of applying established international law to cyberspace is part of a broader 
international conversation. We are not alone in thinking about these questions; we are actively 
engaged with the rest of the international community, both bilaterally and multilaterally, on the 
subject of applying international law in cyberspace. 

With your permission, I'd like to offer a series of questions and answers that illuminate 
where we are right now — in a place where we've made remarkable headway in a relatively short 
period of time, but are still finding new questions for each and every one we answer. In fact, the 
U.S. Government has been regularly sharing these thoughts with our international partners. Most 
of the points that follow we have not just agreed upon internally, but made diplomatically, in our 
submissions to the UN Group of Governmental Experts (GGE) that deals with information 
technology issues. 

I. International Law in Cyberspace: What We Know 

So let me start with the most fundamental questions: 

Question 1: Do established principles of international law apply to cyberspace? 

Answer 1: Yes, international law principles do apply in cyberspace. Everyone here 
knows how cyberspace opens up a host of novel and extremely difficult legal issues. But on this 
key question, this answer has been apparent, at least as far as the U.S. Government has been 
concerned. Significantly, this view has not necessarily been universal in the international 
community. At least one country has questioned whether existing bodies of international law 
apply to the cutting edge issues presented by the internet. Some have also said that existing 
international law is not up to the task, and that we need entirely new treaties to impose a unique 
set of rules on cyberspace. But the United States has made clear our view that established 
principles of international law do apply in cyberspace. 

Question 2: Is cyberspace a law-free zone, where anything goes? 

Answer 2: Emphatically no. Cyberspace is not a "law-free" zone where anyone can 
conduct hostile activities without rules or restraint. 

Think of it this way. This is not the first time that technology has changed and that 
international law has been asked to deal with those changes. In particular, because the tools of 
conflict are constantly evolving, one relevant body of law — international humanitarian law, or 
the law of armed conflict — affirmatively anticipates technological innovation, and contemplates 
that its existing rules will apply to such innovation. To be sure, new technologies raise new 
issues and thus, new questions. Many of us in this room have struggled with such questions, and 
we will continue to do so over many years. But to those who say that established law is not up to 
the task, we must articulate and build consensus around how it applies and reassess from there 
whether and what additional understandings are needed. Developing common understandings 
about how these rules apply in the context of cyberactivities in armed conflict will promote 
stability in this area. 

That consensus-building work brings me to some questions and answers we have offered 
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to our international partners to explain how both the law of going to war (jus ad helium) and the 
laws that apply in conducting war (jus in hello) apply to cyberaction: 
Question 3: Do cyber activities ever constitute a use of force? 

Answer 3: Yes. Cyber activities may in certain circumstances constitute uses of force 
within the meaning of Article 2(4) of the UN Charter and customary international law. In 

analyzing whether a cyber operation would constitute a use of force, most commentators focus 
on whether the direct physical injury and property damage resulting from the cyber event looks 
like that which would be considered a use of force if produced by kinetic weapons. Cyber 
activities that proximately result in death, injury, or significant destruction would likely be 
viewed as a use of force. In assessing whether an event constituted a use of force in or through 
cyberspace, we must evaluate factors: including the context of the event, the actor perpetrating 
the action (recognizing challenging issues of attribution in cyberspace), the target and location, 
effects and intent, among other possible issues. Commonly cited examples of cyber activity that 
would constitute a use of force include, for example: (1) operations that trigger a nuclear plant 
meltdown; (2) operations that open a dam above a populated area causing destruction; or 
(3) operations that disable air traffic control resulting in airplane crashes. Only a moment's 
reflection makes you realize that this is common sense: if the physical consequences of a cyber 
attack work the kind of physical damage that dropping a bomb or firing a missile would, that 
cyber attack should equally be considered a use of force. 

Question 4: May a State ever respond to a computer network attack by exercising a right 
of national self-defense? 

Answer 4: Yes. A State's national right of self-defense, recognized in Article 51 of the 
UN Charter, may be triggered by computer network activities that amount to an armed 
attack or imminent threat thereof. As the United States affirmed in its 201 1 International 
Strategy for Cyberspace, "when warranted, the United States will respond to hostile acts in 
cyberspace as we would to any other threat to our country." 

Question 5: Do jus in bello rules apply to computer network attacks? 

Answer 5: Yes. In the context of an armed conflict, the law of armed conflict applies 
to regulate the use of cyber tools in hostilities, just as it does other tools. The principles of 
necessity and proportionality limit uses of force in self-defense and would regulate what 
may constitute a lawful response under the circumstances. There is no legal requirement that 
the response to a cyber armed attack take the form of a cyber action, as long as the response 
meets the requirements of necessity and proportionality. 

Question 6: Must attacks distinguish between military and nonmilitary objectives? 

Answer 6: Yes. The jus in bello principle of distinction applies to computer network 
attacks undertaken in the context of an armed conflict. The principle of distinction applies to 
cyber activities that amount to an "attack" — as that term is understood in the law of war — in the 
context of an armed conflict. As in any form of armed conflict, the principle of distinction 
requires that the intended effect of the attack must be to harm a legitimate military target. We 
must distinguish military objectives — that is, objects that make an effective contribution to 
military action and whose destruction would offer a military advantage — from civilian objects, 
which under international law are generally protected from attack. 

Question 7: Must attacks adhere to the principle of proportionality? 

Answer 7: Yes. The jus in bello principle of proportionality applies to computer 
network attacks undertaken in the context of an armed conflict. The principle of 
proportionality prohibits attacks that may be expected to cause incidental loss to civilian life, 
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injury to civilians, or damage to civilian objects that would be excessive in relation to the 
concrete and direct military advantage anticipated. Parties to an armed conflict must assess what 
the expected harm to civilians is likely to be, and weigh the risk of such collateral damage 
against the importance of the expected military advantage to be gained. In the cyber context, this 
rule requires parties to a conflict to assess: (1) the effects of cyber weapons on both military and 
civilian infrastructure and users, including shared physical infrastructure (such as a dam or a 
power grid) that would affect civilians; (2) the potential physical damage that a cyber attack may 
cause, such as death or injury that may result from effects on critical infrastructure; and (3) the 
potential effects of a cyber attack on civilian objects that are not military objectives, such as 
private, civilian computers that hold no military significance, but may be networked to 
computers that are military objectives. 

Question 8: How should States assess their cyber weapons? 

Answer 8: States should undertake a legal review of weapons, including those that 
employ a cyber capability. Such a review should entail an analysis, for example, of whether a 
particular capability would be inherently indiscriminate, i.e., that it could not be used consistent 
with the principles of distinction and proportionality. The U.S. Government undertakes at least 
two stages of legal review of the use of weapons in the context of armed conflict — first, an 
evaluation of new weapons to determine whether their use would be per se prohibited by the law 
of war; and second, specific operations employing weapons are always reviewed to ensure that 
each particular operation is also compliant with the law of war. 

Question 9: In this analysis, what role does State sovereignty play? 

Answer 9: States conducting activities in cyberspace must take into account the 
sovereignty of other States, including outside the context of armed conflict. The physical 
infrastructure that supports the internet and cyber activities is generally located in sovereign 
territory and subject to the jurisdiction of the territorial State. Because of the interconnected, 
interoperable nature of cyberspace, operations targeting networked information infrastructures in 
one country may create effects in another country. Whenever a State contemplates conducting 
activities in cyberspace, the sovereignty of other States needs to be considered. 

Question 10: Are States responsible when cyber acts are undertaken through proxies? 

Answer 10: Yes. States are legally responsible for activities undertaken through 
"proxy actors," who act on the State's instructions or under its direction or control. The 
ability to mask one's identity and geography in cyberspace and the resulting difficulties of 
timely, high-confidence attribution can create significant challenges for States in identifying, 
evaluating, and accurately responding to threats. But putting attribution problems aside for a 
moment, established international law does address the question of proxy actors. States are 
legally responsible for activities undertaken through putatively private actors, who act on the 
State's instructions or under its direction or control. If a State exercises a sufficient degree of 
control over an ostensibly private person or group of persons committing an internationally 
wrongful act, the State assumes responsibility for the act, just as if official agents of the State 
itself had committed it. These rules are designed to ensure that States cannot hide behind 
putatively private actors to engage in conduct that is internationally wrongful. 
II. International Law in Cyberspace: Challenges and Uncertainties 

These ten answers should give you a sense of how far we have come in doing what any 
good international lawyer does: applying established law to new facts, and explaining our 
positions to other interested lawyers. At the same time, there are obviously many more issues 
where the questions remain under discussion. Let me identify three particularly difficult 
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questions that I don't intend to answer here today. Instead, my hope is to shed some light on 
some of the cutting-edge legal issues that we'll all be facing together over the next few years: 
Unresolved Question 1 : How can a use of force regime take into account all of the 
novel kinds of effects that States can produce through the click of a button? 

As I said above, the United States has affirmed that established jus ad helium rules do 
apply to uses of force in cyberspace. I have also noted some clear-cut cases where the physical 
effects of a hostile cyber action would be comparable to what a kinetic action could achieve: for 
example, a bomb might break a dam and flood a civilian population, but insertion of a line of 
malicious code from a distant computer might just as easily achieve that same result. As you all 
know, however, there are other types of cyber actions that do not have a clear kinetic parallel, 
which raise profound questions about exactly what we mean by "force." At the same time, the 
difficulty of reaching a definitive legal conclusion or consensus among States on when and under 
what circumstances a hostile cyber action would constitute an armed attack does not 
automatically suggest that we need an entirely new legal framework specific to cyberspace. 
Outside of the cyber-context, such ambiguities and differences of view have long existed among 
States. 

To cite just one example of this, the United States has for a long time taken the position 
that the inherent right of self-defense potentially applies against any illegal use of force. In our 
view, there is no threshold for a use of deadly force to qualify as an "armed attack" that may 
warrant a forcible response. But that is not to say that any illegal use of force triggers the right to 
use any and all force in response — such responses must still be necessary and of course 
proportionate. We recognize, on the other hand, that some other countries and commentators 
have drawn a distinction between the "use of force" and an "armed attack," and view "armed 
attack" — triggering the right to self-defense — as a subset of uses of force, which passes a higher 
threshold of gravity. My point here is not to rehash old debates, but to illustrate that States have 
long had to sort through complicated jus ad helium questions. In this respect, the existence of 
complicated cyber questions relating to jus ad helium is not in itself a new development; it is just 
applying old questions to the latest developments in technology. 

Unresolved Question 2: What do we do about "dual-use infrastructure" in 
cyberspace? 

As you all know, information and communications infrastructure is often shared between 
State militaries and private, civilian communities. The law of war requires that civilian 
infrastructure not be used to seek to immunize military objectives from attack, including in the 
cyber realm. But how, exactly, are the jus in hello rules to be implemented in cyberspace? Parties 
to an armed conflict will need to assess the potential effects of a cyber attack on computers that 
are not military objectives, such as private, civilian computers that hold no military significance, 
but may be networked to computers that are valid military objectives. Parties will also need to 
consider the harm to the civilian uses of such infrastructure in performing the necessary 
proportionality review. Any number of factual scenarios could arise, however, which will require 
a careful, fact-intensive legal analysis in each situation. 

Unresolved Question 3: How do we address the problem of attribution in cyberspace? 

As I mentioned earlier, cyberspace significantly increases an actor' s ability to engage in 
attacks with "plausible deniability," by acting through proxies. I noted that legal tools exist to 
ensure that States are held accountable for those acts. What I want to highlight here is that many 
of these challenges — in particular, those concerning attribution — are as much questions of a 
technical and policy nature rather than exclusively or even predominantly questions of law. 
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Cyberspace remains a new and dynamic operating environment, and we cannot expect that all 
answers to the new and confounding questions we face will be legal ones. 

These questions about effects, dual use, and attribution are difficult legal and policy 
questions that existed long before the development of cyber tools, and that will continue to be a 
topic of discussion among our allies and partners as cyber tools develop. Of course, there remain 
many other difficult and important questions about the application of international law to 
activities in cyberspace — for example, about the implications of sovereignty and neutrality law, 
enforcement mechanisms, and the obligations of States concerning "hacktivists" operating from 
within their territory. While these are not questions that I can address in this brief speech, they 
are critically important questions on which international lawyers will focus intensely in the years 
to come. 

And just as cyberspace presents challenging new issues for lawyers, it presents 
challenging new technical and policy issues. Not all of the issues I've mentioned are susceptible 
to clear legal answers derived from existing precedents — in many cases, quite the contrary. 
Answering these tough questions within the framework of existing law, consistent with our 
values and accounting for the legitimate needs of national security, will require a constant 
dialogue between lawyers, operators, and policymakers. All that we as lawyers can do is to apply 
in the cyber context the same rigorous approach to these hard questions that arise in the future, as 
we apply every day to what might be considered more traditional forms of conflict. 
III. The Role of International Law in a "Smart Power" Approach to Cyberspace 

This, in a nutshell, is where we are with regard to cyberconflict: We have begun work to 
build consensus on a number of answers, but questions continue to arise that must be answered 
in the months and years ahead. Beyond these questions and answers and unresolved questions, 
though, lies a much bigger picture, one that we are very focused on at the State Department. 
Which brings me to my final two questions: 

Final Question 1: Is international humanitarian law the only body of international law 
that applies in cyberspace? 

Final Answer 1 : No. As important as international humanitarian law is, it is not the 
only international law that applies in cyberspace. 

Obviously, cyberspace has become pervasive in our lives, not just in the national defense 
arena, but also through social media, publishing and broadcasting, expressions of human rights, 
and expansion of international commerce, both through online markets and online commercial 
techniques. Many other bodies of international and national law address those activities, and how 
those different bodies of law overlap and interact with the laws of cyber conflict is something we 
will all have to work out over time. 

Take human rights. At the same time that cyber activity can pose a threat, we all 
understand that cyber-communication is increasingly becoming a dominant mode of expression 
in the 21st century. More and more people express their views not by speaking on a soap box at 
Speakers' Corner, but by blogging, tweeting, commenting, or posting videos and commentaries. 
The 1948 Universal Declaration of Human Rights (UDHR) — adopted more than 70 years ago — 
was remarkably forward-looking in anticipating these trends. It says: "Everyone has the right to 
freedom of opinion and expression; this right includes freedom to hold opinions without 
interference and to seek, receive and impart information and ideas through any media and 
regardless of frontiers." (emphasis added) In short, all human beings are entitled to certain 
rights, whether they choose to exercise them in a city square or an internet chat room. This 
principle is an important part of our global diplomacy, and is encapsulated in the Internet 
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Freedom agenda about which my boss, Secretary Clinton, has spoken so passionately. 

You all know of this Administration's efforts not just in the areas of cyberconflict, but 
also in many other cyber areas: cybersecurity, cybercommerce, fighting child pornography and 
other forms of cybercrime, stopping intellectual property piracy, as well as promoting free 
expression and human rights. So the cyberconflict issues with which this group grapples do not 
constitute the whole of our approach to cyberspace; they are an important part — but only a 
part — of this Administration's broader "smart power" approach to cyberspace. 

What I have outlined today are a series of answers to cyberspace questions that the 
United States is on the record as supporting. I have also suggested a few of the challenging 
questions that remain before us, and developments over the next decade will surely produce new 
questions. But you should not think of these questions and answers as just a box to check before 
deciding whether a particular proposed operation is lawful or not. Rather, these questions and 
answers are part of a much broader foreign policy agenda, which transpires in a broader 
framework of respect for international law. 

That leads to my Final Question for this group: Why should U.S Government lawyers 
care about international law in cyberspace at all? 

The Answer: Because compliance with international law frees us to do more, and do 
more legitimately, in cyberspace, in a way that more fully promotes our national interests. 
Compliance with international law in cyberspace is part and parcel of our broader "smart 
power" approach to international law as part of U.S. foreign policy. 

It is worth noting two fundamentally different philosophies about international law. One 
way to think about law, whether domestic or international, is as a straitjacket, a pure constraint. 
This approach posits that nations have serious, legitimate interests, and legal regimes restrict 
their ability to carry them out. One consequence of this view is that, since law is just something 
that constrains, it should be resisted whenever possible. Resisting so-called "extensions" of the 
law to new areas often seems attractive: because, after all, the old laws weren't built for these 
new challenges anyway, some say, so we should tackle those challenges without the legal 
straitjacket, while leaving the old laws behind. 

But that is not the United States Government's view of the law, domestic or international. 
We see law not as a straitjacket, but as one great university calls it when it confers its diplomas, a 
body of "wise restraints that make us free." International law is not purely constraint, it frees us 
and empowers us to do things we could never do without law's legitimacy. If we succeed in 
promoting a culture of compliance, we will reap the benefits. And if we earn a reputation for 
compliance, the actions we do take will earn enhanced legitimacy worldwide for their adherence 
to the rule of law. 

These are not new themes, but I raise them here because they resonate squarely with the 
strategy we have been pursuing in cyberspace over the past few years. Of course, the United 
States has impressive cyber-capabilities; it should be clear from the bulk of my discussion that 
adherence to established principles of law does not prevent us from using those capabilities to 
achieve important ends. But we also know that we will be safer, the more that we can rally other 
States to the view that these established principles do impose meaningful constraints, and that 
there is already an existing set of laws that protect our security in cyberspace. And the more 
widespread the understanding that cyberspace follows established rules — and that we live by 
them — the stronger we can be in pushing back against those who would seek to introduce brand 
new rules that may be contrary to our interests. 

That is why, in our diplomacy, we do not whisper about these issues. We talk openly and 
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bilaterally with other countries about the application of established international law to 
cyberspace. We talk about these issues multilaterally, at the UN Group of Governmental Experts 
and at other fora, in promoting this vision of compliance with international law in cyberspace. 
We talk about them regionally, as when we recently co-sponsored an ASEAN Regional Forum 
event to focus the international community's attention on the problem of proxy actors engaging 
in unlawful conduct in cyberspace. Preventing proxy attacks on us is an important interest, and 
as part of our discussions we have outlined the ways that existing international law addresses this 
problem. 

The diplomacy I have described is not limited to the legal issues this group of lawyers is 
used to facing in the operational context. These issues are interconnected with countless other 
cyber issues that we face daily in our foreign policy, such as cybersecurity, cyber-commerce, 
human rights in cyberspace, and public diplomacy through cybertools. In all of these areas, let 
me repeat again, compliance with international law in cyberspace is part and parcel of our 
broader smart power approach to international law as part of U.S. foreign policy. Compliance 
with international law — and thinking actively together about how best to promote that 
compliance — can only free us to do more, and to do more legitimately, in the emerging frontiers 
of cyberspace, in a way that more fully promotes our U.S. national interests. 

* * * * 

The First Committee of the UN General Assembly convened a thematic debate at the 
General Assembly's 67 th session on developments in the field of information and 
telecommunications in the context of international security. On November 2, 2012, the U.S. 
delegation delivered remarks on the subject of the applicability of international law to 
activity in cyberspace in connection with hostilities. The U.S. statement, excerpted below 
and available at www.state.qov/t/avc/rls/200050.htm, also expressed U.S. opposition to the 
draft Code of Conduct for Information Security prepared by several member states and 
presented at the 66 th session of the General Assembly. 



* * * * 

There is now broad recognition among many States, including the United States, that existing 
international law serves as the appropriate framework applicable to activity in cyberspace in a 
variety of contexts, including in connection with hostilities. This area of international law 
involves two related bodies of law. The first one is jus ad bellum, which is the framework that 
addresses the use of force triggering a State's right of self-defense; and the second one is jus in 
bello, which is the body of law governing the conduct of hostilities in the context of an armed 
conflict and is sometimes called the international law of armed conflict, the law of war, or 
international humanitarian law. 

While some attributes of information technologies are unique, existing principles of 
international law serve as the appropriate framework in which to identify and analyze the rules 
and norms of behavior that should govern the use of cyberspace in connection with hostilities. In 
this vein, much work has been done over the last year in developing a better understanding of the 
issues related to information and telecommunications in the context of international security, in 
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particular, by the on-going UN Group of Governmental Experts (GGE) on "Developments in the 
Field of Information and Telecommunications in the Context of International Security." 

The consensus report of the 2010 GGE included two very important recommendations: 
further dialogue to discuss norms to reduce collective risk and protect critical national and 
international infrastructure, and the development of confidence-building measures to reduce the 
risk of misperception. 

The 2012-2013 GGE is taking up this important work where the 2010 GGE left off. It is 
focusing on discussion of a normative framework, confidence-building measures and support for 
capacity building, and intends to make recommendations in these areas. 

During last year's session of the UNFC, the introduction of a draft Code of Conduct for 
Information Security presented an alternative view that seeks to establish international 
justification for government control over Internet resources. At its heart, it calls for multilateral 
governance of the Internet that would replace the multi-stakeholder approach, where all users 
have a voice, with top down control and regulation by states. It would legitimize the view that 
the right to freedom of expression can be limited by national laws and cultural proclivities, 
thereby undermining that right as described in the Universal Declaration on Human Rights. 

In addition, the draft Code appears to propose replacing existing international law that 
governs uses of force and relations among states in armed conflict with new, unclear, and ill- 
defined rules and concepts. Indeed, one of the primary sponsors of the draft Code has stated 
repeatedly that long-standing provisions of international law, including elements of jus ad helium 
and jus in bello that would provide a legal framework for the way that states could use force in 
cyberspace, have no applicability. This position is not justified in international law and risks 
creating instability by wrongly suggesting that the internet is an ungoverned space to which 
existing law does not apply. 

This draft Code advocates voluntary commitments not to proliferate information 
technology for offensive purposes, which ignores the fact that this technology is a quintessential 
dual-use technology. It purports to promote cooperation on cybercrime, but the chief sponsors of 
the draft Code disavow the only international cybercrime instrument in existence and they seem 
to be reticent to cooperate effectively on cybercrime matters. Moreover, their definition of 
criminal activities covers the gamut of all views that may not comport with the prevailing view 
of the government in power. 

While a key provision of the draft purports to ensure ICT supply chain security, other 
provisions seem to acknowledge a lack of respect for intellectual property rights when they claim 
that states use their technology and critical infrastructure for advantage and in their call for an 
equitable division of relevant resources. 

Proposals along these lines would discourage the international trade in and the 
development of information and communications technology (ICT) products and services, which 
have made the Internet what it is today. We fear that these proposals would also make it easier 
for governments to suppress free speech, for example through government control over content 
for the purpose of political domination. 

States do not have a monopoly on the ability to innovate, develop technical capacity, or 
grasp economic opportunities. These activities should be carried out in an appropriate and 
responsible manner with the participation of all stakeholders. As such, it is unrealistic and 
undesirable for States to be given the dominant role on Internet operation and development. 

The United States favors international engagement to develop a consensus on appropriate 
cyberspace behavior, based on existing principles of international law, and we cannot support 
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approaches proposed in the draft Code of Conduct for Information Security that would only 
legitimize repressive state practices. 

It is the view of the United States that transparency, confidence-building, and stability 
measures should be developed as a voluntary, cooperative effort whose ultimate objective is to 
enhance international stability and thereby reduce the risk of conflict in cyberspace. Many States 
could contribute to this goal. 

States must unite in the common goal of preserving and enhancing the benefits of 
information technologies by assuring their security and integrity, while also maintaining an 
environment that promotes efficiency, innovation, economic prosperity, free trade, and respect 
for human rights. 

* * * * 



(2) Private military security companies, military contractors, and their accountability 

See discussion in Section A.3.c.(3), infra, of litigation involving former detainees' claims 
against U.S. military contractors. See also discussion in Chapter 6.M. of U.S. participation in 
the working group at the Human Rights Council considering the subject of private military 
and security companies ("PMSCs"). 

2. Convention on Certain Conventional Weapons 

On October 24, 2012, U.S. Deputy Permanent Representative to the Conference on 

Disarmament Walter S. Reid addressed the First Committee of the United Nations General 

Assembly in New York. His remarks, excerpted below and available at 

www. state. qov/t/avc/rls/199692. htm, include a discussion of the Convention on Certain 

Conventional Weapons ("CCW") and failed efforts to conclude a protocol on cluster 

munitions. For a discussion of additional excerpts from Mr. Reid's remarks, see section B.ll, 

infra. 



* * * * 

Mr. Chairman, the United States is a High Contracting Party to the CCW and all of its five 
Protocols. The United States attaches importance to the CCW as an instrument that has been able 
to bring together States with diverse national security concerns. 

The United States was deeply disappointed by the failure of the Fourth Review 
Conference to conclude a protocol on cluster munitions. The protocol would have led to the 
immediate prohibition of many millions of cluster munitions; placed the remaining cluster 
munitions under a detailed set of restrictions and regulations; and subjected member states to a 
detailed list of additional obligations on issues such as clearance, transparency and destruction, 
all of which would have led to a substantial humanitarian impact around the world. 

The United States will continue to minimize potential risks to civilians and civilian 



603 



Digest of United States Practice in International Law 



infrastructure through implementation of the U.S. Department of Defense policy on Cluster 
Munitions and Unintended Harm to Civilians signed by Secretary Gates in June 2008. It states 
that after 2018, the U.S. Military Departments and Combatant Commands will only employ 
cluster munitions containing submunitions that, after arming, do not result in more than 1 percent 
unexploded ordnance across the range of intended operational environments. We encourage 
other countries to take similar steps. 

We look forward to the annual meetings of High Contracting Parties in November and to 
establishing a program of work for 2013 that will allow CCW states to continue supporting the 
universalization of the CCW and implementation of all its Protocols. 

* * * * 



3. Detainees 
a. General 

(1) Presidential Policy Directive on Military Custody 

On February 28, 2012, President Obama issued a presidential policy directive, PPD-14, 
setting out implementing procedures for section 1022 of the Fiscal Year 2012 National 
Defense Authorization Act ("NDAA"). Daily Comp. Pres. Docs. 2012 Doc. No. 00136, pp. 1-7. 
Section 1022 of the NDAA mandates temporary military custody for certain non-citizen 
terrorist suspects ("covered persons") pending "disposition under the law of war." See 
Digest 2011 at 575-76 for excerpts from the Presidential signing statement on the NDAA 
and section 1022 in particular. The term "covered persons" is defined, as it is in section 
1022, as those whose detention is authorized by the AUMF, and who have been determined 
(1) "to be a member of, or part of, al-Qa'ida or an associated force that acts in coordination 
with or pursuant to the direction of al-Qa'ida;" and (2) "to have participated in the course of 
planning or carrying out an attack or attempted attack against the United States or its 
coalition partners." The PPD sets out procedures for determining when the NDAA's 
temporary military custody requirement applies to covered persons detained by a federal 
law enforcement agency and explains when and how military custody determinations will 
be made. In the interest of national security, it waives the temporary military custody 
requirement in certain categories of cases and sets out procedures for issuing additional 
case-by-case waivers. Specifically, the President determined it is in the national security 
interests of the United States to waive the military custody requirement of Section 1022 in 
the following categories of cases, among others: when placing a foreign country's nationals 
or residents in military custody will impede counterterrorism cooperation; and when a 
foreign government indicates that it will not extradite or transfer suspects to the United 
States if the suspects may be placed in military custody. 

The White House released a fact sheet about the PPD on February 28, 2012. The fact 
sheet is excerpted below and available at 
www. whitehouse. gov/sites/default/files/ndaa_fact_sheet.pdf. 
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* * * * 

The procedures include several important elements: 

• The procedures provide greater clarity to our counterterrorism professionals by 
clarifying key phrases in the statute and explaining that Section 1022' s military custody 
requirement applies only to non-U. S. citizens who are closely linked to al-Qa'ida and have 
participated in planning or carrying out an attack or attempted attack against the United States or 
our coalition partners. The procedures also make clear that existing Department of Defense 
policies and procedures satisfy the requirements of Section 1022. 

• As expressly contemplated by the NDAA, the procedures establish a process for 
ensuring that the executive branch has sufficient time and information to make decisions about 
whether to issue a national security waiver before an individual is transferred to military custody. 
The President also issued several national security waivers for categories of individuals where he 
found that the waivers were in our national security interest and that it was impractical, 
unnecessary, or overly burdensome to rely on individualized waivers. 

• The procedures create an interagency process for determining whether an individual is a 
covered person whom the statute requires to be transferred to military custody. The procedures 
ensure that an individual will be transferred from civilian to military custody only after a 
thorough evaluation of all of the relevant facts, based on the considered judgment of the 
President's senior national security team, and not a rigid statutory requirement that does not 
account for the unique facts and circumstances of each case. This decision requires the 
concurrence of the Attorney General, Secretary of State, Secretary of Defense, Secretary of 
Homeland Security, Chairman of the Joint Chiefs of Staff, and Director of National Intelligence. 

• The procedures clarify that, until an individual is formally designated a covered person, 
federal law enforcement agencies should follow their standard practices. The procedures also 
make clear that, even after an individual is determined to be a covered person, a transfer to 
military custody may only occur once it is clear that it will not disrupt ongoing law enforcement 
and intelligence operations. In the event an individual is transferred to military custody, the 
procedures provide that the Federal Bureau of Investigation will retain its lead responsibility for 
coordinating the investigation and interrogation of the individual until a disposition decision is 
made. 

In essence, these procedures are intended to ensure that the executive branch can continue 
to utilize all elements of national power — including military, intelligence, law enforcement, 
diplomatic, and economic tools — to effectively confront the threat posed by al-Qa'ida and its 
associated forces within the framework of our legal authorities, and will retain the flexibility to 
determine how best to apply those tools to the unique facts and circumstances we face in 
confronting this diverse and evolving threat. 

As the President stated when he signed the NDAA, it is essential for the United States to 
maintain a clear and flexible framework within our legal authorities for the detention, 
interrogation and trial of suspected terrorists that maximizes the ability of counterterrorism 
professionals both to collect intelligence and to incapacitate dangerous individuals. These 
procedures accomplish that goal. 

Our military and intelligence capabilities have been enormously effective in our 
campaign against international terrorism. Similarly, our criminal justice system has demonstrated 
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unrivaled effectiveness, unquestioned legitimacy, and the flexibility to preserve and protect the 
full spectrum of our national security objectives. That system has proven to be invaluable means 
of disrupting terrorist plots as well as incapacitating and collecting intelligence on terrorists 
through prosecution and incarceration, and must continue to be an unrestricted counterterrorism 
tool going forward. 

* * * * 

. . .Specifically, as certified in the procedures issued today, the President has determined it 
is in the national security interests of the United States to waive the military custody requirement 
of Section 1022 in the following circumstances: 

• When placing a foreign country's nationals or residents in military custody will impede 
counterterrorism cooperation; 

• When a foreign government indicates that it will not extradite or transfer suspects to the 
United States if the suspects may be placed in military custody; 

• When an individual is a U.S. lawful permanent resident who is arrested in this country 
or arrested by a federal agency on the basis of conduct taking place in this country; 

• When an individual has been arrested by a federal agency in the United States on 
charges other than terrorism offenses (unless such individual is subsequently charged with one or 
more terrorism offenses and held in federal custody in connection with those offenses); 

• When an individual has been arrested by state or local law enforcement, pursuant to 
state or local authority, and is transferred to federal custody; 

• When transferring an individual to military custody could interfere with efforts to 
secure an individual's cooperation or confession; or 

• When transferring an individual to military custody could interfere with efforts to 
conduct joint trials with co-defendants who are ineligible for military custody or as to whom a 
determination has already been made to proceed with a prosecution in a federal or state court. 

When a national security waiver is issued or applies, standard operating procedures 
would continue to be followed, and the terrorist suspect would remain in law enforcement 
custody. 

The President' s procedures also make clear that the Attorney General, in consultation 
with other senior national security officials, has the authority to issue additional waivers for 
categories of conduct, or for categories of individuals, or on an individual case-by-case basis, 
when doing so is in the interest of national security. 

* * * * 

(2) Detention policies guided by rule of law: Copenhagen Process 

On October 19, 2012, representatives of 24 nations concluded "The Copenhagen Process 
Principles and Guidelines." The Copenhagen Process lasted five years and was an effort to 
develop principles and good practices for states and international organizations that detain 
persons in the course of international military operations in situations of non-international 
armed conflict. The Principles and Guidelines do not create new legal obligations. They are 
legally non-binding statements that reaffirm existing obligations, shed light on how States 
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implement these obligations, and identify best practices even when there is no legal 
obligation. The United States government participated in the Copenhagen Process and 
endorsed the Principles and Guidelines. The Process was conceived and led by the Danish 
government. The Principles and Guidelines appear below. The Danish Chair of the 
Copenhagen Process also prepared a commentary as an annex to the Principles and 
Guidelines, which is available at http://um.dk/da/~/media/UM/Danish- 
site/Documents/Politik-oq- 

diplomati/Nyheder udenriqspolitik/2012/Copenhanqen%20Process%20Principles%20and%2 
OGuidelines.pdf . 



* * * * 

1. The Copenhagen Process Principles and Guidelines apply to the detention of persons who are 
being deprived of their liberty for reasons related to an international military operation. 

2. All persons detained or whose liberty is being restricted will in all circumstances be 
treated humanely and with respect for their dignity without any adverse distinction founded on 
race, colour, religion or faith, political or other opinion, national or social origin, sex, birth, 
wealth or other similar status. Torture, and other cruel, inhuman, or degrading treatment or 
punishment is prohibited. 

3. Persons not detained will be released. 

4. Detention of persons must be conducted in accordance with applicable international 

law. 

When circumstances justifying detention have ceased to exist a detainee will be released. 

5. Detaining authorities should develop and implement standard operating procedures and 
other relevant guidance regarding the handling of detainees. 

6. Physical force is not to be used against a detained person except in circumstances 
where such force is necessary and proportionate. 

7. Persons detained are to be promptly informed of the reasons for their detention in a 
language that they understand. 

8. Persons detained are to be promptly registered by the detaining authority. 

9. Detaining authorities are responsible for providing detainees with adequate conditions 
of detention including food and drinking water, accommodation, access to open air, safeguards to 
protect health and hygiene, and protection against the rigours of the climate and the dangers of 
military activities. Wounded and sick detainees are to receive the medical care and attention 
required by their condition. 

10. Persons detained are to be permitted to have appropriate contact with the outside 
world including family members as soon as reasonably practicable. Such contact is subject to 
reasonable conditions relating to maintaining security and good order in the detention facility 
and other security considerations. 

Persons detained are to be held in a designated place of detention. 

1 1. In non-international armed conflict and where warranted in other situations, the 
detaining authority is to notify the ICRC or other impartial humanitarian organisation of the 
deprivation of liberty, release or transfer of a detainee. Where practicable, the detainee's family 
is to be notified of the deprivation of liberty, release or transfer of a detainee. 
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Detaining authorities are to provide the ICRC or other relevant impartial international or 
national organisations with access to detainees. 

12. A detainee whose liberty has been deprived for security reasons is to, in addition to a 
prompt initial review, have the decision to detain reconsidered periodically by an impartial and 
objective authority that is authorised to determine the lawfulness and appropriateness of 
continued detention. 

13. A detainee whose liberty has been deprived on suspicion of having committed a 
criminal offence is to, as soon as circumstances permit, be transferred to or have proceedings 
initiated against him or her by an appropriate authority. Where such transfer or initiation is not 
possible in a reasonable period of time, the decision to detain is to be reconsidered in accordance 
with applicable law. 

14. Detainees or their representatives are to be permitted to submit, without reprisal, oral 
or written complaints regarding their treatment or conditions of detention. All complaints are to 
be reviewed and, if based on credible information, be investigated by the detaining authority. 

15. A State or international organisation will only transfer a detainee to another State or 
authority in compliance with the transferring State's or international organisation's international 
law obligations. Where the transferring State or international organisation determines it 
appropriate to request access to transferred detainees or to the detention facilities of the receiving 
State, the receiving State or authority should facilitate such access for monitoring of the detainee 
until such time as the detainee has been released, transferred to another detaining authority, or 
convicted of a crime in accordance with the applicable national law. 

16. Nothing in The Copenhagen Process Principles and Guidelines affects the 
applicability of international law to international military operations conducted by the States or 
international organisations; or the obligations of their personnel to respect such law; or the 
applicability of international or national law to non-State actors. 

* * * * 



b. Transfers 

On July 11, 2012, Sudanese national Ibrahim Ahmed Mahmoud al Qosi was transferred from 
Guantanamo Bay, Cuba to Sudan following the completion of the unsuspended portion of 
his military commission sentence. See Department of Defense's press release announcing 
his transfer, available at www. defense. gov/releases/release.aspx?releaseid=15434. For a 
summary of Mr. al Qosi's case, see Digest 2010 at 776-77. Mr. al Qosi had pleaded guilty to 
conspiracy and material support for terrorism charges in proceedings before a military 
commission and received a 14-year sentence, all but two years of which were suspended 
pursuant to his plea agreement. The unsuspended portion of his sentence ended on July 7, 
2012, and he was subsequently transferred to Sudan. Mr. al Qosi's transfer was exempted 
from the requirement in the FY12 National Defense Authorization Act ("NDAA") that the 
Secretary of Defense, with the concurrence of the Secretary of State, certify to Congress in 
writing 30 days prior to a transfer of any Guantanamo detainee to a foreign country that 
certain conditions are met by the government receiving the transferred detainee. Mr. Qosi's 
transfer was excepted from these requirements because it was conducted to effectuate a 
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pre-trial agreement in a military commission, one of two exceptions to these NDAA transfer 
certification requirements. Other documents related to Mr. al Qosi's military commission 
proceedings are available on the Office of Military Commissions website at www.mc.mil/. 

On September 29, 2012, Omar Ahmed Khadr was transferred from the detention facility 
at Guantanamo Bay, Cuba to Canada. See Defense Department news release, available at 
www. defense. Qov/releases/release.aspx?releaseid=15592 . For background on Mr. Khadr's 
case, see Digest 2007 at 976-82. Mr. Khadr had pleaded guilty in proceedings before a 
military commission and received an eight-year sentence, with one year to be served in U.S. 
custody before he would be eligible for transfer to Canada to serve the remainder of his 
sentence in accordance with Canadian law. Consistent with the terms of Mr. Khadr's plea 
agreement, on October 23, 2010, the governments of Canada and the United States 
exchanged diplomatic notes reflecting that the United States would approve and Canada 
would "favorably consider" Mr. Khadr's request for transfer to Canadian custody to serve 
the remainder of his sentence after serving one year in U.S. custody. The diplomatic notes 
exchanged by the two governments regarding the transfer are available at 
www.defense.qov/news/Khadr%20Conveninq%20Authority%20Diplomatic%20Papers%20AE 
%20342%2013%20Oct%202010%20(redacted).pdf . Mr. Khadr's transfer was completed 
pursuant to the Treaty Between Canada and the United States of America on the Execution 
of Penal Sentences and relevant domestic authorities. See State Department answer to a 
taken question from the press, available at 

www. state. qov/r/pa/prs/ps/201 2/04/1 88210. h tm . Other documents related to Mr. Khadr's 
military commission proceedings are available on the Office of Military Commissions 
website at www.mc.mil/ . 

c. U.S. court decisions and proceedings 

(1) Detainees at Guantanamo: Habeas litigation 

(i) Overview 

On June 11, 2012, the U.S. Supreme Court denied petitions for certiorari in seven cases 
brought by detainees at Guantanamo seeking habeas relief: Latifv. Obama, No. 11-1027; 
Al-Madhwani v. Obama, No. 11-7020; AI-AIwi v. Obama, No. 11-7700; Al-Bihani v. Obama, 
No. 10-1383; Uthman v. Obama, No. 11-413; Almerfedi v. Obama, No. 11-683; and Al- 
Kandari v. Obama, No. 11-1054. By denying certiorari, the Supreme Court let stand the 
decisions of the Court of Appeals for the D.C. Circuit in these cases which had each denied 
habeas relief and upheld the U.S. government's detention of the individuals. See Digest 
2011 at 579-80 for discussion of the decisions by the D.C. Circuit in three of these cases: 
Latif, Al-Madhwani, and Almerfedi. 

(ii) Obaydullah v. Obama: propriety of government withholding intelligence sources in discovery 
Among the habeas cases decided by the D.C. Circuit in 2012 was Obaydullah v. Obama, 688 
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F.3d 784 (D.C. Cir. 2012). In that case, the court of appeals reviewed materials in camera to 
determine whether the government had properly complied with the discovery order in the 
case and whether there was evidence of mistreatment of the detainee. In the district court, 
the detainee had requested, but the government withheld, the identity of its intelligence 
sources. The petitioner, Obaydullah (his only name), was detained at Guantanamo after 
apprehension in a raid of the compound where he lived in Afghanistan in 2002 that was 
conducted on the basis of intelligence reports. During the raid, U.S. forces discovered a 
notebook in petitioner's pocket with diagrams of explosives as well as 23 anti-tank mines 
buried outside nearby. The majority opinion is excerpted below (with footnotes and 
citations to the record omitted). 



* * * * 

Obaydullah further contends that the district court improperly denied his requests for discovery 
on two separate matters, and that it committed a number of additional legal errors. Discovery 
requests in this case were made pursuant to a Case Management Order (CMO) adopted by the 
district court that is substantially similar to CMOs used in other Guantanamo habeas cases. 
Section IF of the CMO requires the government to provide "on an ongoing basis any evidence 
contained in the material reviewed in developing the return ... and in preparation for the hearing 
... that tends materially to undermine the Government's theory as to the lawfulness of the 
petitioner's detention." The CMO also states that requests for discovery must be narrowly 
tailored, that they must specify why the request is likely to produce evidence material to the 
petitioner's case, and that they must explain "why the burden on the Government to produce 
such evidence is neither unfairly disruptive nor unduly burdensome." Obaydullah contends that 
the district court erred when it denied his motion to compel discovery of information relating to 
the reliability of the government's intelligence source that prompted the raid, and to the 
circumstances surrounding Obaydullah' s interrogation during the raid. We review the district 
court's discovery rulings only for abuse of discretion. See Al-Madhwani v. Obama, 642 F.3d 
1071, 1077 (D.C.Cir.2011). 

A 

Although the government has disclosed the classified pre-raid intelligence reports to 
Obaydullah' s security-cleared counsel, it has redacted the source of this intelligence and any 
information describing the source. The government contends that the source is highly sensitive — 
too sensitive, even, to reveal in its classified filings at the Secret level, to which Obaydullah' s 
security-cleared counsel has access. 

Obaydullah requested "[a]ll documents relating to the tip on which American forces were 
operating" when they conducted the raid, "including the nature of the tip and the identity of its 
source"; "[a]ny and all information regarding fees, bounties, or other monetary or non-monetary 
remuneration or consideration given to third parties for apprehension, transfer, or investigation of 
petitioner"; "[d]ocuments sufficient to show whether there was ever a bounty offered or paid for 
Obaydullah' s capture"; and "[t]he identity, by name and any other identifying information, of 
any and all sources providing the [pre-raid] intelligence." The government does "agree that 
money provided to a source in exchange for inculpatory information would generally be relevant 
and already encompassed within the government's disclosure obligation under CMO § I.F." But 
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it insists it has complied with all of its obligations under the CMO and that it cannot disclose 
anything further to Obaydullah's counsel without jeopardizing highly sensitive, source-related 
information. The information at issue here, the government tells us, is classified as "Sensitive 
Compartmented Information" and "require[s] 'special controls and handling.' " 

Obaydullah does not deny that the government may withhold classified national security 
material consistent with its "legitimate interest in protecting sources and methods of intelligence 
gathering." Boumediene v. Bush, 553 U.S. 723, 796, 128 S.Ct. 2229, 171 L.Ed.2d41 (2008). At 
oral argument, counsel for Obaydullah conceded that — notwithstanding counsel's security 
clearance at the Secret level — the government could withhold, as a hypothetical example, the 
name of a covert agent placed in a sensitive position, even if potentially relevant to the case. 
Here, the government submitted an ex parte filing to the court containing further information 
about its source. We have reviewed that material solely for the purpose of determining whether 
the government has met its obligations under the CMO, and not for the purpose — to which 
Obaydullah would object — of "bolstering] [the government's] case against" him. Finding that 
the government did not need to disclose further information about its source to Obaydullah's 
counsel, we conclude that the district court did not abuse its discretion in denying Obaydullah's 
discovery request. 

B 

Obaydullah also contends that the district court improperly denied his discovery request 
for "evidence concerning coercion by U.S. forces who interrogated him during the July 2002 
raid." Obaydullah maintains that statements he gave during the raid and later retracted (that he 
was keeping the mines for "Karim," and that the notebook diagrams depicted wiring for a 
generator) were "likely the product of coercion." Id. at 37-38. As such, he argues that evidence 
of coercion would have been material to the court in rehabilitating his credibility. 

In the district court, Obaydullah made a broad request for any information about his 
coercion or abuse at the hands of U.S. officials. The district court did not deny that request. To 
the contrary, it repeatedly made clear that the government was obligated to disclose any and all 
information relating to coercion. And, in fact, Obaydullah was given such information — 
specifically in relation to his detention at Chapman Airfield and at Bagram Airbase. Indeed, 
Obaydullah's allegations of abuse led the government to withdraw reliance on any statements he 
made at those airbases. 

The government represents that there is no other evidence concerning coercion, whether 
during the raid or otherwise. The government did disclose various reports and debriefings 
regarding the raid. . . We have examined this material and find it inconsistent with a claim that 
Obaydullah was mistreated during the raid. Accordingly, there is nothing that leads us to doubt 
the government's assertion that it complied with the district court's instruction to disclose any 
and all information relating to coercion. 



* * * * 
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(3) Former detainees 

(i) Gul v. Obama: attempt to continue habeas litigation post-transfer 

On April 16, 2012, the U.S. Supreme Court denied petitions for certiorari brought by former 
Guantanamo detainees who had been transferred to other countries but sought to continue 
their habeas litigation. Gul v. Obama, No. 11-7827. The district court denied the petitioners' 
claims as moot and the appeals court affirmed. 652 F.3d. 12 (D.C. Cir. 2011). The U.S. brief 
in opposition to the petition for certiorari is excerpted below (with footnotes and citations 
to the record omitted) and available at www. state. qov/s/l/c8183. htm . 



* * * * 

1. The court of appeals assumed, without deciding, that the mootness analysis in this case is 
governed by the standards applicable to ordinary habeas petitions. Applying those standards, the 
court correctly held that, because petitioners have been released from United States custody, they 
must affirmatively demonstrate that they suffer continuing collateral consequences of their prior 
detention in order to show that their petitions are not moot. Spencer v. Kemna, 523 U.S. 1, 7-8 
(1998). "In the context of criminal conviction," this Court has observed that a "presumption of 
significant collateral consequences" is appropriate because it is an '"obvious fact of life that most 
criminal convictions do in fact entail adverse collateral legal consequences,'" Id. at 12 (quoting 
Sibron v. New York, 392 U.S. 40, 55 (1968)). In other contexts, however, the Court has declined 
to presume collateral consequences from completed detention. See id. at 12-13; Lane v. 
Williams, 455 U.S. 624, 632-633 (1982). Instead, the Court has applied the principle that "it is 
the burden of the party who seeks the exercise of jurisdiction in his favor, clearly to allege facts 
demonstrating that he is a proper party to invoke judicial resolution of the dispute." Spencer, 523 
U.S. at 11 (internal quotation marks omitted). 

Petitioners' prior detention was not based on a criminal conviction, but was under the 
AUMF. As a plurality of this Court explained in Hamdi v. Rumsfeld, 542 U.S. 507 (2004), "[t]he 
purpose of detention is to prevent captured individuals from returning to the field of battle and 
taking up arms once again." Id. at 518. It is '"neither a punishment nor an act of vengeance,' but 
'merely a temporary detention which is devoid of all penal character.'" Ibid, (quoting William 
Winthrop, Military Law and Precedents 788 (rev. 2d ed. 1920)). The court of appeals therefore 
correctly held that, even under mootness principles applicable in ordinary habeas cases, 
petitioners may maintain a challenge to their prior detention only if they "make an actual 
showing [that their] prior detention or continued designation burdens [them] with 'concrete 
injuries.'" 

Petitioners argue that the court of appeals erred in requiring them to demonstrate ongoing 
collateral consequences of their prior detention. According to petitioners, not only does the 
collateral-consequences doctrine apply in the circumstances of this case, but also, under that 
doctrine, the court should have placed the burden on the government to demonstrate that 
petitioners are not facing such consequences. For the reasons explained by the court of appeals, 
that argument lacks merit. In any event, this case is an inappropriate vehicle for considering 
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the appropriate allocation of the burden of showing collateral consequences (or a lack thereof). 
Under any standard, petitioners are no longer suffering any injury that could be redressed by a 
decision in their favor, and this case is therefore moot. 

2. The court of appeals correctly held that, to the extent there are any collateral 
consequences of petitioners' prior detention, those consequences could not be redressed in a 
habeas proceeding. Petitioners' challenges to that conclusion lack merit. 

a. Petitioners emphasize that the government has described their transfer to their home 
countries as a "transfer" rather than a release. But petitioners do not allege that they are being 
detained in Sudan or Afghanistan under the control of the United States. Indeed, they do not 
allege that they are being detained at all. Instead, Hamad asserts that the government of Sudan 
agreed to subject him to various conditions, such as limitations on travel. Even assuming that the 
government of Sudan has, in fact, imposed such conditions on Hamad, those conditions are not 
redressable in a habeas suit in a United States court. 

As the government explained in declarations submitted to the district court, a 
Guantanamo Bay detainee is transferred from United States custody to another country only after 
a dialogue with the receiving government, the purpose of which "is to ascertain or establish what 
measures the receiving government intends to take pursuant to its own domestic laws and 
independent determinations that will ensure that the detainee will not pose a continuing threat to 
the United States and its allies." But once the detainee is transferred to the custody of the other 
government, he is no longer in the custody of the United States. Therefore, whatever the content 
of transfer discussions between the United States and Sudan before Hamad's transfer, any 
restrictions now imposed on him are imposed solely by Sudan pursuant to its independent 
sovereign judgments. It follows that, if Sudan imposes any restrictions on Hamad under its 
own laws, a federal court could not order the Sudanese government to lift those restrictions. 

This Court has held that when justiciability '"depends on the unfettered choices made by 
independent actors not before the courts and whose exercise of broad and legitimate discretion 
the courts cannot presume either to control or to predict,'" it is "the burden of the plaintiff to 
adduce facts showing that those choices have been or will be made in such manner as to produce 
causation and permit redressability of injury." Lujan v. Defenders of Wildlife, 504 U.S. 555, 562 
(1992) (quoting ASARCO Inc. v. Radish, 490 U.S. 605, 615 (1989) (opinion of Kennedy, J.)). 
"[U]nadorned speculation" about a relationship between the challenged government action and 
the alleged third-party conduct "will not suffice to invoke the federal judicial power." Simon v. 
Eastern Ky. Welfare Rights Org., 426 U.S. 26, 44 (1976). In this case, Hamad has not alleged 
that a United States court would have the authority to modify the behavior of the government of 
Sudan. Instead, he is asking the district court to issue an advisory opinion declaring his prior 
confinement invalid, in the hopes that the government of Sudan would take account of that ruling 
in determining how to treat him. But a ruling that the government had not sufficiently shown that 
a former detainee was lawfully held under the AUMF would not establish that the individual 
poses no threat, nor would it mean that he could not be prosecuted under the domestic laws of his 
own country. It is entirely speculative how the government of Sudan would react to such a 
ruling. 

Petitioners' own description of the relief they seek underscores these points. They 
suggest that the district court could "issue an order to the government to take all necessary and 
appropriate diplomatic and other steps to ameliorate the conditions of transfer and the enemy 
combatant designation." As the court of appeals explained, however, "[r]eframing the remedy 
that way * * * does not alter the nature of the injury claimed and therefore does not cure [the] 
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lack of jurisdiction." Indeed, that formulation of the remedy merely highlights that petitioners 
seek judicial involvement not only in the sovereign affairs of a foreign nation, but see Munafv. 
Geren, 553 U.S. 674, 702 (2008) ("The Judiciary is not suited to * * * pass judgment on foreign 
justice systems."), but also in the foreign relations realm of the Executive Branch by mandating 
particular diplomatic steps it must take with a foreign government. By interfering with the ability 
of the United States to communicate in candor with a foreign government, the requested remedy 
would offend the separation of powers. See Kiyemba v. Obama, 561 F.3d 509, 515 (D.C. Cir. 
2009) (noting that "'[t]he jurisdiction of [a] nation, within its own territory, is necessarily 
exclusive and absolute,'" and that "[judicial inquiry into a recipient country's basis or 
procedures for prosecuting or detaining a transferee from Guantanamo would implicate not only 
norms of international comity but also * * * separation of powers principles") (quoting Schooner 
Exch. v. McFaddon, 11 U.S. (7 Cranch) 116, 136 (1812)) (first and second brackets in original), 
cert, denied, 130 S. Ct. 1880 (2010). Any conditions that may be imposed on petitioners by 
foreign governments therefore provide no basis for the continuing exercise of jurisdiction over 
their habeas petitions. 

b. The court of appeals also correctly held that the alleged stigma resulting from prior 
detention does not mean that the habeas petitions are not moot. As this Court explained in 
Spencer, only the "adverse collateral legal consequences" of prior detention are sufficient to 
avoid mootness, 523 U.S. at 12 (quoting Sibron, 392 U.S. at 55) (emphasis added), and even the 
stigma resulting from "a finding that an individual has committed a serious felony" is therefore 
insufficient, id. at 16 n.8 (quoting id. at 23, 24 (Stevens, J., dissenting)). 

* * * * 

c. Petitioners also argue that their inclusion on the No Fly List is a collateral consequence 
of detention. That argument lacks merit. As the court of appeals observed, "there is no evidence 
in the record suggesting either [petitioner] actually wishes to enter the United States," or that 
they would be admissible if they did. Therefore, the likelihood that either petitioner will be 
affected in any concrete way by his inclusion on the No Fly List "is exceedingly remote." 
Petitioners assert that the court's "conclusion is unwarranted," but their petition conspicuously 
omits any allegation that they do in fact intend to (or could lawfully) come to the United States, 
and that case-specific question would not warrant this Court's review in any event. 

Moreover, under 49 U.S.C. 44903(j)(2)(C)(v) (Supp. Ill 2009), the No Fly List must 
include "any individual who was a detainee held at the Naval Station, Guantanamo Bay, Cuba, 
unless the President certifies in writing to Congress that the detainee poses no threat to the 
United States, its citizens, or its allies." As the court of appeals correctly held, an individual's 
inclusion under that provision does not turn on whether he prevailed in his habeas case or was 
previously designated an "enemy combatant," but rather on whether he was ever detained at 
Guantanamo Bay. Because petitioners were in fact detained at Guantanamo Bay, they would be 
covered by the plain language of the statute regardless of any judicial determination of the 
lawfulness of their detention. 

3. Even if petitioners could demonstrate that their habeas petitions were not technically 
moot, relief would still be inappropriate under the "equitable principles" that guide the exercise 
of habeas jurisdiction. Munaf, 553 U.S. at 693 (quoting Fay v. Noia, 372 U.S. 391, 438 (1963)). 
In Munaf, this Court held that even where a United States citizen has constitutional and statutory 
habeas rights, "prudential concerns, such as comity and the orderly administration of criminal 
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justice, may require a federal court to forgo the exercise of its habeas corpus power." Ibid. 
(internal quotation marks and citations omitted). A court possessing jurisdiction "is 'not bound in 
every case' to issue the writ" when equitable principles counsel against doing so. Ibid. (quoting 
Ex parte Royall, 117 U.S. 241, 251 (1886)). 

* * * * 

. . . [AJllowing hundreds of former detainees to litigate the legality of their past detention 
would impose an unwarranted burden on the courts, on the military, and on intelligence agencies. 
While that burden is constitutionally required in the context of ongoing, long-term detention at 
Guantanamo Bay, once a detainee is transferred from United States custody, the constitutional 
imperatives animating habeas review no longer exist. 

4. The court of appeals held the habeas petitions in this case are moot because petitioners 
cannot show that any redres sable collateral consequences result from their former detention 
As explained, that holding is correct and does not warrant this Court's review. But review is also 
inappropriate for the additional reason that, unlike ordinary habeas petitions, the petitions in this 
case are based, not on 28 U.S.C. 2241, but directly on the Constitution. See Boumediene, 553 
U.S. at 799 (Souter, J., concurring) ("Subsequent legislation eliminated the statutory habeas 
jurisdiction over these claims, so that now there must be constitutionally based jurisdiction or 
none at all."). In holding that Guantanamo Bay detainees have a constitutional entitlement to 
habeas to review the lawfulness of their detention in United States custody, this Court in 
Boumediene explained the basic historical contours of the habeas right, emphasizing that 
"the habeas court must have the power to order the conditional release of an individual 
unlawfully detained." Id. at 779. The Court repeatedly stated that the constitutional habeas right 
of Guantanamo Bay detainees is, at its core, a right to challenge the legality of detention. Id. at 
771 ("Petitioners, therefore, are entitled to the privilege of habeas corpus to challenge the legality 
of their detention."); see id. at 745 ("[T]he essence of habeas corpus is an attack by a person in 
custody upon the legality of that custody.") (quoting Preiser, 411 U.S. at 484) (brackets in 
original). Nowhere did the Court suggest that the constitutional habeas right it recognized — a 
right to challenge the lawfulness of detention -would extend to individuals already released from 
United States custody, or that the district court would have authority to grant relief to such 
individuals. Because petitioners are no longer in United States custody, the constitutional habeas 
right recognized in Boumediene does not extend to them. 

* * * * 



(ii) Lebron v. Rumsfeld: civil claims against government and military personnel 

On January 23, 2012, the Court of Appeals for the Fourth Circuit issued its opinion affirming 
the district court's dismissal of all claims against government officials and military officers 
brought by plaintiffs Jose Padilla and his mother, Estela Lebron, for relief based on Padilla's 
former detention as an "enemy combatant." 670 F.3d 540 (4th Cir. 2012). See Digest 2011 
at 582-86 for background on the case and excerpts of the U.S. amicus brief filed in the 
Fourth Circuit. The U.S. Supreme Court denied the petition for certiorari in the case on June 
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11, 2012. Lebron v. Rumsfeld, No. 11-1277. The opinion of the court of appeals is excerpted 
below (with footnotes and citations to the record omitted). 



* * * * 

Padilla claims that, as a U.S. citizen captured within the United States, he was unconstitutionally 
designated as an enemy combatant, and alleges a range of constitutional violations stemming 
from his ensuing military detention: denial of his right to counsel under the First, Fifth, and Sixth 
Amendments; denial of access to courts protected by Article III, the First and Fifth Amendments, 
and the Habeas Corpus Suspension Clause; unconstitutionally cruel conditions of confinement in 
violation of the Fifth and Eighth Amendments; coercive interrogations in violation of the Fifth 
and Eighth Amendments; denial of his freedom of religion under the First Amendment and the 
Religious Freedom Restoration Act; denial of access to information protected by the First 
Amendment; denial of freedom of association under the First Amendment; and general denial of 
due process protected by the Fifth Amendment. As relief, Padilla seeks a declaration that his 
designation, military detention, and treatment in custody were unconstitutional; a declaration that 
the policies that led to his treatment were unconstitutional; an injunction prohibiting his future 
designation and detention as an enemy combatant; and one dollar in damages from each 
defendant. 

* * * * 

On February 17, 201 1, the district court granted the defendants' motion to dismiss 
Padilla's suit. See Lebron v. Rumsfeld, 764 F.Supp.2d 787 (D.S.C.2011). This appeal followed. 

II. 

Padilla first faults the district court for refusing to imply a new cause of action for money 
damages against top Defense Department officials for a range of policy judgments pertaining to 
the designation and treatment of enemy combatants. 

A. 

We review the district court's ruling on a motion to dismiss de novo. See Novell, Inc. v. 
Microsoft Corp., 505 F.3d 302, 307 (4th Cir.2007). Like the district court, we conclude that a 
proper regard for the constitutional structure requires us to decline to recognize this novel suit. 
The designations of persons and groups as special threats to national security may be subject to a 
variety of checks and to habeas corpus proceedings. But they are not reviewable by the judiciary 
by means of implied civil actions for money damages. 

We begin by discussing the historic restraint applicable to implied causes of action and 
the judicial standards developed with respect to them. As to all but one of his claims, Padilla asks 
the judiciary to imply a cause of action for constitutional violations by federal officials, as first 
recognized in Bivens v. Six Unknown Named Agents of Federal Bureau of Narcotics, 403 U.S. 
388, 91 S.Ct. 1999, 29 L.Ed.2d 619 (1971). However, the Supreme Court has long counselled 
restraint in implying new remedies at law. A Bivens action "has to represent a judgment about 
the best way to implement a constitutional guarantee; it is not an automatic entitlement." Wilkie 
v. Robbins, 551 U.S. 537, 550, 127 S.Ct. 2588, 168 L.Ed.2d 389 (2007). 



* * * * 
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Given these principles, we must approach Padilla's invitation to imply a Bivens action 
here with skepticism. "The Bivens cause of action is not amenable to casual extension," Holly v. 
Scott, 434 F.3d 287, 289 (4th Cir.2006), but rather is subject to a strict test adopted by this court. 
To maintain a Bivens claim, Padilla must demonstrate both that "there are no 'special factors 
counseling hesitation in the absence of affirmative action by Congress' " and that "Congress has 
not already provided an exclusive statutory remedy." Hall v. Clinton, 235 F.3d 202, 204 (4th 
Cir.2000) (citation omitted). We do not require congressional action before recognizing a Bivens 
claim, as that would be contrary to Bivens itself. We will, however, refuse to imply a Bivens 
remedy where, as in this case, Congress's pronouncements in the relevant context signal that it 
would not support such a damages claim. 

B. 

Special factors do counsel judicial hesitation in implying causes of action for enemy 
combatants held in military detention. First, the Constitution delegates authority over military 
affairs to Congress and to the President as Commander in Chief. It contemplates no comparable 
role for the judiciary. Second, judicial review of military decisions would stray from the 
traditional subjects of judicial competence. Litigation of the sort proposed thus risks 
impingement on explicit constitutional assignments of responsibility to the coordinate branches 
of our government. Together, the grant of affirmative powers to Congress and the Executive in 
the first two Articles of our founding document suggest some measure of caution on the part of 
the Third Branch. 

* * * * 

When, as here, these two branches exercise their military responsibilities in concert — 
Congress by enacting the AUMF and the President by detaining Padilla pursuant thereto, see 
Padilla V, 423 F.3d 386 — the need to hesitate before using Bivens actions to stake out a role for 
the judicial branch seems clear. It is settled that courts "accord the President the deference that is 
his when he acts pursuant to a broad delegation of authority from Congress." Id. at 395. In 
Youngstown Sheet & Tube Co. v. Sawyer, 343 U.S. 579, 72 S.Ct. 863, 96 L.Ed. 1153 (1952), 
Justice Jackson described the heightened judicial caution signalled by facts such as those 
presented here: "A seizure executed by the President pursuant to an Act of Congress would be 
supported by the strongest of presumptions and the widest latitude of judicial interpretation, and 
the burden of persuasion would rest heavily upon any who might attack it." Id. at 637, 72 S.Ct. 
863 (Jackson, J., concurring). 

The reasons for this constitutional structure are apparent. Questions of national security, 
particularly in times of conflict, do not admit of easy answers, especially not as products of the 
necessarily limited analysis undertaken in a single case. It is therefore unsurprising that "our 
Constitution recognizes that core strategic matters of warmaking belong in the hands of those 
who are best positioned and most politically accountable for making them." Hamdi v. Rumsfeld, 
542 U.S. 507, 531, 124 S.Ct. 2633, 159 L.Ed.2d 578 (2004). 

* * * * 

The relevance of these separation of powers concerns is underscored by the nature of 
Padilla's allegations. The bulk of Padilla's complaint describes the evolution of the "detention 
and interrogation policies developed by Senior Defense Policy defendants," which Padilla 
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contends "proximately and foreseeably" caused the harm he suffered from his detention and 
conditions of confinement. In the course of describing the internal debate over detainee policy, 
however, the complaint makes very clear the extent to which the progression of this lawsuit 
would draw courts into the heart of executive and military planning and deliberation. 

Padilla primarily challenges "the [detainee] policy developed by Senior Defense Policy 
Defendants." Padilla describes how this policy was created as part of the broader effort in the fall 
of 2001 "to develop policy in the war on terrorism." Almost immediately after 9/11, the 
defendants in this suit sought the advice of the Justice Department, obtaining ten different 
memoranda from the Office of Legal Counsel discussing the scope of presidential authority 
under the AUMF, application of the Geneva Conventions to members of al Qaeda, and 
permissible forms of interrogation. Nor was this the only legal advice the defendants received. 
The FBI weighed in, as did Alberto Mora, General Counsel of the Navy. 

The debate over what interrogation techniques to use in combating al Qaeda received 
equally high level attention. . . . 

Later, interrogation policy was directed by the "Working Group on Detainee 
Interrogations in the Global War on Terrorism," which included defendant Haynes, general 
counsel of the Department of Defense; Michael Mobbs, the head of the Detainee Policy Group; 
representatives of the Defense Intelligence Agency; and the General Counsels and Judge 
Advocate Generals of the various departments of the military — all reporting to the Secretary and 
Deputy Secretary of Defense. 

* * * * 

In short, Padilla' s complaint seeks quite candidly to have the judiciary review and 
disapprove sensitive military decisions made after extensive deliberations within the executive 
branch as to what the law permitted, what national security required, and how best to reconcile 
competing values. It takes little enough imagination to understand that a judicially devised 
damages action would expose past executive deliber-ations affecting sensitive matters of national 
security to the prospect of searching judicial scrutiny. It would affect future discussions as well, 
shadowed as they might be by the thought that those involved would face prolonged civil 
litigation and potential personal liability. 

Of course Congress may decide that providing a damages remedy to enemy combatants 
would serve to promote a desirable accountability on the part of officials involved in decisions of 
the kind described above. But to date Congress has made no such decision. . . . 

This history reveals a Congress actively engaged with what interrogation techniques were 
appropriate and what process was due enemy combatant detainees. . . .Padilla asks us to ignore 
this ample evidence that "congressional inaction has not been inadvertent," Schweiker v. 
Chilicky, 487 U.S. 412, 423, 108 S.Ct. 2460, 101 L.Ed.2d 370 (1988), and to do what Congress 
did not do, namely to trespass into areas constitutionally assigned to the coordinate branches of 
our government. 

* * * * 

In addition to these structural constitutional concerns, a second factor causing hesitation 
in the Bivens context is the departure from core areas of judicial competence that such a civil 
action might entail. This second factor overlaps to some extent with the dangers of intrusion into 
the constitutional responsibilities of others described above. But it also raises a discrete set of 
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problems all its own pertaining to the ability of the judiciary to administer a Bivens remedy in a 
case like the one at hand. 

The problems of administrability here are at least two-fold. The first has to do with the 
interruption of the established chains of military command. The Supreme Court has cautioned 
against entertaining suits that could be so "problematic, raising the prospect of compelled 
depositions and trial testimony by military officers concerning the details of their military 
commands." Stanley, 483 U.S. at 682-83, 107 S.Ct. 3054. Padilla's suit proposes to do precisely 
what the Supreme Court has instructed we not do: "require members of the Armed Services" and 
their civilian superiors "to testify in court as to each other's decisions and actions," Stencel Aero 
Engineering Corp. v. United States, 431 U.S. 666, 673, 97 S.Ct. 2054, 52 L.Ed.2d 665 (1977) in 
order "to convince a civilian court of the wisdom of a wide range of military and disciplinary 
decisions." United States v. Shearer, 473 U.S. 52, 58, 105 S.Ct. 3039, 87 L.Ed.2d 38 (1985). 

* * * * 

A second difficulty of administering Padilla's proposed Bivens action pertains to its 
practical impact on military intelligence operations. Padilla's proposed litigation risks 
interference with military and intelligence operations on a wide scale. Any defense to Padilla's 
claims — which effectively challenge the whole of the government' s detainee policy — could 
require current and former officials, both military and civilian, to testify as to the rationale for 
that policy, the global nature of the terrorist threat it was designed to combat, the specific 
intelligence that led to the application of that policy to Padilla, where and from whom that 
intelligence was obtained, what specific military orders were given in the chain of command, and 
how those orders were carried out. . . . 

The Supreme Court has taken such administrability concerns seriously. Cautioning 
against the implication of a Bivens cause of action here are practical concerns about obtaining 
information necessary for the judiciary to assess the challenged policies. Much of the 
information relevant to the creation of the detainee policy remains classified. While we have no 
doubt that courts would seek to protect such sensitive information, see Classified Information 
Procedures Act, 18 U.S.C.App. Ill §§ 1-16, even inadvertent disclosure may jeopardize future 
acquisition and maintenance of the sources and methods of collecting intelligence. As the 
Supreme Court has recognized, "Even a small chance that some court will order disclosure of a 
source's identity could well impair intelligence gathering and cause sources to 'close up like a 
clam.' " CIA v. Sims, All U.S. 159, 175, 105 S.Ct. 1881, 85 L.Ed.2d 173 (1985). The chilling 
effects on intelligence sources of possible disclosures during civil litigation and the impact of 
such disclosures on military and diplomatic initiatives at the heart of counterterrorism policy 
often elude judicial assessment. If courts assay such assessments, it should be because the 
legislative branch has authorized that course. 

* * * * 

C. 

Before recognizing a Bivens action, courts must not only consider special factors that 
would counsel hesitation, but also "whether any alternative, existing process for protecting the 
interest amounts to a convincing reason for the Judicial Branch to refrain from providing a new 
and freestanding remedy in damages." Wilkie, 551 U.S. at 550, 127 S.Ct. 2588. Here, Padilla had 
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extensive opportunities to challenge the legal basis for his detention. 

Padilla challenged his military detention in habeas corpus proceedings before five 
different courts. In adjudications on the merits before district courts in the Southern District of 
New York and the District of South Carolina, and on appeals to the Second Circuit and to this 
court, Padilla was able to present essentially the same arguments that he makes here about the 
legality of militarily detaining a U.S. citizen. See generally Padilla II, 352 F.3d 695; Padilla V, 
423 F.3d 386 (characterizing Padilla's arguments). Padilla pursued those claims up until the very 
moment that they were mooted by his transfer into civilian custody. And if Padilla is again 
detained by the military, he could presumably avail himself further of whatever "adequate and 
effective substitute for habeas corpus" is in use for detainees at that time. Boumediene, 553 U.S. 
at 795, 128 S.Ct. 2229. With respect to Padilla's claims arising from his enemy combatant 
designation, this is not a case of "damages or nothing." Davis, 442 U.S. at 245, 99 S.Ct. 2264. 
The Supreme Court has warned that "the full protections that accompany challenges to 
detentions in other settings may prove unworkable and inappropriate in the enemy-combatant 
setting." Hamdi, 542 U.S. at 535, 124 S.Ct. 2633. 

"That [Padilla] considers [his] existing remedies insufficient is simply irrelevant" to 
whether a court should imply a Bivens action. Judicial Watch v. Rossotti, 317 F.3d 401, 413 (4th 
Cir.2003). Bivens "is concerned solely with deterring individual officers' unconstitutional acts." 
Malesko, 534 U.S. at 71, 122 S.Ct. 515. In such circumstances, we cannot regard the legislative 
failure to provide Padilla with the monetary damages he seeks from each defendant as an 
invitation to design some preferred remedial regime of our own. 

D. 

All these sources of hesitation in recognizing Padilla's Bivens claim are related. The 
practical concerns merely serve to illustrate the wisdom of the constitutional design, which 
commits responsibility for military governance and the conduct of foreign affairs to the branches 
most capable of addressing them and most accountable to the people for their choices. Padilla 
asks us to intervene in a manner courts have not before seen fit to attempt. To say that the 
cumulative concerns "counsel hesitation" is something of an understatement, and we must 
decline to create the damages remedy Padilla seeks. Because we conclude that Padilla's Bivens 
action cannot be maintained, we need not reach the questions of whether the defendants are 
entitled to qualified immunity or whether Padilla has pleaded his claim with adequate specificity. 

* * * * 

(Hi) Al-Shimari v. CACI: claims against military contractors 

On January 14, 2012, the United States filed a brief as amicus in a consolidated en banc 
appeal in the U.S. Court of Appeals for the Fourth Circuit involving claims brought by former 
detainees at Abu Ghraib prison in Iraq against the military contractors who participated in 
their interrogations. Al-Shimari v. CACI lnt'1 Inc. & Al-Quraishi v. L-3 Services, Inc., Nos. 09- 
1335, 10-1891, 10-1921 (4 th Cir. 2012). The defendant contractors in two district court cases 
appealed the district courts' decisions denying (at least partially) their motions to dismiss. 
On September 21, 2011, a panel of the court of appeals reversed, finding that the district 
courts erred in allowing the claims to proceed. Al-Quraishi v. L-3 Servs., Inc., 657 F.3d 201 
(4th Cir.2011); Al Shimari v. CACI Int'l, Inc., 658 F.3d 413 (4th Cir.2011). The court 
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subsequently granted plaintiffs' motions for rehearing en banc and the court invited the 
United States to participate as amicus curiae. The U.S. amicus brief, excerpted below (with 
footnotes and citations to the record omitted) and available at 
www, state. qov/s/ 'l/c8183.htm, includes two main parts. First, the brief argues that 
appellate review at this stage of the litigation was premature. Second, the brief asserts that 
in its further consideration of the claims, the courts should apply federal preemption in 
general to contractors' actions performed within the scope of their contracts— particularly 
while integrated with the military— but allow for the possibility of liability to the extent a 
contractor has committed torture. 

On May 11, 2012, the Fourth Circuit Court of Appeals issued its en banc decision. A 
majority of the court dismissed the appeals, agreeing with the argument in the U.S. brief 
that appellate review was premature. Al Shimari v. CACI Int'l Inc., 679 F.3d 205 (4 th Cir. 
2012). Three judges dissented, two of them writing separate, lengthy opinions explaining 
their view that the panel had correctly held that the claims should have been dismissed. 



* * * * 

I. ... 

This Court should conclude that the interlocutory orders denying defendants' motions to dismiss 
are not immediately appealable. That conclusion does not come easily. Postponing review poses 
serious concerns, including the risk that prolonged litigation without a dispositive appellate 
determination on preemption could distract military and civilian personnel from their critical 
duties to safeguard national security, and could impose intrusive discovery requirements on 
military personnel. Nevertheless, those concerns can and should be addressed by careful 
limitation and close supervision of any necessary discovery by the district courts, and by the use 
of existing mechanisms for interlocutory appellate review, including certification under 28 
U.S.C. § 1292(b). 

A. Collateral Order Review Is A Narrow Exception. 

Defendants seek appellate review of orders denying motions to dismiss that relied on a 
variety of defenses, including preemption of state law claims, derivative immunity, what 
defendants term "law-of-war immunity," and the political question doctrine. The Supreme Court 
has recently reiterated the importance of "the general rule that a party is entitled to a single 
appeal, to be deferred until final judgment has been entered." Mohawk Indus, v. Carpenter, 130 
S. Ct. 599, 605 (2009) (quoting Digital Equipment Corp. v. Desktop Direct, Inc., 511 U.S. 863, 
868 (1994)). The collateral order doctrine, an exception to that general rule, allows for review of 
"a narrow class of decisions that do not terminate the litigation" but are sufficiently important 
and collateral to the merits that they should "nonetheless be treated as final." Digital Equipment, 
511 U.S. at 867. 

To qualify as an immediately appealable collateral order, an interlocutory decision must 
"[1] conclusively determine the disputed question, [2] resolve an important issue completely 
separate from the merits of the action, and [3] be effectively unreviewable on appeal from a final 
judgment." Johnson v. Jones, 515 U.S. 304, 310 (1995) (internal quotation marks omitted). 

B. Preemption Decisions Are Not Immediately Appealable. 
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District court decisions declining to dismiss a case on the ground of federal preemption 
would not typically satisfy the standard for appealable collateral orders. Preemption is typically a 
defense to liability, and a defendant is generally not entitled to interlocutory appeal from a denial 
of a motion to dismiss on that ground. Although the preemption defense raised in these cases 
implicates unique federal interests, including concerns arising from the effect of discovery and 
other pretrial proceedings on military discipline and readiness, it still does not gives rise to an 
immediate appeal as of right. 

The United States generally agrees that preemption principles, as expressed in Boyle v. 
United Technologies Corp., 487 U.S. 500 (1988), and as applied here drawing on the combatant 
activities exception under the [Federal Tort Claims Act or] FTCA, 28 U.S.C. § 2680(j), provide 
an appropriate framework for analyzing whether state law claims are preempted in this context, 
taking into account the distinct treatment of claims concerning conduct that would constitute 
torture as defined in federal law. See infra. We also agree that the principles of preemption at 
issue here should be recognized and given effect "in the early stages of litigation." Al-Quraishi v. 
L-3 Services, Inc., 657 F.3d 201,205 (4th Cir. 201 1), vacated on reh'g en banc (4th Cir. Nov. 8, 
201 1). Courts should be properly sensitive to the concern that unfettered discovery proceedings 
could affect military readiness. See, e.g., Saleh, 580 F.3d at 8 (concern about "the prospect of 
military personnel being haled into lengthy and distracting court or deposition proceedings," 
which "will as often as not devolve into an exercise in finger-pointing between the defendant 
contractor and the military, requiring extensive judicial probing of the government's wartime 
policies"); cf. Vulcan Materials Co. v. Massiah, 645 F.3d 249, 266 (4th Cir. 2011) (discussing 
"military discipline" rationale for limiting tort suits involving military decision-making). But the 
district courts have the authority to manage and properly limit discovery and other proceedings 
to prevent any adverse effect on military and other government operations. 

A district court has the authority to certify an interlocutory appeal pursuant to 28 U.S.C. 
§ 1292(b) should appellate review become necessary before final judgment. Defendants in Saleh 
successfully pursued such an appeal, see Saleh, 580 F.3d at 4, and certification under § 1292(b) 
may be appropriate here as well, following further consideration of the preemption issues by the 
district courts. In appropriate circumstances, a writ of mandamus also may be available to ensure 
that important federal interests are protected if a district court were to decline to certify 
interlocutory appeal at an appropriate stage of litigation. Thus, although a preemption defense of 
the sort at issue here should be resolved as early as possible, that consideration by itself does not 
require adoption of a categorical rule that every denial of such a defense should be immediately 
appealable as of right. 

Notably, the panel here did not hold that a preemption decision alone would be 
immediately appealable. Instead, the decision pointed to the combination of "substantial issues 
relating to federal preemption, separation-of-powers, and immunity" which the panel majority 
believed "could not be addressed on appeal from final judgment." Al-Quraishi, 657 F.3d at 205. 
But each of those issues should be analyzed separately to determine whether immediate appeal is 
available. The particular combination of doctrines, issues, and considerations at issue in these 
cases does not create appellate jurisdiction where the individual issues themselves would not 
support immediate review. See Mohawk, 130 S. Ct. at 605 ("In making this determination, we do 
not engage in an individualized jurisdictional inquiry. Rather, our focus is on the entire category 
to which a claim belongs.") (internal quotation marks and citations omitted). 

Every other court of appeals to consider the question has concluded that district court 
denials of preemption defenses of this sort are not immediately appealable. In the most directly 
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analogous case, the Fifth Circuit held that a government contractor's claim of preemption 
informed by the combatant activities exception is not immediately appealable under the collateral 
order doctrine. See Martin v. Halliburton, 618 F.3d 476,486-488 (5th Cir. 2010). The Ninth 
Circuit similarly held that a government contractor' s preemption claim based on the 
discretionary function exception is not appealable as a collateral order. See Rodriguez v. 
Lockheed Martin, 627 F.3d 1259, 1265-1266 (9th Cir. 2010). And other courts have declined to 
consider combatant activities preemption issues before final judgment. See McMahon v. 
Presidential Airways, Inc., 502 F.3d 1331, 1366 (11th Cir. 2007) (declining to exercise pendent 
appellate jurisdiction); Harris v. Kellogg Brown & Root Servs., Inc., 618 F.3d 398, 401-404 (3d 
Cir. 2010) (no immediate review because district court ruling was tentative). The D.C. Circuit 
decision in Saleh is consistent with that approach — the district court had granted summary 
judgment as to one defendant, and certified interlocutory appeal under 28 U.S.C. § 1292(b) for 
the other. See 580 F.3d at 4. 

C. The Political Question Doctrine Does Not Require Immediate Review Of These 
Interlocutory Decisions. 

Defendants also seek review of the district courts' determination that the political 
question doctrine does not bar litigation of the claims in these cases. But, like preemption, 
political question arguments typically do not require interlocutory appellate intervention. See, 
e.g., Doe v. Exxon Mobil Corp., 473 F.3d 345,351 (D.C. Cir. 2007). Indeed, defendants here do 
not contend that immediate review of the political question argument is available under the 
collateral order doctrine. 

Defendants instead argue that this Court should resolve any justiciability concerns before 
reaching other questions, contending that the political question objection deprived both the 
district court and this Court of jurisdiction to consider the case at all. But this Court recently 
rejected an analogous argument in a case where a defendant urged the Court to resolve concerns 
about standing that would not otherwise be immediately reviewable. See Rux v. Sudan, 461 F.3d 
461, 476 (4th Cir. 2006). The Court need not resolve defendants' political question arguments at 
this stage of the litigation. 

D. The Defendants' Claims Of Immunity Do Not Require Immediate Review. 
Defendants also seek immediate review of their various claims to immunity. While some 

of those claims could present difficult questions, they do not suffice to create appellate 
jurisdiction at this stage of the case. 

1. Some immunities encompass a freedom from the burdens of litigation altogether, not 
merely a right to avoid liability. Thus, the Supreme Court has described the doctrines of absolute 
official immunity and qualified immunity as sharing the essential attribute of "an entitlement not 
to stand trial under certain circumstances." Mitchell v. Forsyth, All U.S. 511, 525 (1985). But 
not all immunity considerations warrant interlocutory appeal. For example, a claim of qualified 
immunity — which is indisputably an immunity from trial — is not immediately appealable if it 
turns on questions of disputed fact. See Johnson, 515 U.S. at 313. And a number of courts have 
held that there ordinarily is no right to an interlocutory appeal from the denial of a defense based 
on federal sovereign immunity or derivative claims of such immunity. See, e.g., Houston 
Community Hosp. v. Blue Cross and Blue Shield of Texas, Inc., 481 F.3d 265,279 (5th Cir. 
2007); Alaska v. United States, 64 F.3d 1352, 1356 (9th Cir. 1995); Pullman Constr. Indus, v. 
United States, 23 F.3d 1166, 1168 (7th Cir. 1994). 

The Fifth Circuit has recently noted the limited universe of immediately appealable 
claims, and emphasized that "almost any right can be characterized as a right not to be 
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confronted with the burdens of trial." See Martin, 618 F.3d at 483. And the Supreme Court has 
emphasized that the final judgment rule "requires courts of appeals to view claims of a 'right not 
to be tried' with skepticism, if not a jaundiced eye." Digital Equipment, 511 U.S. at 873. Here, 
that cautionary guidance counsels against extending collateral order review at this stage of the 
litigation to the theories of derivative immunity and what defendants refer to as law-of-war 
immunity. 

2. Defendants argue that they are entitled to absolute immunity on the ground that only 
the laws of war govern their conduct, and that plaintiffs' claims are therefore not amenable to 
judicial disposition in the courts of the United States. They rest that argument principally on an 
1879 Supreme Court decision denying enforcement of a default judgment entered against a 
Union general by a court in Louisiana for the taking of civilian property by the United States 
military during the Civil War. See Dow v. Johnson, 100 U.S. 158 (1879). The Court in Dow held 
that, during a period of war or military occupation, the armies of an occupying power are "not 
subject to [the] laws, nor amenable to [the] tribunals [of the occupied territory] for their acts." Id. 
at 165. Thus, "a foreign army * * * is exempt from [the] civil and criminal jurisdiction" of the 
"country it ha[s] invaded." Ibid. The officers and soldiers of the occupying army "remain subject 
to the laws of war, and are responsible for their conduct only to their own government, and the 
tribunals by which those laws are administered." Id. at 166. 

The Court in Dow did not use the term "immunity" to describe its rationale for rejecting 
the default judgment in that case. The Court determined that the Louisiana court lacked 
jurisdiction over the Union officer, Dow, 100 U.S. at 167, and described the principle as a 
"doctrine of non-liability," id. at 169. 

These cases also present different questions from those at issue in Dow. Defendants argue 
that the Supreme Court's jurisdictional determination concerning the courts of an occupied 
territory should extend as well to the domestic courts of the occupying force, the United States 
(even though it is unclear whether the reference in Dow to the proposition that officers and 
soldiers "are responsible for their conduct only to their own government" would allow suits by 
private parties in the courts of the United States). They argue that the freedom of a military 
officer to make decisions and give orders to subordinate officers and soldiers should be deemed 
also to protect the conduct of private contractors working with the military. And they argue that 
the jurisdictional holding in Dow should be understood to allow an appeal as of right from an 
interlocutory decision declining to dismiss these claims on the pleadings. 

Dow and the policies it reflects may well inform the ultimate disposition of these claims. 
But we are not prepared at this point to conclude that the contractor defendants have 
demonstrated a right to immediate review of their contentions based on Dow alone. 

3. Defendants also argue that they are entitled to derivative sovereign or official 
immunity, contending that they acted as agents of the United States. But plaintiffs contest the 
premise of that argument, alleging that the conduct at issue exceeded the scope of defendants' 
contracts with the military. The district courts here held that they could not yet rule on the claims 
of derivative immunity without additional information concerning the nature and scope of 
defendants' contractual duties on behalf of the government — including the contracts themselves, 
which are not in the record. See Al Shimari v. CACI Premier Technology, Inc., 657 F. Supp. 2d 
700, 714,720 (E.D. Va. 2009) (derivative official immunity); Al-Quraishi v. Nakhla, 728 F. 
Supp. 2d 702, 735 (D. Md. 2010) (derivative sovereign immunity). 

The decisions of the district courts in these cases demonstrate that an interlocutory appeal 
to consider defendants' claims of derivative immunity is premature. The district courts denied 



624 



Digest of United States Practice in International Law 



defendants' motions seeking dismissal not because immunity could never be available but 
because defendants' entitlement to immunity would depend on further discovery. For that reason, 
the decisions here do not satisfy the requirement that an appealable collateral order must be 
conclusive. 

4. A claim of immunity must also be substantial — not merely colorable or non- 
frivolous — to justify interlocutory appeal. See, e.g., Martin, 618 F.3d at 483 (citing Houston 
Community Hosp., 481 F.3d at 269 & n. 1 1); cf. Mitchell, 412 U.S. at 525 ("the denial of a 
substantial claim of absolute immunity is an order appealable before final judgment"); McMahon 
v. Presidential Airways, Inc., 502 F.3d 1331, 1339 n.6 (11th Cir. 2007) ("A substantial claim to 
immunity from suit, not immunity itself, is the basis for a collateral order appeal.") (citing cases). 

This litigation is still at the pleadings stage, and the district courts have identified 
unresolved factual questions — including the scope of the defendants' contractual obligations — 
that may bear on at least some of the immunity claims. See Al-Quraishi, 728 F. Supp. 2d at 715; 
Al Shimari, 657 F. Supp. 2d at 704-705. Defendants do not identify a sub-stantial argument at 
this stage that they are entitled to immunity from all such claims as a matter of law. 
II. ... 

If the Court were to conclude that it has jurisdiction over these appeals, it should hold 
that federal preemption principles generally apply to the acts of civilian contractors assisting the 
military in detaining and interrogating enemy aliens in a U.S. military prison in Iraq during 
wartime. Given the unique federal interests at stake (and the relatively minimal state interests), 
the scope of federal preemption in this context should be broad but not limitless, and should not 
apply to conduct by civilian contractors that constitutes torture as defined in federal criminal law. 

A. The Supreme Court has recognized that preemption may be found not only where 
there is a discrete conflict that prevents compliance with both state and federal legal duties, but 
also where "the application of state law would 'frustrate specific objectives' of federal 
legislation" and where the federal interest requires a "uniform rule" that would supplant an 
"entire body of state law." Boyle, 487 U.S. at 507-508. In Boyle, the Court found such a need for 
federal primacy where government contractors had been sued on products liability theories for 
the design of military equipment built for the United States. The Court looked to the FTCA's 
discretionary function exception, 28 U.S.C. § 2680(a), to discern the contours of that preemption. 
Boyle, 487 U.S. at 511-512. 

Boyle is the proper starting point for the preemption analysis in these cases. Here, as in 
Boyle, plaintiffs' claims implicate uniquely federal interests. Those interests include avoiding 
unwarranted judicial second-guessing of sensitive judgments by military personnel and 
contractors with which they interact in combat-related activities, and ensuring appropriate limits 
on private tort suits based on such activities — as well as ensuring that military detention 
operations are conducted in a manner consistent with humane treatment obligations and the laws 
of war, and that contractors are held accountable for their conduct by appropriate means. Except 
in limited instances where the federal interests at stake also include the prohibition against 
torture, those interests clearly outweigh whatever interests the States might have in regulating 
contractors through the mechanism of tort claims by foreign nationals seeking redress for injuries 
allegedly sustained during their detention by the United States military overseas. 

The conduct of military combat operations, including the use of contractors in support of 
those operations, is the province of the federal government, and the detention and interrogation 
of enemy aliens captured in the course of those military operations is indisputably a matter of 
federal concern. The FTCA's combatant activities exception, 28 U.S.C. § 2680(j), provides 
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helpful guidance in determining the scope of federal preemption in this area. The Supreme Court 
recognized in Boyle that the FTCA's discretionary function exception "demonstrates the 
potential for, and suggests the outlines of, 'significant conflict' between federal interests and 
state law in the context of Government procurement." Boyle, 487 U.S. at 51 1. So too in the 
context of military operations, the corollary exception for "[a]ny claim arising out of the 
combatant activities of the military or naval forces, or the Coast Guard, during time of war," 28 
U.S.C. 2680(j), identifies the area of significant federal interest that governs such claims. 

The D.C. Circuit, faced with similar claims, recognized and applied a federal preemption 
defense informed by the FTCA's combatant activities exception. See Saleh, 580 F.3d at 5-11. 
That approach is generally consistent with the Supreme Court's decision in Boyle. Boyle makes 
clear that a state-law claim against a government contractor may be preempted insofar as it 
conflicts with significant federal interests, and that the contours of the preemption may be 
informed by the FTCA's discretionary function exception, even though that statute does not 
directly apply to the actions of private contractors or render the United States liable for their 
actions. See 28 U.S.C. § 2671. Similarly, although the FTCA's combatant activities exception is 
directly triggered only by the actions of the United States military, Saleh correctly determined 
that the policies embodied in that exception can also be implicated by the actions of contractor 
employees who are integrated with U.S. personnel in connection with the combatant activities of 
the military. As Saleh recognized, in both situations a state-law tort suit raises "the prospect of 
military personnel being haled into lengthy and distracting court or deposition proceedings" and 
"extensive judicial probing of the government's wartime policies." 580 F.3d at 8. 

The D.C. Circuit, however, erred in a crucial respect by inquiring whether the contractor 
was itself "engaging in combatant activities" or was "integrated into combatant activities." Saleh, 
580 F.3d at 7, 9. In phrasing the test in this manner, the court may have misunderstood the 
circumscribed role of private contractors in war zones. Under domestic and international law, 
civilian contractors engaged in authorized activity are not "combatants"; they are rather civilians 
accompanying the force and, as such, they cannot lawfully engage in combat functions or combat 
operations, which are uniquely sovereign functions. See Br. For United States as Amicus Curiae, 
Saleh v. Titan Corp., at 15-16 (S. Ct. No. 09-1313, May 27, 2011). The panel here may have also 
failed to recognize the significance of this distinction. See Al Shimari v. CACI Int'l, Inc., 658 
F.3d 413, 420 (4th Cir. 2011), vacated on reh'g en banc (4th Cir. Nov. 8, 2011). 

Application of the FTCA's combatant activities exception, however, does not turn on 
whether a challenged act is itself a "combatant activity," or whether the alleged tortfeasor is 
himself engaging in a "combatant activity." The statute instead refers to claims "arising out of 
the combatant activities of the military or naval forces, or the Coast Guard, during time of war." 
28 U.S.C. § 2680(j) (emphases added). Such claims, if brought against the United States (or if 
brought against a military service member or other federal officer or employee acting within the 
scope of his or her employment), would be dismissed because Congress expressly retained the 
sovereign immunity of the United States for claims arising out of combatant activities. The scope 
of preemption informed by that statute's expression of a uniquely federal interest should likewise 
turn on whether particular claims "aris[e] out of the military's combatant activities. 

B. For the purpose of these cases, the Court should hold that claims against a contractor 
are generally preempted to the extent that a similar claim against the United States would be 
within the combatant activities exception of the FTCA, and the contractor was acting within the 
scope of its contractual relationship with the federal government at the time of the incident out of 
which the claim arose, particularly in situations where the contractor was integrated with military 
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personnel in the performance of the military's combat-related activities. Cf. Saleh, 580 F.3d at 4- 
7 (discussing integration of contractor personnel into military units). Even if all these factors 
exist, however, state-law claims should not be preempted in these cases to the extent that a 
contractor committed torture as defined by federal law. 

1. The first step of this preemption inquiry requires the Court to determine whether 
claims against the United States alleging similar conduct would be within the FTCA's exception 
for combatant activities. The FTC A specifies that the sovereign immunity of the United States 
has not been waived as to claims arising out of the military's combatant activities. Thus, the 
Court must determine whether plaintiffs' claims arise out of underlying conduct of the military 
that qualifies as "combatant activities * * * during time of war." 28 U.S.C. § 2680(j). The Ninth 
Circuit held, shortly after enactment of the FTCA, that the term "combatant activities" includes 
"not only physical violence, but activities both necessary to and in direct connection with actual 
hostilities." Johnson v. United States, 170 F.2d 767,770 (9th Cir. 1948), quoted in Koohi v. 
United States, 976 F.2d 1328, 1333 n.5 (9th Cir. 1992). That court has also recognized that the 
statutory reference to "time of war," 28 U.S.C. § 2680(j), does not require a congressional 
declaration of war. Koohi, 976 F.3d at 1333-1334. No other court of appeals has addressed the 
interpretation of the combatant activities exception, although district court decisions are 
generally consistent with the Ninth Circuit's standard in Johnson and Koohi. See Construction 
and Application of Combatant Activities Exception to Federal Tort Claims Act, 23 A.L.R. Fed. 
2d 489 (2007). 

Moreover, the statute's reference to claims "arising out of the military's combatant 
activities is purposefully broad. The relevant inquiry is not whether the plaintiffs' claim includes 
some non-combatant element, but (at a minimum) whether the conduct giving rise to the cause of 
action has its foundation in combatant activities of the U.S. armed forces. See, e.g., Saleh, 580 
F.3d at 6 ("The arising-out-of test is a familiar one used in workmen's compensation statutes to 
denote any causal connection between the term of employment and the injury."); Kosak v. United 
States, 465 U.S. 848, 854 (1984) (interpreting "arising in respect of in 28 U.S.C. § 2680(c) as 
equivalent to "arising out of and as an "encompassing phrase" that "seems to sweep within the 
exception all injuries associated in any way with the 'detention' of goods."). 

2. If similar claims against the United States would be within the combatant activities 
exception, the Court should next inquire whether the contractor defendant is entitled to invoke 
the preemption defense. This aspect of federal preemption requires the adoption of an 
appropriate federal common-law standard to determine whether the contractor was acting within 
the scope of its contractual relationship with the federal government at the time of the incident 
out of which the claim arose. The "scope of the contractual relationship" standard is similar to 
both the Westfall Act's familiar inquiry into the scope of employment, 28 U.S.C. §2679(d)(l),(2) 
(claims are deemed to arise against the United States where a federal employee is sued even for 
wrongful or negligent conduct, if employee "was acting within the scope of his office or 
employment at the time of the incident out of which the claim arose"), and to an earlier standard 
governing the immunity of federal employees, see Barr v. Matteo, 360 U.S. 564 (1959) (plurality 
opinion) ("The fact that the action here taken was within the outer perimeter of [the employee's] 
line of duty is enough to render the privilege applicable, despite the allegations of malice in the 
complaint."). 

Thus, state-law tort claims would generally be preempted if the alleged conduct occurred 
within the outer perimeter of the contractual duties relationship between the contractor and the 
federal government — that is, in these cases, if the conduct was undertaken within the course of 
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the contractors' work providing the interrogation and interpretation services contracted for by the 
United States. Under this approach, federal preemption would generally apply even if an 
employee of a contractor allegedly violated the terms of the contract or took steps not 
specifically called for in the contract, as long as the alleged conduct at issue was within the scope 
of the contractual relationship between the contractor and the federal government. But 
preemption would not apply to conduct of a contractor employee that is unrelated to the 
contractor's duties under the government contract. Thus, just as a federal employee would not be 
immune (under Barr or the Westfall Act) for tortious conduct while off-duty or for other conduct 
of a personal or private nature, so too federal preemption would not apply where the conduct 
giving rise to a plaintiff's claims is beyond the scope of the contractual relationship. 

3. To be clear, neither Barr immunity nor the Westfall Act directly applies here. Rather, 
the standards employed in those contexts simply provide useful analogies for courts to use in 
determining whether preemption is appropriate by identifying whether the plaintiffs' claims — 
and the allegations of tortious conduct on which they rest — implicate the federal interests giving 
rise to preemption. In the government-employee context, Barr itself has been largely superseded 
by the Westfall Act, and that statute applies by its terms only to federal employees, not to 
government contractors. 

Moreover, the preemption analysis under Boyle and Saleh is not equivalent to the 
immunity conferred on federal employees by the Westfall Act or by Barr. Indeed, the Supreme 
Court in Boyle made clear that its preemption decision was distinct from such immunity: "We 
cite [Barr and other] cases merely to demonstrate that the liability of independent contractors 
performing work for the Federal Government, like the liability of federal officials, is an area of 
uniquely federal interest." Boyle, 487 U.S. at 505 n. 1 (immunity issue "is not before us"). 
Rather, the standard we propose — based on whether the conduct alleged in the complaint 
occurred within the scope of the contractual relationship between the contractor and the federal 
government — provides a distinct, though similar, inquiry for courts to determine whether 
preemption is appropriate by identifying whether the plaintiffs' claims implicate the federal 
interests giving rise to preemption. 

C. In most cases, the federal preemption principles articulated above further the 
government' s significant federal interests in this unique and sensitive context. But in the limited 
circumstances where the state law claim is based on allegations that the contractor committed 
torture, as defined in 18 U.S.C. § 2340, courts should take into account the strong federal 
interests embodied in that federal law. In these circumstances, the federal interests in ensuring 
that a contractor' s involvement in detention operations is conducted in a manner consistent with 
that prohibition, and in providing a basis for holding the contractor accountable for its conduct, 
must also weigh in the balance. 

Even in the absence of state tort law, monetary compensation may be available — through 
the Foreign Claims Act (FCA), an administrative regime established by Congress — to individual 
detainees who were subjected to abuse and mistreatment. See 10 U.S.C. § 2734. Moreover, in the 
wake of Abu Ghraib, the United States now has at its disposal a variety of tools to punish the 
perpetrators of acts of torture, and to prevent acts of abuse and mistreatment. In addition to the 
criminal prohibition against torture, other criminal and contractual remedies are also available to 
punish wrongdoers. See, e.g., 18 U.S.C. § 3261(a)(1); 10 U.S.C. § 802(a)(10). The United States 
Government also has taken a number of steps to improve contractor oversight, see, e.g., 
Congressional Research Service, Department of Defense Contractors in Afghanistan & Iraq: 
Background & Analysis 18-19 (Mar. 29, 2011), and Congress has now expressly barred civilian 
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contractors from performing interrogation functions, and has required private translators 
involved in interrogation operations to undergo substantial training and to be subject to 
substantial oversight. See Pub. L. No. 111-84, § 1038, 123 Stat. 2451; 75 Fed. Reg. 67,632 (Nov. 
3, 2010). 

And even where torture is alleged, the federal interests in avoiding judicial second- 
guessing of sensitive military judgments and intrusive discovery are still weighty, and the state 
interests in providing a tort-law remedy against civilian contractors for enemy aliens in U.S. 
military prison during wartime remain limited. But at the time of the events at Abu Ghraib, the 
enhanced tools to hold contractors accountable had not yet been adopted, and the balance of 
federal interests in this case therefore ultimately weighs in favor of allowing a state-law tort 
claim to proceed to the extent a civilian contractor actually engaged in torture in violation of 
federal law. There is no need for the Court to consider whether state-law tort remedies would 
continue to be available in light of measures subsequently instituted by Congress and the 
Executive Branch, and other developments in the aftermath of Abu Ghraib. 

D. Applying those principles here, the first step of the preemption analysis is readily 
satisfied. The detention and interrogation of enemy aliens captured in and around a battlefield or 
war zone plainly arise out of the military's combatant activities. "The capture and detention of 
lawful combatants and the capture, detention, and trial of unlawful combatants, by 'universal 
agreement and practice,' are 'important incidents] of war.' " Hamdi v. Rumsfeld, 542 U.S. 507, 
518 (2004) (plurality) (quoting Ex parte Quirin, 317 U.S. 1, 28, 30 (1942)); see also Munafv. 
Geren, 553 U.S. 674, 700 (2008) (recognizing that judicial interference into military detention 
policies in wartime Iraq would raise "concerns about unwarranted judicial intrusion into the 
Executive's ability to conduct military operations abroad"). 

Turning to the second step, the allegations in the complaints are vague and the operative 
contracts are not in the record. For present purposes, however, we assume that the contractor 
employees were to work together with service members in the military prisons in Iraq, 
combining their efforts to conduct the interrogation of plaintiffs and other enemy aliens. The 
district courts on remand should clarify the allegations, examine the contracts, and analyze the 
scope of the contractual relationship in accordance with the principles articulated above. 
Following those undertakings, the contractors may well have a strong argument that they were 
acting within the scope of their contractual relationship with the United States, for purposes of 
this specialized legal analysis, at the time of the conduct alleged in the complaint. Notably, the 
D.C. Circuit has held that federal employees and officials were acting within the scope of their 
employment when faced with claims of torture in a case concerning military detention and 
interrogation policies. See, e.g.,Ali v. Rumsfeld, 649 F.3d 762,774-775 (D.C. Cir. 2011). In these 
circumstances, moreover, there are other measures under which military personnel may be held 
accountable, through military discipline and applicable criminal sanctions. 

The fact that the complaints in these cases also include allegations that defendants 
exceeded or violated their contractual obligations to the United States would not preclude a 
finding that the alleged actions were within the scope of the contractual relationship. Similarly, 
the inquiry is unaffected by plaintiffs' allegations that the conduct at issue violated approved 
interrogation techniques or other military directives, or was otherwise unlawful. Measures to be 
taken in response to such improper contractor actions — such as contractual remedies or criminal 
sanctions — are ordinarily for the federal government in the first instance. 

Finally, in addition to applying the scope of the contractual relationship analysis, the 
district courts will need to determine the extent to which the allegations constitute torture within 
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the definition set forth in the federal criminal statute. The parties have had no occasion to 
address, nor the district courts to decide, whether the conduct at issue would constitute torture 
under 18 U.S.C. § 2340, and the parties understandably did not plead their case in those terms. If 
plaintiffs can show that the contractor defendants committed torture as defined in that statute, 
there should be no preemption of state tort law claims seeking redress for such conduct in the 
circumstances of this case. 

E. The parties have not addressed how the standard we propose would apply to plaintiffs' 
allegations, and they should have an opportunity to do so before the district courts. Some factual 
development will likely be required on remand, limited to the federal preemption defense as 
articulated above. The district court should carefully superintend the discovery process to ensure 
that military prerogatives are protected. Although the government believes that appropriate case- 
management techniques can protect the Nation's vital interests in having a military capable of 
conducting combat operations without undue judicial interference, if experience demonstrates 
otherwise, the United States will reconsider its position. 

* * * * 
d. Criminal prosecutions and other proceedings 

(1) Overview 

As discussed in Digest 2011 at 587, the Obama administration resumed military commission 
proceedings for suspected terrorists in 2011. Information on cases before military 
commissions can be found at www.mc.mil/CASES/MilitaryCommissions. aspx . 

(2) Military commission proceedings 
(i) Hamdan II 

On October 16, 2012, the Court of Appeals for the D.C. Circuit vacated the conviction, in a 
trial before a military commission, of Salim Hamdan, an al-Qaida member who worked for 
Osama bin Laden (most famously as his driver). Hamdan v. United States, 696 F.3d 1238 
(D.C. Cir. 2012). The military commission proceedings from which Mr. Hamdan appealed to 
the D.C. Circuit concluded with the U.S. Court of Military Commission Review confirming his 
conviction of providing material support for terrorism in violation of the Military 
Commissions Act of 2006 ("MCA"). United States v. Hamdan, 801 F.Supp.2d 1247 
(C.M.C.R.2011) (en banc). Mr. Hamdan's case had previously gone up to the U.S. Supreme 
Court which held that his trial before a military commission (before the MCA was enacted) 
violated both the Uniform Code of Military Justice and the Geneva Conventions. See Digest 
2006 at 1138-55. 

In its 2012 decision, the D.C. Circuit held that Mr. Hamdan's appeal was not moot 
although he had carried out his sentence and been released to return to Yemen. The court 
also held that the MCA did not authorize retroactive prosecution for material support for 
terrorism committed before the MCA was enacted because material support for terrorism 
was not a war crime under international law at the time Mr. Hamdan was charged. The 
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court's opinion is excerpted below (with footnotes and citations to the record omitted). 



* * * * 

In war, when the United States captures or takes custody of alien enemy combatants or their 
substantial supporters, it may detain them for the duration of hostilities. Moreover, the United 
States may try unlawful alien enemy combatants before military commissions for their war 
crimes. SeeHamdi v. Rumsfeld, 542 U.S. 507, 518-24, 124 S.Ct. 2633, 159 L.Ed.2d 578 (2004); 
Ex parte Quirin, 317 U.S. 1, 26-45, 63 S.Ct. 2, 87 L.Ed. 3 (1942). 

This case raises questions about the scope of the Executive's authority to prosecute war 
crimes under current federal statutes. 

This particular dispute involves the military commission conviction of Salim Hamdan, an 
al Qaeda member who worked for Osama bin Laden. In 2001, Hamdan was captured in 
Afghanistan. He was later transferred to the U.S. Naval Base at Guantanamo Bay, Cuba. 

Hamdan was not just detained at Guantanamo as an enemy combatant. He was also 
accused of being an unlawful enemy combatant and was tried and convicted by a military 
commission for "material support for terrorism," a war crime specified by the Military 
Commissions Act of 2006. See 10 U.S.C. § 950t(25); see also 10 U.S.C. § 950v(b)(25) (2006) 
(previous codification of same provision). Hamdan' s conviction was based on actions he took 
from 1996 to 2001 — before enactment of the Military Commissions Act. At the time of 
Hamdan' s conduct, the extant federal statute authorized and limited military commissions to try 
violations of the "law of war." 10 U.S.C. § 821. 

As punishment for his war crime, Hamdan was sentenced by the military commission to 
66 months' imprisonment, with credit for some time already served. Hamdan' s sentence expired 
in 2008. Although the United States may have continued to detain Hamdan until the end of 
hostilities pursuant to its wartime detention authority, see Hamdi, 542 U.S. at 518-22, 124 S.Ct. 
2633, Hamdan was transferred in late 2008 to Yemen and then released there. Even after his 
release, Hamdan has continued to appeal his U.S. war crimes conviction. 

This appeal presents several issues. First, is the dispute moot because Hamdan has 
already served his sentence and been released from U.S. custody? Second, does the Executive 
have authority to prosecute Hamdan for material support for terrorism on the sole basis of the 
2006 Military Commissions Act — which specifically lists material support for terrorism as a war 
crime triable by military commission — even though Hamdan' s conduct occurred from 1996 to 
2001, before enactment of that Act? Third, if not, did the pre-existing statute that authorized war- 
crimes military commissions at the time of Hamdan' s conduct — a statute providing that military 
commissions may try violations of the "law of war," 10 U.S.C. § 821 — proscribe material 
support for terrorism as a war crime? 

We conclude as follows: 

First, despite Hamdan' s release from custody, this case is not moot. This is a direct 
appeal of a conviction. The Supreme Court has long held that a defendant's direct appeal of a 
conviction is not mooted by the defendant's release from custody. 

Second, consistent with Congress's stated intent and so as to avoid a serious Ex Post 
Facto Clause issue, we interpret the Military Commissions Act of 2006 not to authorize 
retroactive prosecution of crimes that were not prohibited as war crimes triable by military 
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commission under U.S. law at the time the conduct occurred. Therefore, Hamdan's conviction 
may be affirmed only if the relevant statute that was on the books at the time of his conduct — 10 
U.S.C. § 821 — encompassed material support for terrorism. 

Third, when Hamdan committed the relevant conduct from 1996 to 2001, Section 821 of 
Title 10 provided that military commissions may try violations of the "law of war." The "law of 
war" cross-referenced in that statute is the international law of war. See Quirin, 317 U.S. at 27- 
30, 35-36, 63 S.Ct. 2. When Hamdan committed the conduct in question, the international law of 
war proscribed a variety of war crimes, including forms of terrorism. At that time, however, the 
international law of war did not proscribe material support for terrorism as a war crime. Indeed, 
the Executive Branch acknowledges that the international law of war did not — and still does 
not — identify material support for terrorism as a war crime. Therefore, the relevant statute at the 
time of Hamdan's conduct — 10 U.S.C. § 821 — did not proscribe material support for terrorism 
as a war crime. 

Because we read the Military Commissions Act not to retroactively punish new crimes, 
and because material support for terrorism was not a pre-existing war crime under 10 U.S.C. 
§ 821, Hamdan's conviction for material support for terrorism cannot stand. We reverse the 
judgment of the Court of Military Commission Review and direct that Hamdan's conviction for 
material support for terrorism be vacated. 

* * * * 

III 

Under a law now codified at 10 U.S.C. § 821, Congress has long authorized the 
Executive to use military commissions to try war crimes committed by the enemy. See Ex parte 
Quirin, 317 U.S. 1, 63 S.Ct. 2, 87 L.Ed. 3 (1942). That statute authorizes military commissions 
to try violations of the "law of war" — a term, as we explain below, that has long been under- 
stood to mean the international law of war. See Hamdan v. Rumsfeld, 548 U.S. 557, 603, 610, 
126 S.Ct. 2749, 165 L.Ed.2d 723 (2006) (plurality); id. at 641, 126 S.Ct. 2749 (Kennedy, J., 
concurring); Quirin, 317 U.S. at 27-30, 35-36, 63 S.Ct. 2. Two other longstanding statutes 
separately authorize military commission prosecutions for spying and aiding the enemy. See 10 
U.S.C. §§ 904, 906. 

After the Supreme Court's 2006 decision in Hamdan, Congress enacted a new military 
commissions statute that, among other things, clarified the scope of the Executive's authority to 
try war crimes. See Military Commissions Act of 2006, Pub. L. No. 109-366, 120 Stat. 2600. Of 
particular relevance here, Congress expanded military commissions beyond trying violations of 
the generic "law of war," spying, and aiding the enemy. Congress instead also listed a large 
number of specific war crimes that could be tried by military commission, including conspiracy 
and material support for terrorism. See id. § 3(a), 120 Stat, at 2630 (now codified at 10 U.S.C. 
§ 950t). 

* * * * 

A 

As is clear from the text of the Military Commissions Act of 2006, Congress was quite 
concerned about the ex post facto implications of retroactively prosecuting someone under the 
Act for conduct committed before its enactment. Congress tried to deal with any ex post facto 
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problem by declaring in the text of the statute that "[t]he provisions of this subchapter codify 
offenses that have traditionally been triable by military commissions. This chapter does not 
establish new crimes that did not exist before its enactment, but rather codifies those crimes for 
trial by military commission." § 3(a), 120 Stat, at 2624. The Act continued: "Because the 
provisions of this subchapter (including provisions that incorporate definitions in other 
provisions of law) are declarative of existing law, they do not preclude trial for crimes that 
occurred before the date of the enactment of this chapter." Id. 

As Congress well understood when it appended this unusual statement to the statute, the 
U.S. Constitution bars Congress from enacting punitive ex post facto laws. See U.S. CONST, art. 
I, § 9, cl. 3 ("No Bill of Attainder or ex post facto Law shall be passed."). Among other things, 
the Ex Post Facto Clause bars laws that retroactively punish conduct that was not previously 
prohibited, or that retroactively increase punishment for already prohibited conduct. See Collins 
v. Youngblood, 497 U.S. 37, 42, 110 S.Ct. 2715, 111 L.Ed.2d 30 (1990); Calderv. Bull, 3 U.S. 
386, 3 Dall. 386, 1 L.Ed. 648 (1798) (opinion of Chase, J.). The Ex Post Facto Clause thus 
prevents Congress and the Executive from retroactively applying a federal criminal statute to 
conduct committed before the statute was enacted. 

As Congress itself recognized in the statutory text, retroactive prosecution by military 
commission could similarly raise serious constitutional issues, at the very least. As stated in the 
statutory text, however, Congress believed that the Act codified no new crimes and thus posed 
no ex post facto problem. As we explain below, Congress's premise was incorrect. The statute 
does codify some new war crimes, including material support for terrorism. The question for ex 
post facto purposes is this: If Congress had known that the Act was codifying some new crimes, 
would Congress have wanted the new crimes to be enforced retroactively? To begin with, the 
statutory text reveals a tight causal link between (i) Congress's belief that the statute codified 
only crimes under pre-existing law and (ii) Congress's statement that the statute could therefore 
apply to conduct before enactment. That causal link suggests that Congress would not have 
wanted new crimes to be applied retroactively. The Executive Branch agrees with that 
interpretation of the statute, stating: "Congress incorporated ex post facto principles into the 
terms of the MCA itself." At a minimum, we know that the statutory text does not contemplate 
or address the possibility of retroactively applying new crimes, leaving us with at least some- 
thing of an ambiguity. And courts interpret ambiguous statutes to avoid serious questions of 
unconstitutionality. See Rapanos v. United States, 547 U.S. 715, 738, 126 S.Ct. 2208, 165 
L.Ed. 2d 159 (2006) (plurality opinion of Scalia, J.) (constitutional avoidance where statute 
"raises difficult questions" of constitutionality); Cherokee Nation of Oklahoma v. Leavitt, 543 
U.S. 631, 646, 125 S.Ct. 1172, 161 L.Ed.2d 66 (2005) (avoiding an interpretation that "may 
violate the Constitution"). To avoid the prospect of an Ex Post Facto Clause violation here, we 
interpret the Military Commissions Act of 2006 so that it does not authorize retroactive 
prosecution for conduct committed before enactment of that Act unless the conduct was already 
prohibited under existing U.S. law as a war crime triable by military commission. In this case, 
therefore, Hamdan's conviction stands or falls on whether his conduct was prohibited by the pre- 
existing statute, 10 U.S.C. § 821, at the time he committed the conduct. 

B 

Before enactment of the Military Commissions Act in 2006, U.S. military commissions 
could prosecute war crimes under 10 U.S.C. § 821 for violations of the "law of war." The 
Government suggests that at the time of Hamdan's conduct from 1996 to 2001, material support 
for terrorism violated the "law of war" referenced in 10 U.S.C. § 821. It is true that in the text of 
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the Military Commissions Act of 2006, Congress declared its belief that material support for 
terrorism was a pre-existing crime under the law of war and thus under 10 U.S.C. § 821. See 
§ 3a, 120 Stat, at 2624. But exercising our independent review, as we must when considering the 
ex post facto implications of a new law, see Colder v. Bull, 3 U.S. 386, 3 Dall. 386, 1 L.Ed. 648 
(1798) (opinion of Chase, J.); Marbury v. Madison, 5 U.S. 137, 1 Cranch 137, 2 L.Ed. 60 (1803), 
we conclude otherwise. Material support for terrorism was not a war crime under the law of war 
referenced in 10U.S.C. § 821 at the time of Hamdan's conduct. 

Analysis of this issue begins by determining what body of law is encompassed by the 
term "law of war" in 10 U.S.C. § 821. The Supreme Court's precedents tell us: The "law of war" 
referenced in 10 U.S.C. § 821 is the international law of war. See Hamdan, 548 U.S. at 603, 126 
S.Ct. 2749 (plurality) (act is law of war offense when " universal agreement and practice both in 
this country and internationally" recognize it as such) (internal quotation marks omitted); id. at 
610, 126 S.Ct. 2749 (analyzing international sources to determine whether conspiracy was 
"recognized violation of the law of war"); id. at 641, 126 S.Ct. 2749 (Kennedy, J., concurring) 
("the law of war" referenced in 10 U.S.C. § 821 "derives from rules and precepts of the law of 
nations" and is " the body of international law governing armed conflict") (internal quotation 
marks omitted); Quirin, 317 U.S. at 29, 63 S.Ct. 2 ("law of war" referenced in 10 U.S.C. § 821 is 
a "branch of international law"); id. at 27-28, 63 S.Ct. 2 (The "law of war" is "that part of the 
law of nations which prescribes, for the conduct of war, the status, rights and duties of enemy 
nations as well as of enemy individuals."); see also Instructions for the Government of Armies of 
the United States in the Field (Lieber Code), General Orders No. 100, arts. 27 & 40 (Apr. 24, 
1863) (describing the law of war as a "branch" of the "law of nations"); O.L.C. Memorandum 
from Patrick F. Philbin to Alberto R. Gonzales 5 (Nov. 6, 2001) ("laws of war" are "considered a 
part of the 'Law of Nations' "); id. at 29, 63 S.Ct. 2 ("the term 'law of war' used in 10 U.S.C. § 
821 refers to the same body of international law now usually referred to as the 'laws of armed 
conflict' "). 

Even outside the context of 10 U.S.C. § 821, the term "law of war" in the U.S. Code and 
precedent generally refers to the international law of war. See Madsen v. Kinsella, 343 U.S. 341, 
354, 72 S.Ct. 699, 96 L.Ed. 988 (1952) (The "law of war" includes that part of "the law of 
nations" which "defines the powers and duties of belligerent powers."); Prize Cases, 67 U.S. 
635, 667, 2 Black 635, 17 L.Ed. 459 (1863) ("The laws of war, as established among nations, 
have their foundation in reason, and all tend to mitigate the cruelties and misery produced by the 
scourge of war."); Hearings on H.R. 2498 (UCMJ) Before the H. Comm. on Armed Servs., 81st 
Cong. 959 (1949) (Representative Overton Brooks, Chairman, House Subcommittee No. 1 on 
Armed Services: "What is a law of war?" Colonel John P. Dinsmore: " 'Law of war' is set out in 
various treaties like the Geneva convention and supplements to that." Representative Brooks: 
"International law." Colonel Dinsmore: "Yes, sir."); U.S. ARMY JAG, LAW OF WAR 
HANDBOOK 20 (Maj. Keith E. Puis ed., 2005) (identifying "customary international law"— 
that is, "the 'unwritten' rules that bind all members of the community of nations" during war as 
one of the two major sources of the law of war, along with conventional international law); 
MANUAL FOR COURTS-MARTIAL UNITED STATES, at 1-1 (2012) ("The sources of 
military jurisdiction include the Constitution and international law. International law includes the 
law of war."). 

We turn, then, to the question whether material support for terrorism is an international- 
law war crime. 
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It is true that international law establishes at least some forms of terrorism, including the 
intentional targeting of civilian populations, as war crimes. See, e.g., Rome Statute of the 
International Criminal Court art. 8(2)(b), July 17, 1998, 2187 U.N.T.S. 90; Geneva Convention 
Relative to the Protection of Civilian Persons in Time of War (Geneva IV), art. 33, Aug. 12, 
1949, 6 U.S.T. 3516, 75 U.N.T.S. 287; COMMISSION OF RESPONSIBILITIES, 
CONFERENCE OF PARIS 1919, VIOLATION OF THE LAWS AND CUSTOMS OF WAR 17 
(Clarendon Press 1919) (the Allied Nations condemned Germany for "the execution of a system 
of terrorism" after World War I). 

But the issue here is whether material support for terrorism is an international-law war 
crime. The answer is no. International law leaves it to individual nations to proscribe material 
support for terrorism under their domestic laws if they so choose. There is no international-law 
proscription of material support for terrorism. 

To begin with, there are no relevant international treaties that make material support for 
terrorism a recognized international-law war crime. Neither the Hague Convention nor the 
Geneva Conventions — the sources that are "the major treaties on the law of war" — acknowledge 
material support for terrorism as a war crime. See Hamdan, 548 U.S. at 604, 126 S.Ct. 2749 
(plurality); Geneva Convention Relative to the Protection of Civilian Persons in Time of War 
(Geneva IV), Aug. 12, 1949, 6 U.S.T. 3516, 75 U.N.T.S. 287; Hague Convention (IV) 
Respecting the Laws and Customs of War on Land and Its Annex, Oct. 18, 1907, 36 Stat. 2277. 

Nor does customary international law otherwise make material support for terrorism a 
war crime. Customary international law is a kind of common law; it is the body of international 
legal principles said to reflect the consistent and settled practice of nations. See 
RESTATEMENT (THIRD) OF FOREIGN RE-LATIONS LAW OF THE UNITED STATES 
§ 102(2) (1987) ("Customary international law results from a general and consistent practice of 
states followed by them from a sense of legal obligation"). It is often difficult to determine what 
constitutes customary international law, who defines customary international law, and how 
firmly established a norm has to be to qualify as a customary international law norm. Cf. Sosa v. 
Alvarez-Machain, 542 U.S. 692, 124 S.Ct. 2739, 159 L.Ed.2d 718 (2004). 

At the same time, the imprecision of customary international law calls for significant 
caution by U.S. courts before permit-ting civil or criminal liability premised on violation of such 
a vague prohibition. Cf. Sosa v. Alvarez-Machain, 542 U.S. 692, 124 S.Ct. 2739, 159 L.Ed.2d 
718 (2004). A general prohibition against violations of "international law" or the "law of 
nations" or the "law of war" may fail in certain cases to provide the fair notice that is a 
foundation of the rule of law in the United States. Therefore, as the Supreme Court required in an 
analogous context in Sosa, and as the plurality suggested in Hamdan, imposing liability on the 
basis of a violation of "international law" or the "law of nations" or the "law of war" generally 
must be based on norms firmly grounded in international law. See Sosa, 542 U.S. at 724-38, 124 
S.Ct. 2739; Hamdan, 548 U.S. at 602-03 & n. 34, 605, 126 S.Ct. 2749 (plurality). In this case, 
the asserted norm has no grounding in international law, much less firm grounding. 

But here, the content of customary international law is quite evident. Material support for 
terrorism was not a recognized violation of the international law of war as of 2001 (or even 
today, for that matter). As we have noted, the Geneva Conventions and the Hague Convention do 
not prohibit material support for terrorism. The 1998 Rome Statute of the International Criminal 
Court, which catalogues an extensive list of international war crimes, makes no mention of 
material support for terrorism. See Rome Statute of the International Criminal Court, July 17, 
1998, 2187 U.N.T.S. 90. Nor does the Statute of the International Tribunal for the Former 
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Yugoslavia, the Statute of the International Tribunal for Rwanda, or the Statute of the Special 
Court for Sierra Leone. See Statute of the International Tribunal for the Former Yugoslavia, 
adopted by S.C. Res. 827, U.N. Doc. S/RES/827 (1993), reprinted in 32 I.L.M. 1 159, 1 192; 
Statute of the International Tribunal for Rwanda, adopted by S.C. Res. 955, U.N. Doc. S/ 
RES/955 (1994), reprinted in 33 I.L.M. 1598, 1602 (includes terrorism itself as a crime); Statute 
of the Special Court for Sierra Leone art. 3(d), Jan. 16, 2002, 2178 U.N.T.S. 138 (same). Nor 
have any international tribunals exercising common-law-type power determined that material 
support for terrorism is an international-law war crime. 

* * * * 

In short, neither the major conventions on the law of war nor prominent modern 
international tribunals nor leading international-law experts have identified material support for 
terrorism as a war crime. Perhaps most telling, before this case, no person has ever been tried by 
an international-law war crimes tribunal for material support for terrorism. 

Not surprisingly, therefore, even the U.S. Government concedes in this case that material 
support for terrorism is not a recognized international-law war crime. No treaty that the 
Government has cited or that we are aware of identifies material support for terrorism as a war 
crime. And the Government further admits: The "offense of providing material support to 
terrorism, like spying and aiding the enemy, has not attained international recognition at this time 
as a violation of customary international law." 

To be sure, there is a strong argument that aiding and abetting a recognized international- 
law war crime such as terrorism is itself an international-law war crime. And there are other 
similar war crimes. But Hamdan was not charged with aiding and abetting terrorism or some 
other similar war crime. He was charged with material support for terrorism. And as the 
Government acknowledges, aiding and abetting terrorism prohibits different conduct, imposes 
different mens rea requirements, and entails different causation standards than material support 
for terrorism. If the Government wanted to charge Hamdan with aiding and abetting terrorism or 
some other war crime that was sufficiently rooted in the international law of war (and thus 
covered by 10 U.S.C. § 821) at the time of Hamdan's conduct, it should have done so. 

* * * * 

Because we read the Military Commissions Act not to sanction retroactive punishment 
for new crimes, and because material support for terrorism was not a pre-existing war crime 
under 10 U.S.C. § 821, Hamdan's conviction for material support for terrorism cannot stand. We 
reverse the decision of the Court of Military Commission Review and direct that Hamdan's 
conviction for material support for terror-ism be vacated. 

* * * * 

(ii) Khalid Sheik Mohammed and others responsible for the 9/11 attacks 

On April 4, 2012, the U.S. Department of Defense announced that the Office of Military 
Commissions had referred charges to a military commission in the case of United States v. 
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Khalid Sheikh Mohammed, Walid Muhammad Salih Mubarak Bin 'Attash, Ramzi Binalshibh, 
AH Abdul Aziz AH, and Mustafa Ahmed Adam al Hawsawi. The five are accused of planning 
and carrying out the September 11, 2001 attacks. See news release, available at 
www. defense. qov/releases/release.aspx?releaseid=15158 . The charge sheets and further 
information about the case are available on the website of the Office of Military 
Commissions. Excerpts from the April 4 press release follow, providing a summary of the 
charges and the procedures in the case. 

The convening authority referred the case to a capital military commission, meaning 
that, if convicted, the five accused could be sentenced to death. Pursuant to the 
reforms in the Military Commissions Act of 2009, each of the five accused have been 
provided, in addition to their detailed defense counsel, learned counsel, possessing 
specialized knowledge and experience in death penalty cases, to assist them in their 
defense. 

Based on the allegations outlined in the charge sheets, the five accused are charged 
with terrorism, hijacking aircraft, conspiracy, murder in violation of the law of war, 
attacking civilians, attacking civilian objects, intentionally causing serious bodily injury, 
and destruction of property in violation of the law of war. The convening authority has 
referred all charges to a joint trial. 

The charges are only allegations that the five accused have committed offenses 
punishable under the Military Commissions Act of 2009, and they are presumed 
innocent unless proven guilty beyond a reasonable doubt. 

In accordance with Military Commissions rules and procedures, the chief judge of 
the Military Commissions Trial Judiciary will assign a military judge to the case, and the 
five accused will be arraigned at Naval Station Guantanamo Bay, Cuba, within 30 days of 
service of the referred charges upon them. 

(Hi) New charges against Ahmed Mohammed Ahmed Haza al Darbi 

On August 29, 2012, the Department of Defense announced that the Office of the Chief 
Prosecutor for Military Commissions had sworn charges against Guantanamo detainee 
Ahmed Mohammed Ahmed Haza al Darbi, a Saudi Arabian national. The August 29 press 
release, available at www.defense.gov/Releases/Release. aspx?ReleaselD=15544, 
summarized the charges, background, and next steps in the case: 

The charges sworn today allege that the accused committed offenses triable under the 
Military Commissions Act of 2009, 10 U.S.C. §§ 948a, et seq, including: (1) Conspiracy to 
Commit Multiple Offenses Triable by Military Commission; (2) Aiding and Abetting the 
Offense of Attacking Civilian Objects; (3) Aiding and Abetting the Offense of Hazarding a 
Vessel; (4) Aiding and Abetting the Offense of Terrorism; (5) Multiple Specifications of 
Attempt; and (6) Aiding the Enemy. The charges are merely accusations, and the 
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accused is presumed innocent unless and until proven guilty beyond a reasonable 
doubt. The maximum sentence for these charges is confinement for life. 

These sworn charges allege that al Darbi joined a terrorist conspiracy with al 
Qaeda by the year 1997. In furtherance of this conspiracy, al Darbi is alleged to have 
attended the Khalden training camp in Afghanistan, to have received personal 
permission from Usama bin Laden to train at al Qaeda's Jihad Wahl training camp, and 
to have worked as a weapons instructor at al Qaeda's al Farouq training camp, both in 
Afghanistan. From approximately 2000 through 2002, al Darbi is also alleged to have 
committed multiple overt acts in support of a plot to bomb civilian oil tankers in the 
Strait of Hormuz and off the coast of Yemen. These alleged acts included: receiving 
large amounts of money from al Qaeda; purchasing GPS devices and other equipment; 
purchasing a boat intended to be the attack vessel; registering this boat under the name 
of an unwitting participant; applying for travel documents that allowed potential attack 
operatives to travel from Yemen to the UAE; training these potential attack operatives; 
and sailing the boat he purchased towards Yemen in order to meet with these attack 
operatives. 

In addition to the conspiracy charge, al Darbi is alleged to have aided and 
abetted the completed terrorist attack against the French oil tanker, the MV Limburg, 
which severely injured multiple civilians and caused a large oil spill in the Gulf of Aden in 
2002. 

The Regulation for Trial by Military Commission requires that the chief 
prosecutor notify the legal advisor to the Convening Authority and the chief defense 
counsel for Military Commissions within 24 hours of swearing charges. The accused 
must also be notified of the charges sworn against him as soon as practicable. The chief 
prosecutor will not immediately forward the charges to the Convening Authority for 
action in this case. Once the chief prosecutor does so, the Convening Authority makes 
an independent determination as to whether to refer some, all, or none of the charges 
for trial by military commission. If the Convening Authority decides to refer the case to 
trial, he will designate commission panel members (jurors). The chief trial judge of the 
Military Commissions Trial Judiciary then assigns a military judge to the case. 

The Chief Prosecutor, Brigadier General Mark Martins, said upon the swearing of 
charges, "Mr. al Darbi's alleged crimes are serious violations of the law of war that were 
committed to terrorize and wreak havoc on the world economy. We will be prepared to 
proceed toward his trial by reformed military commission if the Convening Authority 
refers charges." 

(iv) Plea agreement with Khan, tied to cooperation in future trials 

On February 14, 2012 the Department of Defense announced that military commission 
charges had been sworn against Majid Shoukat Khan, a Pakistani national who lived in the 
United States from 1996 to early 2002 before returning to Pakistan. See news release, 
available at www.defense.gov/releases/release. aspx?releaseid=15064 . On February 15, 
2012, the Department of Defense announced that the charges had been referred to a 
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military commission. See news release, available at 

www. defense. qov/releases/release.aspx?releaseid=15067 . Mr. Khan is charged with 
conspiracy, murder and attempted murder in violation of the law of war, providing material 
support to terrorism, and spying. Among the allegations in the charge sheet are that Khan 
attempted to assassinate former Pakistani President Pervez Musharraf and delivered 
$50,000 in al Qaeda funding to finance the bombing of the J.W. Marriott hotel in Indonesia 
in August 2003, resulting in the killing of eleven people, wounding at least eighty-one 
others, and severely damaging the hotel. 

On February 29, 2012, Khan pled guilty to all charges pursuant to a pretrial agreement. 
The sentencing hearing in his case was delayed for four years to allow him the opportunity 
to cooperate in other trials. His sentence will be between 19 and 25 years, depending on 
his level of cooperation. See Defense Department news article, available at 
www. defense. qov/News/NewsArticle.aspx?ID=67376 . 



B. NONPROLIFERATION, ARMS CONTROL, AND DISARMAMENT 

1. General 

In August 2012, the State Department released the unclassified version of its report to 
Congress on Adherence to and Compliance with Arms Control, Nonproliferation, and 
Disarmament Agreements and Commitments, submitted pursuant to Section 403 of the 
Arms Control and Disarmament Act, as amended, 22 U.S.C. § 2593a. The report contains 
four parts. Part I addresses U.S. compliance with arms control agreements. Part II discusses 
compliance by Russia and other successor states of the Soviet Union with treaties and 
agreements the United States concluded bilaterally with the Soviet Union. Part III assesses 
compliance by other countries that are parties to multilateral agreements with the United 
States. And Part IV covers compliance with less formal commitments related to arms 
control, nonproliferation, or disarmament, such as the Missile Technology Control Regime 
("MTCR"). The 2012 report covers the period from January 1, 2011 through December 31, 
2011. The report is available at www.state.qov/t/avc/rls/rpt/197085.htm . 

2. Nuclear Nonproliferation 

a. Non-Proliferation Treaty ("NPT") 

(1) P5 Conference on Implementing the NPT 

Representatives of the five permanent members of the UN Security Council (China, France, 
Great Britain, Russia, and the United States of America, or the "P5") met in Washington, 
D.C. from June 27 to 29, 2012, for their third follow-up meeting to the NPT Review 
Conference. At the conclusion of this "Third P5 Conference: Implementing the NPT," the P5 
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issued a joint statement. The joint statement appears below and is also available at 
www. state, qov/r/pa/prs/ps/201 2/06/1 94292. h tm . 



* * * * 

The five Nuclear Nonproliferation Treaty (NPT) nuclear-weapon states, or "P5," met in 
Washington on June 27-29, 2012, in the wake of the 2009 London and 201 1 Paris P5 
conferences to review progress towards fulfilling the commitments made at the 2010 NPT 
Review Conference, and to continue discussions on issues related to all three pillars of the 
NPT — nonproliferation, the peaceful uses of nuclear energy and disarmament, including 
confidence-building, transparency, and verification experiences. 

The P5 reaffirmed their commitment to the shared goal of nuclear disarmament and 
emphasized the importance of working together in implementing the 2010 NPT Review 
Conference Action Plan. The P5 reviewed significant developments in the context of the NPT 
since the 201 1 Paris P5 Conference. In particular, the P5 reviewed the outcome of the 2012 
Preparatory Committee for the 2015 NPT Review Conference, continued their discussion of how 
to report on their relevant activities, and shared views, across all three pillars of the NPT, on 
objectives for the 2013 Preparatory Committee and the intersessional period. The 2012 PrepCom 
outcome included issuance of a P5 statement comprehensively addressing issues in all three 
pillars (NPT/CONF.2015/PC.I712). 

The P5 continued their previous discussions on the issues of transparency, mutual 
confidence, and verification, and considered proposals for a standard reporting form. The P5 
recognize the importance of establishing a firm foundation for mutual confidence and further 
disarmament efforts, and the P5 will continue their discussions in multiple ways within the P5, 
with a view to reporting to the 2014 PrepCom, consistent with their commitments under Actions 
5, 20, and 21 of the 2010 RevCon final document. 

Participants received a briefing from the United States on U.S. activities at the Nevada 
National Security Site. This was offered with a view to demonstrate ideas for additional 
approaches to transparency. 

Another unilateral measure was a tour of the U.S. Nuclear Risk Reduction Center located 
at the U.S. Department of State, where the P5 representatives have observed how the United 
States maintains a communications center to simultaneously implement notification regimes, 
including under the New Strategic Arms Reduction Treaty (New START), Hague Code of 
Conduct Against Ballistic Missile Proliferation (HCOC), and Organization for Security and Co- 
operation in Europe (OSCE) Vienna Document. 

The P5 agreed on the work plan for a P5 working group led by China, assigned to 
develop a glossary of definitions for key nuclear terms that will increase P5 mutual 
understanding and facilitate further P5 discussions on nuclear matters. 

The P5 again shared information on their respective bilateral and multilateral experiences 
in verification, including information on the P5 expert level meeting hosted by the UK in April, 
at which the UK shared the outcomes and lessons from the UK-Norway Initiative disarmament 
verification research project. The P5 heard presentations on lessons learned from New START 
Treaty implementation, were given an overview of U.S. -UK verification work, and agreed to 
consider attending a follow-up P5 briefing on this work to be hosted by the United States. 
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As a further follow-up to the 2010 NPT Review Conference, the P5 shared their views on 
how to discourage abuse of the NPT withdrawal provision (Article X), and how to respond to 
notifications made consistent with the provisions of that article. The discussion included 
modalities under which NPT States Party could respond collectively and individually to a 
notification of withdrawal, including through arrangements regarding the disposition of 
equipment and materials acquired or derived under safeguards during NPT membership. The P5 
agreed that states remain responsible under international law for violations of the Treaty 
committed prior to withdrawal. 

The P5 underlined the fundamental importance of an effective International Atomic 
Energy Agency (IAEA) safeguards system in preventing nuclear proliferation and facilitating 
cooperation in the peaceful uses of nuclear energy. The P5 discussed concrete proposals for 
strengthening IAEA safeguards, including through promoting the universal adoption of the 
Additional Protocol; and the reinforcement of the IAEA's resources and capabilities for effective 
safeguards implementation, including verification of declarations by States. 

The P5 reiterated their commitment to promote and ensure the swift entry into force of 
the Comprehensive Nuclear- Test-Ban Treaty (CTBT) and its universalization. The P5 reviewed 
progress in developing the CTBT's verification regime in all its aspects and efforts towards entry 
into force. Ways to enhance the momentum for completing the verification regime, including the 
on-site inspection component, were explored. The P5 called upon all States to uphold their 
national moratoria on nuclear weapons-test explosions or any other nuclear explosion, and to 
refrain from acts that would defeat the object and purpose of the Treaty pending its entry into 
force. The moratoria, though important, are not substitutes for legally binding obligations under 
the CTBT. 

The P5 discussed ways to advance a mutual goal of achieving a legally binding, 
verifiable international ban on the production of fissile material for use in nuclear weapons. The 
P5 reiterated their support for the immediate start of negotiations on a treaty encompassing such 
a ban in the Conference on Disarmament (CD), building on CD/1864, and exchanged 
perspectives on ways to break the current impasse in the CD, including by continuing their 
efforts with other relevant partners to promote such negotiations within the CD. 

The P5 remain concerned about serious challenges to the non-proliferation regime and in 
this connection, recalled their joint statement of May 3 at the Preparatory Committee of the NPT. 

An exchange of views on how to support a successful conference in 2012 on a Middle 
East zone free of weapons of mass destruction was continued. 

The P5 agreed to continue to meet at all appropriate levels on nuclear issues to further 
promote dialogue and mutual confidence. The P5 will follow on their discussions and hold a 
fourth P5 conference in the context of the next NPT Preparatory Committee. 

* * * * 



(2) U.S. statement on the NPT at the UNGA First Committee 

On October 17, 2012, Ambassador Laura E. Kennedy, U.S. Representative to the Conference 
on Disarmament, addressed the First Committee of the UN General Assembly at its 67 th 
session. Ambassador Kennedy's remarks, excerpted below and available at 
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www. state. qov/t/avc/rls/200048. htm, include a discussion of efforts to fulfill the NPT 
Action Plan. 



* * * * 

The five NPT nuclear- weapon states are engaging intensively on a wide range of topics related to 
all three pillars of the NPT Action Plan: nuclear disarmament, nonproliferation, and peaceful 
uses. Washington hosted the latest in a series of P5 Conferences this past June to review and plan 
P5 progress in fulfilling the NPT Action Plan. This followed the 2009 Conference in London and 
the 201 1 Conference in Paris. As my good colleague Ambassador Wu reported last week, we are 
working on a common glossary of nuclear terms; focusing on transparency, reporting, confidence 
building, and verification; working toward entry into force of the Comprehensive Nuclear- Test- 
Ban Treaty (CTBT) and commencement of FMCT negotiations; and engaging on International 
Atomic Energy Agency (IAEA) safeguards and the NPT withdrawal issue. Let me commend to 
your attention copies of the P5 statement from that conference, which are at the back of the 
room. 

We also recognize our responsibilities, along with the Russian Federation, as the 
countries holding the largest nuclear arsenals. The United States and the Russian Federation are 
successfully implementing the New START treaty, which is the most comprehensive nuclear 
disarmament agreement in 20 years. When Treaty reductions are completed, we will have cut 
American and Russian deployed nuclear weapons to their lowest levels since the 1950s. On-site 
inspections, data exchanges, notifications, and consultations are providing a very detailed picture 
of U.S. and Russian strategic forces, enabling each side to confirm the accuracy of each other's 
nuclear disarmament activities. Its verification regime is, in some ways, the most intrusive 
nuclear disarmament verification regime yet, and it is setting an important precedent for future 
negotiations. 

The United States is committed to step-by-step reductions, including the pursuit of 
further reductions with Russia in all categories of nuclear weapons — strategic and non-strategic, 
deployed and non-deployed. We have begun a bilateral dialogue on strategic stability that can lay 
the groundwork for future negotiations. 

Now, as we make deep reductions and pursue additional ones, I would like to underscore 
that U.S. policy prohibits the development of new nuclear warheads. The United States is neither 
developing new nuclear weapons, nor are we pursuing any new nuclear missions. The 
expenditures we are making in infrastructure and necessary safety improvements should not be 
conflated or confused with nuclear weapons development. 

Another area where we have seen significant progress this past year is in the 
advancement of nuclear- weapon-free zone treaties. The United States has worked actively to 
extend legally binding negative security assurances under these treaties. We have submitted to 
the U.S. Senate for advice and consent to ratification the relevant protocols to the Treaties of 
Pelindaba and Rarotonga. We are working for P5 signature of the Protocol to the Treaty of 
Bangkok as soon as possible. After some preliminary discussions we expect that the pace of 
consultations with the parties to the Central Asia Nuclear- Weapon-Free Zone Treaty will begin 



Editor's note: The statement from the P5 conference referenced by Ambassador Kennedy appears in section 
B.2.a(l), supra. 
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to accelerate. We are also very pleased to report that the P5 and Mongolia recently made parallel 
declarations regarding Mongolia's nuclear- weapon-free status. This is the capstone of many 
years of effort by Mongolia, the P5, and the United Nations, and will be included in a First 
Committee resolution that we sincerely hope will be adopted by consensus. 

More broadly, the United States has in place a declaratory policy that it will not use or 
threaten to use nuclear weapons against non-nuclear weapon states that are Party to the NPT and 
in compliance with their nuclear non-proliferation obligations. 

In that spirit, we continue our work to implement the 2010 NPT Review Conference 
Final Document Action Plan and strengthen all three pillars of the NPT. In addition to our 
disarmament activities, we are working with the IAEA and Member States to resolve all cases of 
noncompliance with nonproliferation obligations and to strengthen safeguards, including by 
ensuring the IAEA has the support necessary to fulfill its essential verification mission, and we 
are continuing our efforts to make the Additional Protocol universal. We continue, as many 
states here have noted, to have grave concerns about non-compliance by Iran, the DPRK, and 
Syria with their nonproliferation and UN Security Council obligations. As noted by my Acting 
Under Secretary Gottemoeller in our opening statement, these cases undermine confidence in the 
nonproliferation regime and they stand in the way of our shared disarmament goals. They also 
threaten international security. The international community must insist on a return to 
compliance, in keeping with the NPT Action Plan. 

We are enhancing support for the NPT's vital third pillar, the peaceful use of nuclear 
energy, not only to strengthen the regime, but to contribute to economic development. In 
addition to our long-standing support to the IAEA's Technical Cooperation Fund, we pledged 
$50 million to the IAEA's Peaceful Uses Initiative between 2010 and 2015, and we have already 
provided approximately $21 million. Funded projects are benefitting over 120 countries under 
that new program. We welcome the partnership of the twelve other countries that have joined by 
contributing to this important IAEA initiative. 

We believe that the entry into force of the Comprehensive Nuclear- Test-Ban Treaty will 
play a central role in leading the world towards a diminished reliance on nuclear weapons, 
reduced nuclear competition, and eventual nuclear disarmament. The CTBT will constrain the 
development and qualitative improvement of nuclear weapons as well as the development of 
advanced types of nuclear weapons. We are fully committed to pursuing ratification of the 
Treaty and its eventual entry into force. 

The United States is actively working to reduce its holdings of fissile material stocks that 
could be used in nuclear weapons. Under the U.S. -Russian Plutonium Management and 
Disposition Agreement (PMDA), each side will verifiably dispose of no less than 34 metric tons 
of weapon-grade plutonium — enough in total for 17,000 nuclear weapons. The PMDA entered 
into force in 201 1, and our two countries are working toward an agreement on verification 
provisions with the IAEA. Once disposed of, this plutonium will be in a form that cannot be used 
for nuclear weapons. It is irreversible. 

A verifiable treaty to prohibit the production of fissile material for use in nuclear 
weapons is necessary if we are to create the conditions for a world without nuclear weapons. An 
FMCT is an absolutely essential step for global nuclear disarmament and the next logical step in 
halting the increase of nuclear arsenals. 

As a practical matter, the CD — which includes every major nuclear capable state, 
operates by consensus, and allows members to ensure their national security concerns are met. 
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It remains the optimal place to negotiate a multilateral FMCT. However, when it comes 
to what is in the best interest of international security, the venue for FMCT negotiations is less 
important than achieving a credible treaty, and for a treaty to be credible, the states most directly 
affected by FMCT should be involved in its negotiation. 

* * * * 

(3) Nuclear-weapon-free status 

On September 17, the P5 and the Permanent Representative of Mongolia to the UN signed 
parallel political declarations regarding Mongolia's self-declared nuclear-weapon-free 
status. See State Department media note, available at 

www, state. qov/r/pa/prs/ps/2012/09/197873. htm . The declaration by Mongolia confirmed 
its compliance with the NPT. 

b. Comprehensive Nuclear Test Ban Treaty 

On September 26, 2012, Acting Under Secretary of State for Arms Control and International 
Security Rose Gottemoeller delivered remarks on the status and prospects for the 
Comprehensive Nuclear Test Ban Treaty ("CTBT") on the occasion of the 20 th anniversary of 
the last underground nuclear explosive test conducted by the United States. Her speech is 
excerpted below and available in full at www. state. gov/t/us/198244. htm . For background 
on the Obama administration's determination to seek ratification of the CTBT, see Digest 
2009 at 764-66. 



* * * * 

The last U.S. explosive nuclear test is not the only anniversary happening this week. Sixteen 
years ago, this Monday, the Comprehensive Nuclear Test-Ban Treaty (CTBT) was opened for 
signature. The United States signed the Treaty that same day. 

U.S. ratification of the CTBT is in our national security interest. As stated in the April 
2010 U.S. Nuclear Posture Review: "Ratification of the CTBT is central to leading other nuclear 
weapons states toward a world of diminished reliance on nuclear weapons, reduced nuclear 
competition, and eventual nuclear disarmament." 

Since we have maintained a 20-year moratorium on explosive nuclear testing, our 
policies and practices are consistent with the central prohibition of the Treaty. But ratification of 
the CTBT would be a significant affirmation of the importance the United States attributes to the 
international nonproliferation regime. More importantly, by hastening the day the Treaty enters 
into force, U.S. ratification would concretely contribute to reducing the role of nuclear weapons 
in international security. 

With a global ban on nuclear explosive tests, states interested in pursuing nuclear 
weapons programs would have to either risk deploying weapons uncertain of their effectiveness, 
or face international condemnation for conducting nuclear tests. The CTBT would also subject 
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suspected violators to the threat of intrusive on-site inspections — a further deterrent to those 
states tempted to carry out a nuclear test in the hope that it can be covered up. 

It has been 12 years since the Senate voted against ratification of the Treaty. This 
Administration has been reviewing the lessons learned and it is clear the lack of support 
stemmed from concerns regarding the verifiability of the Treaty and our ability to ensure the 
continuing safety and reliability of America's nuclear deterrent without nuclear explosive testing. 

As I have already outlined with regard to our nuclear deterrent, our extensive surveillance 
methods and computational modeling developed under the Stockpile Stewardship Program over 
the last 15 years have allowed our nuclear experts to understand how nuclear weapons work and 
age even better than when nuclear explosive testing was conducted, as our national laboratory 
directors themselves affirmed to the Vice President. 

The Treaty's verification regime has also grown exponentially over the last decade. 
Today, the International Monitoring System (IMS) is roughly 85 percent complete and when 
fully completed, there will be IMS facilities in 89 countries spanning the globe. At entry into 
force, the full body of technical data gathered via the International Monitoring System will be 
available for verification purposes to all States Parties. 

This system is already at work. It detected the two nuclear explosive tests announced by 
North Korea, and its capabilities will continue to improve as the system is completed. In 
addition, with the Fukushima nuclear crisis, we have seen the utility of the IMS for non- 
verification related purposes, such as tsunami warnings and tracking radioactivity from reactor 
accidents. 

Entry into force also will bring to bear the option for an on-site inspection, which will 
help clarify ambiguities regarding a possible nuclear test. 

Taken as a whole, the Treaty's robust verification regime, which supplements our own 
state-of-the-art capabilities for monitoring, our national technical means, will severely challenge 
any state trying to conduct militarily significant explosive nuclear tests that escape detection. 

As we look towards ratification of the CTBT, we acknowledge that the process will not 
be easy. 

That said, the New START ratification process reinvigorated interest in the topic of 
nuclear weapons and arms control on Capitol Hill. I am optimistic that interest will continue as 
we engage with Members and staff on this Treaty. 

I like to think of our efforts thus far as an "information exchange." We are working to get 
the facts out to Members and staff, many of whom have never dealt with this Treaty. We know 
that the key underlying issues are very technical in nature and we want people to absorb and 
understand the rationale behind it, that the Treaty is in the U.S. national security interest. There 
are no set timeframes to bring the Treaty to a vote, and we are going to be patient, but we will 
also be persistent. 

To aid in further understanding of the Treaty, the Administration commissioned a number 
of classified and unclassified reports, including an updated National Intelligence Estimate and an 
independent National Academy of Sciences report, to assess the ability of the United States to 
monitor compliance with the treaty and the ability of the United States to maintain, in the 
absence of nuclear explosive testing, a safe, secure and effective nuclear arsenal so long as these 
weapons exist. Those reports and related materials will provide a wealth of information as the 
Senate considers the merits of ratification of the CTBT. 

Of course, we do not expect people to be in receive-only mode - we anticipate and look 
forward to many substantive questions that will undoubtedly come from the Hill. 
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Looking outward, the Administration has been calling on the remaining Annex 2 States to 
join us in moving forward toward ratification. There is no reason for them to delay their own 
ratification processes because the U.S. has not yet ratified. 

* * * * 



c. Fissile Material Cut-off Treaty 

On January 24, 2012, Assistant Secretary Gottemoeller** addressed the UN Conference on 
Disarmament ("CD") in Geneva. Excerpts follow from her discussion of the need for 
progress at the CD on the Fissile Material Cut-off Treaty ("FMCT"). Her remarks are 
available in their entirety at www.state.Qov/t/avc/rls/182385.htm . See Digest 2009 at 766- 
68 for prior developments in FMCT negotiations. 



* * * * 

Despite herculean efforts by a number of CD Member States, the CD continues to languish, and 
a Fissile Material Cutoff Treaty (FMCT), the next logical and necessary step in the multilateral 
nuclear disarmament process, remains no closer to negotiation. 

We did see some rays of hope last year. Australia and Japan hosted a series of extensive 
FMCT technical experts' discussions on the CD's margins that allowed the international 
community an opportunity to exchange views and gain perspectives in a sustained and organized 
way. The Chairs' summaries of these discussions will make a useful contribution to our 
collective body of knowledge when eventual FMCT negotiations begin. 

The United States initiated consultations among the P5 and others on unblocking FMCT 
negotiations in the CD and to prepare our own countries for what certainly will be a prolonged 
and technically challenging negotiation. 

Last summer, the Secretary-General of the United Nations asked Member States to 
continue their dialogue on ways to improve the operation and effectiveness of the UN's 
multilateral disarmament machinery, in particular the CD. 

In the view of the United States, all of these efforts have been worthwhile, but 
regrettably, none has achieved the desired result of moving this body forward on FMCT 
negotiations and work on other important issues. 

Mr. President, when Secretary of State Hillary Clinton addressed the CD last February, 
she had stressed that, "Global nuclear security is too important to allow this matter [FMCT] to 
drift forever." 

At the most recent session of the UNGA First Committee, we all witnessed and 
experienced the growing international frustration with the status quo here in Geneva. Not 



Editor's note: In February 2012, President Obama designated Rose Gottemoeller as the Acting Under Secretary 
for Arms Control and International Security. Acting Under Secretary Gottemoeller continued to serve 
simultaneously as Assistant Secretary for Arms Control, Verification and Compliance, a position she held since 
2009. 
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surprisingly, and with no small amount of justification, many in the international community are 
losing patience with the current situation in the CD. 

Every government represented in this room has national security concerns and 
obligations associated with an FMCT, including my own. But as responsible governments, we 
also have a collective obligation to and responsibility for international peace and security, to 
which an FMCT would significantly contribute. 
An FMCT Is As Vital As Ever 

The FMCT is not some sort of deliberate diversion from "real" nuclear disarmament. 
Along with the CTBT, an FMCT is an absolutely essential step for global nuclear disarmament. 
Simply stated, we can't get to the end, if we don't start at the beginning. A verifiable end to the 
production of fissile material for use in nuclear weapons is necessary if we are to create the 
conditions for a world without nuclear weapons. How can we make progress towards a world 
without nuclear weapons while some states continue to produce the key component for building 
up their nuclear arsenals? 

A universal halt to the production of fissile materials for use in nuclear weapons is 
essential. Some states have already declared a moratorium on such production, but others have 
not. Some, such as the United States, have reduced their military stocks of fissile material, 
whereas others are actively engaged in further production. The path to a world without nuclear 
weapons will require many steps. The next logical step in halting the increase of nuclear arsenals 
is an FMCT. 

Mr. President, in Action 15 of the 2010 NPT Review Conference Final Document's 
Action Plan, all States Parties agreed that the CD should begin immediate negotiation of an 
FMCT. The United States remains firmly committed to an FMCT as a tangible contribution to 
our "full, effective and urgent implementation of article VI," as stated in that Action Plan. As the 
2015 NPT review process gets under way this year, every NPT State Party has a responsibility to 
help make an FMCT a reality. In fact, every nation should share in the work that will create the 
conditions necessary to achieve a nuclear-weapons-free world. 

* * * * 



d. Nuclear Security and Safety 

On April 10, 2012, Ambassador Bonnie D. Jenkins, Coordinator for Threat Reduction 
Programs in the Bureau of International Security and Nonproliferation at the U.S. 
Department of State, addressed the Council on Foreign Relations on the 2012 Nuclear 
Security Summit in Seoul that was held on March 26-27. Her remarks are excerpted below 
and available in full at www.state.gov/ t/isn/rls/ rm/ 1 8 774 7.htm . 



* * * * 

I was fortunate to be in Seoul last month where 58 world leaders stood united in their continued 
commitment toward nuclear security. The Seoul Summit was another milestone in our global 
efforts at securing vulnerable nuclear material and preventing nuclear terrorism. The Summit 



647 



Digest of United States Practice in International Law 



consisted of a number of progress reports made by participants, a number of "gift baskets" made 
by several nations and a number of joint statements. 
Progress Reports 

Regarding the progress reports on efforts made by participants based on their 2010 
commitments; 90 percent of the country commitments made in Washington have already been 
fulfilled. I won't go into them in detail but they are on the Department of State hosted Nuclear 
Security Summit website. Each leader made statements at the Summit that outlined concrete 
steps taken to promote the security of nuclear materials. 
Gift Baskets 

These include the following: National Legislation Implementation Kit on Nuclear 
Security, led by Indonesia. Several nations joined the statement in support. The kit would help 
States develop a more comprehensive national legislation on nuclear security in accordance with 
their own respective internal legal processes. States that signed up this gift basket agreed to work 
with IAEA to explore concrete ways forward to develop the kit. 

Nuclear Security Information led by the United Kingdom focused on the need to prevent 
non-state actors from obtaining information, technology, or expertise required to acquire or use 
nuclear materials for malicious purposes, or to disrupt information technology based control 
systems at nuclear facilities. This gift basket focused on national guidance and grading system 
for nuclear information security. 

Cooperation on Counter Nuclear Smuggling; Nations that signed on to this gift basket 
have taken steps to build national capacities to counter nuclear smuggling. These include 
increased law enforcement and intelligence efforts to investigate nuclear smuggling networks, 
increasing use of radiation detection systems and measures to find materials outside of regulatory 
controls, etc. These states pledged to continue these efforts in the future, promoting the security 
of nuclear materials while in transit and establishing and coordinating centers of excellence. 
Joint Statements 

Some of the joint statements include the following: 

Trilateral Announcement by The United States, Mexico, and Canada on the completion 
of a joint nuclear security project to convert the fuel in Mexico's research reactor from HEU to 
low enriched uranium. 

Joint Statement on Outreach efforts: Importance of continuing efforts to reach those 
nations that did not attend the Summit (Thailand, Morocco, Chile, Poland and Nigeria). 

Joint Statement by France, Belgium, the Netherlands and the US on HEU minimization. 
Belgium, France and Netherlands agreed to convert the use of HEU to LEU by 2015. The US 
will provide limited exports of HEU to Europe until those nations complete this conversion in 
2015 to ensure a reliable source of medical isotopes. These countries plan to remove excess scrap 
material from Europe and ship to the US. 

The United States, Russia and Kazakhstan unveiled the near competition of a joint project 
to eliminate the remnants of past nuclear testing activities at the former Semipalatinsk nuclear 
test site. More than dozen weapons worth of nuclear material was removed from the area and 
other nuclear material is now safely secured. 

Other significant accomplishments include: 



Editor's note: Links to the referenced website and the joint statements mentioned by 
Ambassador Jenkins are available at www, state. zov/t/isn/nuclear security summit/2012/ . 
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We're also using every tool at our disposal to break up black markets and nuclear 
material. Countries like Georgia and Moldova have seized highly enriched uranium from 
smugglers. Jordan and others are building their own counter-nuclear smuggling teams within a 
global network of intelligence and law enforcement. 

20 New Nations joined the amended Convention on the Physical Protection of Nuclear 
Material with the total now of 55 nations. 

14 new nations ratified the International Convention for the Suppression of Acts of 
Nuclear Terrorism with a total now of 79 nations. 

10 additional nations are in the process today of ratifying these two conventions. The 
United States and Sweden announced the successful removal of plutonium from Sweden. We're 
moving forward with Russia to eliminate enough plutonium for about 17,000 nuclear weapons 
and turn it into electricity. 

Since the April 2009 speech of President Obama, efforts significantly accelerated to 
remove all HEU from 8 countries over a two-year period. HEU has now been removed from 21 
countries: Brazil, Bulgaria, Chile, Columbia, Denmark, Greece, Latvia, Libya, Mexico, 
Philippines, Portugal, Romania, Serbia, Slovenia, South Korea, Spain, Sweden, Taiwan, 
Thailand, Turkey and Ukraine. 

All U.S. domestic research reactors that could be converted with existing, licensed fuel 
are operating on low enriched uranium. 

We've seen a number of major accomplishments since the 2010 Summit in relevant 
initiatives, for example: 

The extension of the 24-member G8 Global Partnership Against the Spread of Weapons 
and Materials of Mass Destruction. A statement was released by the G-8 Global Partnership of 
contributions by partners to the IAEA Nuclear Security Fund NSF of over $55 million since 
2010. 

Expanded membership of the Global Initiative to Combat Nuclear Terrorism with 6 new 
countries joining (Argentina, Mexico, Philippines, Singapore, Thailand, and Vietnam). 

The extension of UN Security Council Resolution 1540. We are working very closely 
with our international partnerships to help implement and coordinate assistance requests for 
United Nations Security Council Resolution 1540. 

Summit participants also discussed some topics new to the Summit process such as 
nuclear safety and radiological terrorism. 

At the end of the Summit, countries agreed to a detailed Communique that sets out 1 1 
priority areas in nuclear security that reflect some of the gift baskets: the global nuclear security 
architecture, the role of the IAEA, security, accounting, and control of nuclear materials and 
minimizing the use of highly-enriched uranium, radioactive sources, nuclear security and safety, 
transportation security, combating illicit trafficking, nuclear forensics, nuclear security culture, 
information security and international cooperation. 

* * * * 



The Seoul Communique is available at www.cfr.org/proliferation/seoul-communiqu-2012-nuclear-security- 
summit/p27735 . 
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e. Country-specific issues 

(1) Democratic People's Republic of Korea ("DPRK" or "North Korea") 

At the beginning of 2012, the United States continued the process of engaging North Korea 
in bilateral discussions regarding denuclearization and steps to be taken to permit 
resumption of the Six-Party Talks. On February 23-24, 2012, a U.S. delegation attended a 
third exploratory round of bilateral talks in Beijing, the first discussions with North Korea 
since the death of Kim Jong-ll and the assumption of power by Kim Jong-Un. A State 
Department press statement on February 29, 2012, available at 

www, state. qov/r/pa/prs/ps/2012/02/184869. htm, reported some limited progress, with 
the DPRK agreeing to implement a moratorium on long-range missile launches, nuclear 
tests and nuclear activities at Yongbyon, including uranium enrichment activities, and to the 
return of IAEA inspectors. Administration officials provided a briefing on the February talks, 
available at www.state.qov/r/pa/prs/ps/2012/02/184924.htm . 

However, in April 2012, North Korea attempted to launch a satellite using ballistic 
missile technology in contravention of UN Security Council resolutions. The Security Council 
quickly condemned the launch, issuing a unanimous presidential statement on April 16, 
2012. U.N. Doc. S/PRST/2012/13. The State Department issued a fact sheet on the 
presidential statement, which is available at 

http://usun.state.gov/briefinq/statements/187937.htm . The G8 foreign ministers also 
issued a joint statement, available at www.state. qov/r/pa/prs/ps/2012/04/187834. htm, 
condemning the launch and urging the DPRK to meet its international commitments. 
Ambassador Rice described the significance of the presidential statement in remarks at the 
Security Council on April 16, 2012, available at 
http://usun.state.aov/briefing/statements/187939.htm : 

Critically, the Security Council made clear that there will be consequences for any future 
North Korean launch or nuclear test. If North Korea chooses again to defy the 
international community, then the Council has expressed its determination to take 
action accordingly. In this PRST, the Security Council underscored that any such launch- 
no matter whether it is called a satellite or a space launch vehicle— is a "serious 
violation" of Security Council resolutions 1718 and 1874. The Council also deplored that 
this launch has caused grave security concerns in the region. 

The Security Council demanded that North Korea not proceed with any further 
launches using ballistic missile technology and that North Korea comply with its 
obligations under previous Security Council resolutions by suspending all activities 
related to its ballistic missile program and reestablish a moratorium on missile launches. 
The Security Council also demanded that North Korea comply immediately with its 
obligations under previous Security Council resolutions, including that it abandon its 
nuclear programs, cease all related activities, and not conduct any further launch, any 
nuclear test, or any further provocation. 
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To ensure that there is a consequence for North Korea's launch, this PRST also 
provides for new sanctions. The Security Council directed its North Korea Sanctions 
Committee to designate additional North Korean entities, including companies, to be 
subject to an asset freeze, as well as to identify additional proliferation-sensitive 
technology to be banned for transfer to and from North Korea. The Committee will also 
take several other actions to improve enforcement of existing sanctions. 

By the end of the year, North Korea further demonstrated its unwillingness to uphold its 
commitments and abide by UN Security Council resolutions, launching a multi-stage rocket 
using ballistic missile technology on December 11, 2012. The United States and the 
international community, in particular the UN Security Council, condemned the launch. See 
remarks of Ambassador Susan Rice after Security Council consultation on North Korea on 
December 12, 2012, available at http://usun.state.gov/briefinq/statements/201940.htm . 
For a discussion of sanctions imposed in 2012 related to North Korea's nuclear program, see 
Chapter 16.A.3.a. 

(2) Iran 

For a discussion of sanctions imposed in 2012 relating to Iran's nuclear program, see 
Chapter 16. A. 2. On March 21, 2012, Ambassador Rosemary DiCarlo, U.S. Deputy Permanent 
Representative to the UN, delivered remarks at the Security Council on Iran and 
implementation of Resolution 1737. The portion of her remarks calling for further action by 
the 1737 Committee appears in Chapter 16. Her remarks about the latest report by the 
Director General of the International Atomic Energy Agency ("IAEA") and efforts to engage 
with Iran appear below. The full text of her remarks is available at 
http://usun.state.aov/briefing/statements/186576.htm . 



* * * * 

Mr. President, Iran's illicit nuclear program presents a grave threat to international peace and 
security. Today we are confronted with an unsustainable and dangerous status quo. Without swift 
and serious progress to resolve the international community's doubts about Iran's nuclear 
program, there will be further instability in an already tense region. 

Since our last meeting, the Director General of the IAEA has released yet another report, 
which once again affirmed that Iran is not complying with its international nuclear obligations 
and is not cooperating fully with the IAEA. 

The Director General reports that Iran continues to make progress in its nuclear program. 
Iran has begun to enrich uranium to the near 20-percent level at the previously covert Fordow 
Fuel Enrichment Plant, which is buried in a hardened bunker underground near Qom. Iran has 
tripled its capacity to produce such uranium, which is much closer to weapons grade. 

In spite of good-faith outreach by the IAEA, Iran has chosen to stonewall it rather than to 
offer any real cooperation. Iran twice denied IAEA requests to visit a nuclear facility at Parchin, 
where the Director General reported that Iran may have conducted high-explosive tests relating 
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to the development of a nuclear weapon. We all know what full cooperation with the IAEA looks 
like. Mr. President, this is not even minimal cooperation. 

* * * * 

Mr. President, the United States remains determined to prevent Iran from acquiring a 
nuclear weapon. And we remain committed to doing so through a comprehensive diplomatic 
approach, which includes substantive engagement and unprecedented pressure. 

As part of this strategy, on March 6, the European Union High Representative, on behalf 
of the P5+1, offered to resume talks with Iran as part of a sustained process that leads to real 
progress in resolving our long-standing concerns with Iran's nuclear program. P5+1 political 
directors held preparatory meetings in Brussels yesterday, and efforts are underway to schedule 
the next round soon. 

It is our firm view that resolving this issue will require Iran to come to the table quickly 
and seriously to discuss in a forthright way how to establish that the intentions of their nuclear 
program are, as they claim, peaceful. There are verifiable steps Iran can take to be in compliance 
with its obligations. Such steps would provide the world assurance that Iran is not pursuing a 
nuclear weapon. The question is whether in these upcoming negotiations, Iran shows itself to be 
moving clearly and credibly in that direction. Mr. President, we and our partners remain ready to 
engage with Iran on the basis of the framework proposed by the P5+1 .... 

* * * * 

(3) Russia 

(i) Executive Order blocking property related to disposition of Russian HEU 

On June 25, 2012, President Obama issued Executive Order 13617, "Blocking Property of 
the Government of the Russian Federation Relating to the Disposition of Highly Enriched 
Uranium Extracted From Nuclear Weapons." 77 Fed. Reg. 38,459 (June 27, 2012). In a letter 
to Congress conveying the executive order, excerpted below, President Obama explained 
the need for Russian assets related to the disposition of HEU to be protected from possible 
attachment, garnishment, or other judicial process. Daily Comp. Pres. Docs. 2012 No. 00511 
(June 25, 2012). 



* * * * 

A major national security goal of the United States is to ensure that fissile material removed from 
Russian nuclear weapons pursuant to various arms control and disarmament agreements is 
dedicated to peaceful uses, subject to transparency measures, and protected from diversion to 
activities of proliferation concern. The United States and the Russian Federation entered into an 
international agreement in February 1993 to deal with these issues as they relate to the 
disposition of HEU extracted from Russian nuclear weapons (the "HEU Agreement"). The HEU 
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Agreement provides for 500 metric tons of HEU to be converted to LEU over a 20- year period. 
This is the equivalent of 20,000 nuclear warheads. 

Additional agreements were put in place to effectuate the HEU Agreement, including 
agreements and contracts on transparency, on the appointment of executive agents to assist in 
implementing the agreements, and on the disposition of LEU delivered to the United States 
(collectively, the "HEU Agreements"). Under the HEU Agreements, the Russian Federation 
extracts HEU metal from nuclear weapons. That HEU is oxidized and blended down to LEU in 
the Russian Federation. The resulting LEU is shipped to the United States for fabrication into 
fuel for commercial reactors. 

The HEU Agreements provide for the Russian Federation to receive money and uranium 
hexafluoride in payment for each shipment of LEU converted from the Russian nuclear weapons. 
The money and uranium hexafluoride are transferred to the Russian Federation executive agent 
in the United States. 

The executive branch and the Congress have previously recognized and continue to 
recognize the threat posed to the United States national security from the risk of nuclear 
proliferation created by the accumulation of weapons-usable fissile material in the Russian 
Federation. This threat is the basis for significant programs aimed at Cooperative Threat 
Reduction and at controlling excess fissile material. The HEU Agreements are essential tools to 
accomplish these overall national security goals. The Congress has repeatedly demonstrated 
support for these agreements. 

Payments made to the Russian Federation pursuant to the HEU Agreements are integral 
to the operation of this key national security program. Uncertainty surrounding litigation and the 
possible attachment, garnishment, or other judicial process that could impede these payments 
could lead to a long-term suspension of the HEU Agreements, which creates the risk of nuclear 
proliferation. This is an unacceptable threat to the national security and foreign policy of the 
United States. 

* * * * 

(ii) Russia's accession to the NEA 

On May 23, 2012, the Organization for Economic Cooperation and Development ("OECD") 
hosted a ceremony to invite Russia to join the Nuclear Energy Agency ("NEA"). The State 
Department issued a media note welcoming the step. See May 23, 2012 media note, 
available at www.state.qov/r/pa/prs/ps/2012/05/190699.htm . The media note explained 
that Russia had requested membership in the NEA, which is an intergovernmental agency 
within the OECD that assists its member states in "maintaining and further developing the 
scientific, technological and legal bases required for a safe, environmentally friendly and 
economical use of nuclear energy for peaceful purposes." 

3. G8 Global Partnership 

On December 14, 2012, the United States welcomed Mexico as the 25 th member of the G8 
Global Partnership Against the Spread of Weapons and Material of Mass Destruction 
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("Global Partnership"). See media note, available at 

www.state.qov/r/pa/prs/ps/2012/12/202075.htm . The Global Partnership, which began in 
2002, addresses nuclear and radiological security, biosecurity, scientist engagement, and 
facilitates the implementation of UN Security Council Resolution 1540 through cooperative 
projects. The G8 determined at its summit in 2011 to extend the Global Partnership beyond 
its original 10-year term. For more information about the Global Partnership, see 
www. state. qov/t/isn/qp2013/index. htm . 

4. Implementation of UN Security Council Resolution 1540 

On April 19, 2012, the UN Security Council issued a presidential statement on nuclear non- 
proliferation in which it reaffirmed Resolution 1540. U.N. Doc. S/PRST/2012/14. The United 
States held the presidency of the Security Council in April when the presidential statement 
was issued. The presidential statement on nuclear non-proliferation is excerpted below and 
also available at http://usun.state.gov/briefinq/statements/188157.htm . 



* * * * 

The Security Council reaffirms that proliferation of weapons of mass destruction, and their 
means of delivery, constitutes a threat to international peace and security. 

The Security Council remains gravely concerned about the threat of terrorism, and the 
risk that non-state actors may acquire, develop, traffic in or use weapons of mass destruction and 
their means of delivery. 

The Security Council reaffirms the need for all Member States to comply fully with their 
obligations and fulfill their commitments in relation to arms control, disarmament and non- 
proliferation in all its aspects of all weapons of mass destruction and their means of delivery. 

The Security Council reaffirms its support for the multilateral treaties whose aim is to 
eliminate or prevent the proliferation of nuclear, chemical or biological weapons and the 
importance for all States Parties to these treaties to implement them fully in order to promote 
international stability. 

The Security Council reaffirms resolution 1540 of 2004, which affirms that States shall 
take effective measures to prevent non-state actors from acquiring weapons of mass destruction 
and their means of delivery and to establish domestic controls to prevent proliferation of nuclear, 
chemical or biological weapons, their means of delivery and related materials, recognizes States' 
progress in implementing resolution 1540 (2004), endorses the work carried out by the 
Committee established [pursuant] to resolution 1540 (2004), and, in that regard, recalls 
resolution 1977 (2011), which extends the mandate of the 1540 Committee for ten years. 

* * * * 

On July 13, 2012, Ambassador Jenkins delivered remarks on assistance and partnering 
opportunities to implement UN Security Council Resolution 1540 at a conference on 
Resolution 1540 hosted by Poland. Ambassador Jenkins' remarks, excerpted below, are 
available in full at www. state. qov/t/isn/rls/rm/195067. htm . For background on Resolution 
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1540, see Digest 2004 at 1092-118; Digest 2006 at 1267; Digest 2008 at 1007-8; Digest 2009 
at 780-81; and Digest 2011 at 609-10. 



* * * * 

United Nations Security Council Resolution (UNSCR) 1540 provides an important part of the 
international legal foundation and direction for all nations to play a role in the nonproliferation of 
weapons of mass destruction (WMD). It also provides a mechanism whereby nations that need 
assistance to fulfill their 1540 obligations can seek such assistance, and for other nations with the 
ability to do so to provide the assistance requested. This process of matching assistance requests 
under 1540 with funding promotes the ability of 1540 to address today's WMD threat. 

However, meeting the assistance needs is not an automatic process. Other mechanisms in 
addition to UNSCR 1540 itself are needed to help promote 1540 assistance requests and that 
1540 implementation assistance, both bilateral and multilateral, is partnered with the right 
entities to efficiently implement the resolution. 

In the view of the United States, it is important to use the momentum established by the 
extension of the 1540 Committee mandate in 201 1 and the outcome of the recent Nuclear 
Security Summit in Seoul to reenergize activities aimed at achieving full implementation. We 
want to enhance awareness worldwide about the importance of UNSCR 1540 and remind 
countries that 1540 is a vital part of the global nonproliferation architecture; focus countries on 
the benefits that 1540 has to their respective national security; and work to improve how 
implementation is being pursued both nationally and through regional and international 
organizations. 

The decision in April 201 1 to extend the mandate of the 1540 Committee for ten years 
marked a seminal moment in these efforts. Extending the Committee mandate was absolutely the 
right step, as it allows all countries to focus their respective and collective energy on the real task 
of achieving full implementation. Momentum in support of 1540 implementation continues to 
build. 1540 is a consistently recognized part of the global WMD nonproliferation architecture, 
and it stands as a unique mechanism to strengthen international security. The extension also 
signals the Council's recognition that full implementation requires a long-term commitment. 
Strategies must be developed that will continue the momentum already realized, and that will 
promote the capacity — and political commitment — needed to attain full implementation by all 
countries. 

Actions to implement 1540 can simultaneously strengthen border, port, and aviation 
management and security, improve mechanisms to prevent illicit trafficking, fortify public health 
protections, and contribute in other ways to improving overall security. In this respect, 
partnerships and mechanisms that can promote implementation of UNSCR 1540 not only 
promote adherence by all nations to 1540 WMD-related obligations but more importantly, 
promotes the overall and important goal of a safer and more secure world. 

One such area of partnerships includes partnering with states willing to host events and 
activities to promote 1540. One of the biggest challenges to the implementation of the 1540 
commitments is the fact that many nations do not have either an understanding of the 1540 
obligations or the capacity to fulfill those obligations. When states take it upon themselves to 
host events and engage in other efforts to promote 1540, those states help with the global 
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implementation of this important resolution. These types of national efforts are a great 
partnership with 1540. 

In this respect, I would like to congratulate Poland on hosting this event. In addition to 
Poland, other nations have hosted or sponsored 1540 or 1540-relevant conferences. These 
include Russia, Norway, Tajikistan, the U.S., Colombia, Serbia, Ethiopia, Romania, U.A.E., 
Indonesia, Kenya, Austria, France, Panama, Mexico, Saudi Arabia, the Philippines, and Malta. 

In addition to such national efforts to promote 1540, there are increasing regional 
approaches in the field of WMD nonproliferation and combating WMD terrorism. Regional 
mechanisms provide opportunities to raise awareness in many states simultaneously of 1540 
obligations, and take account of the fact that many threats are regional. By addressing threats 
regionally, there also can be a reduction in the opportunities for proliferators and terrorists to 
look for a weak link within a region to accomplish their proliferation goals. 

By developing partnerships with organizations such as the African Union, the 
Organization of American States, the Organization for Security and Cooperation in Europe 
(OSCE), the League of Arab States, and the Association of Southeast Asian Nations (ASEAN), a 
more efficient process of building capacity, developing best practices, and sharing information 
can be realized. To date, regional organizations have sponsored or hosted several 1540 
conferences, and produced materials and information useful to aid other regions in 1540 
implementation activities. The United Nations Office of Disarmament Affairs (UNODA) has 
also organized or sponsored regional meetings since 2006 in such places as Australia, Argentina, 
China, Kazakhstan, Ghana, Peru, Jamaica, Jordan, Botswana, Qatar, Sri Lanka, and Costa Rica. 
The United States strongly supports regional and sub-regional efforts. 

Here we congratulate the OSCE for the substantial progress it has made on 1540 
implementation, and the OSCE should be encouraged to share its best practices with other 
countries and regions working to implement UNSCR 1540. The success of the OSCE's 1540 
implementation efforts is the result of having established a 1540 Project Team to guide and 
manage implementation efforts, which has been instrumental in coordinating OSCE efforts, 
raising awareness, and exploring and implementing concrete proposals for ways the OSCE can 
facilitate 1540 implementation — to include assisting OSCE participating States to develop 
national action plans. We should encourage the OSCE to continue to support the 1540 Project 
Team, and continue implementing strong regional 1540 efforts. 

In addition to hosting regional conferences, another vehicle to promote partnerships and 
promote assistance in 1540 is through the use of regional coordinators. Currently, there are 1540 
regional coordinators working to promote 1540 awareness and the fulfillment of 1540 
obligations in the Caribbean, in Europe through the OSCE, and in Central America. Having a 
dedicated individual or office to promote 1540 through these regional coordinators is another 
way to get as much bang as possible from the buck. 

There are also ways to partner through multilateral initiatives. One such avenue is 
through the Global Partnership Against the Spread of Weapons and Materials of Mass 
Destruction (GP), which is a vehicle that can promote assistance under the 1540 mandate. This 
initiative of 24 members, which many of you are familiar with, began in 2002 and is a vehicle to 
provide assistance in funding and in kind to combat WMD proliferation and terrorism. In this 
respect, the partners are directly addressing many of the existing 1540 requests for assistance and 
can continue to help meet the requests for assistance made to the 1540 Committee. In fact, in 
201 1, the leaders at the G8 Summit agreed that the GP would focus on four key areas: nuclear 
and radiological security, bio-security, scientist engagement, and implementation of UNSCR 
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1540. As such, the GP already is mandated to support the 1540 Committee in implementing the 
resolution because all four key areas are covered under the 1540 mandate. In this respect, all GP 
programs can be viewed as 1540-related programs. 

The GP, which among other things is a funding mechanism that also promotes the 
coordination of activities, has been very engaged with the 1540 Committee in an effort to find 
ways to provide assistance to requests made by countries through the 1540 mechanism. 

A number of other international organizations are also able to provide assistance to 
promote 1540 fulfillment and thereby are partners with 1540 efforts, providing assistance to help 
countries meet their 1540 obligations. These include the International Atomic Energy Agency 
(IAEA), the Organization for the Prohibition of Chemical Weapons (OPCW), and the Biological 
Toxin and Weapons Convention Implementation Support Unit (BWC-ISU). As these 
organizations are engaged in the work of their own mandates, they also promote 1540 goals and 
obligations, such as in the case of the UNODC, which is dedicated to promoting universal 
adherence to relevant treaties and conventions, and the IAEA, which promotes the goals of 
nuclear and radiological security. 

Additionally, international and national non-governmental organizations (NGO) such as 
think tanks also partner with 1540 to promote 1540 goals and obligations. One is the Stimson 
Center, which has been able to work with the U.S. and other governments to promote 1540 in 
various regions, including Africa and Latin America. It provides assistance in capacity building 
and awareness-raising concerning 1540 obligations. This is a good partnership with the 1540 
committee and with various governments, which helps provide more synergy in the promotion of 
1540 in different regions. Other important NGOs in this area include the Monterey Institute of 
International Studies, and funders like the MacArthur Foundation. 

Another important partnership is with the Nuclear Security Summit. The NSS 
participants made clear in the communiques of both 2010 and in 2012 the important role played 
by 1540 in the area of securing nuclear material and in the larger effort to secure all vulnerable 
nuclear material in four years. This past March, for example, the declaration from the Nuclear 
Security Summit in Seoul reinforced the goal of full implementation of UNSCR 1540. That 
Summit recognized in particular the importance of efforts to strengthen nuclear security and 
prevent the possibility of nuclear materials or weapons finding their way into terrorist hands. The 
United States will be pressing between now and the next Nuclear Security Summit in 2014 to 
close the remaining gaps in how 1540 is being implemented globally and to support activities 
that make a contribution to this end. We would like to see a concerted effort internationally, 
particularly on the nuclear security aspects of 1540, as we look toward the 2014 Nuclear Security 
Summit in the Netherlands. 

Finally, assistance and partnering on 1540 implementation must recognize the critical 
role of the 1540 Committee and UNODA. The Committee, particularly its experts, can offer 
extensive input on implementation activities, and UNODA plays a critical role in organizing and 
supporting implementation activities around the globe. When speaking of assistance, 
strengthening UNODA' s ability to support implementation activities cannot be overemphasized. 
In this respect, the United States gave a grant of USD 3 million to the UN Trust Fund for Global 
and Regional Disarmament — a fund used to UNODA to support 1540 Committee activities — and 
plans to make an additional grant this year. This type of contribution is one other nations should 
consider, because by providing the Committee with such funding, the Committee will be able to 



Editor's note: See discussion of the Seoul Summit and its outcome in section B.2.d., supra. 
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better promote its work, provide needed support, and engage a broad range of countries in 
fulfilling their 1540 commitments. 

* * * * 



5. Proliferation Security Initiative 

In 2012, the Commonwealth of Dominica, St. Lucia, and the Dominican Republic became, 
respectively, the 99 th , 100 th , and 101 st states to endorse the Proliferation Security Initiative 
("PSI"). See State Department media notes, available at 

www.state.QOv/t/isn/rls/fs/191965.htm, www.state. qov/r/pa/prs/ps/2012/07/194611.htm, 
and www.state.gov/ t/isn/ rls/fs/ 1 98496. h tm . For background on the Obama 
administration's actions related to the PSI, see Digest 2010 at 802-4. The PSI began in 2003 
and is a collaborative effort to take measures to interdict illicit transfers of weapons of mass 
destruction and missile-related items. Endorsing states also exchange information, conduct 
exercises and workshops, and engage in other capacity-building activities. More information 
on the PSI is available at www.state. gov/t/isn/cl0390.htm . 



6. Chemical and Biological Weapons 

a. Chemical weapons 

(1) Annual compliance report to Congress 

In March 2012, the State Department released its annual report to Congress on compliance 
by parties to the Convention on the Prohibition of the Development, Production, Stockpiling 
and Use of Chemical Weapons and on Their Destruction ("CWC"). The report is submitted in 
accordance with one of the conditions of Senate ratification to the CWC in 1997, condition 
10(c). Of 188 States Parties to the CWC, the 2012 report addresses compliance issues with 
four: Iran, Iraq, Libya, and the Russian Federation. The full report is available at 
www.state. gov/t/avc/rls/rpt/197222. htm . 

(2) Chemical Weapons Convention 

On May 1, 2012, Robert P. Mikulak, U.S. Representative to the Organization for the 
Prohibition of Chemical Weapons ("OPCW") Executive Council, delivered the U.S. statement 
at the OPCW Executive Council's 68 th session at The Hague. Ambassador Mikulak's remarks 
are excerpted below and available in full at www.state. qov/t/avc/rls/189863. htm . 



* * * * 
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This Session is notable particularly because it is taking place immediately after the final 
extended deadline for the destruction of chemical weapons. The United States has destroyed 90 
percent of our stockpile. We are working hard to complete destruction of the remaining 10 
percent as soon as practicable. Recently, we submitted to the Council our detailed plan for doing 
so. We look forward to briefing the Council on our plan later during this session. 

Let me reassure everyone that the U.S. commitment to complete chemical weapons 
destruction remains unwavering. We will faithfully implement this treaty obligation, as well as 
the additional measures contained in the decision reached at the 16th Session of the Conference 
of the States Parties to the Chemical Weapons Convention (CWC). We will continue our 
destruction program with full transparency so that others may judge for themselves how we are 
doing. 

. . .The recent revelations about chemical weapons hidden by the Qadhafi regime are an 
unprecedented situation in the fifteen year history of the Convention. The United States 
welcomes the responsible actions of the new Libyan Government in declaring these hidden 
chemical weapons, and we also welcome the Council's March 27th decision addressing this 
serious situation. 

We appreciate Libya's intention, as set out in that decision, "to address any matters that 
need to be clarified with regard to its declaration." We believe more information is needed to 
address where the hidden chemical weapons, and the chemical agent they contain, were 
produced. At this session, we look forward to learning more from Libya about these weapons, 
and from the Technical Secretariat about the results of the inspection conducted on April 18. 

Another important task for this session is the establishment of an open-ended working 
group to prepare for the Third Review Conference. First, however, we must identify a capable 
Chairperson. This person will be key to ensuring that we are well prepared for a productive, 
forward-looking Review Conference that will set the course for implementation of the 
Convention during the following five-year period. 

* * * * 

The United States believes that Articles VII, X, and XI all make critical contributions to 
enhancing international security. With respect to Article VII, we are seriously concerned that the 
requirements for national implementation measures, including legislation to criminalize 
prohibited activities, have not been met by some members of the Council. We understand that 
States Parties have many competing priorities, but a number of States Parties still have not 
enacted CWC implementing legislation fifteen years after entry into force. 

We also believe that Articles VII, X, and XI are mutually reinforcing and that there 
should be a facilitator's report on each of them at every session of the Council. If regional 
Centers of Excellence are to be established, they should be developed jointly to support all three 
articles, not just one. Any such centers should also be closely tied to existing Centers of 
Excellence to ensure long term financial viability. 

Turning to industry issues, ... the number of industry inspections has been agreed upon 
through 2014. That decision now allows us to focus on ways to ensure that these inspections are 
conducted at the most relevant sites, and in the most effective and efficient manner possible. We 
believe that this can be accomplished within the Executive Council decision on policy guidelines 
for determining the number of Article VI inspections. The methodology for the selection of the 
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most relevant sites for inspection should be considered a priority within the industry cluster in 
the coming twelve months. 

* * * * 

On October 22, 2012, Ambassador Kennedy addressed the First Committee of the UN 
General Assembly in New York on the subject of other weapons of mass destruction. Her 
remarks included discussion of the work of the OPCW, U.S. commitment to the Chemical 
Weapons Convention ("CWC"), and the issue of Syria's potential use of chemical weapons 
Excerpts from Ambassador Kennedy's remarks appear below; her remarks are available in 
full at www.state.Qov/t/avc/rls/199712.htm . 



* * * * 

I would like to emphasize that the United States remains encouraged by the progress made by the 
Organization for the Prohibition of Chemical Weapons (OPCW) in working toward a world free 
of chemical weapons. Since entry into force of the Chemical Weapons Convention (CWC) 15 
years ago, the OPCW has accomplished a great deal. This is a notable milestone for the OPCW 
since it remains an indispensable multilateral body with a global responsibility. With a near 
universal membership of 188 member states, 75% of all declared chemical weapon stockpiles 
verifiably destroyed, and over 4,700 inspections conducted at military and industry sites since 
entry into force, we are certainly pleased with what the OPCW has accomplished. This progress 
is due to the combined efforts and commitment of member states, along with the OPCWs 
Technical Secretariat which is led by its distinguished Director General, Ahmet Uzumcu. 

For our part, the United States has safely destroyed approximately 90 percent of its 
chemical weapons stockpile under OPCW verification, before the April 2012 deadline. The 
United States continues its steadfast commitment to the Chemical Weapons Convention and will 
continue working in a transparent manner towards the complete destruction of our remaining 
small amount of chemical weapons. 

The United States also remains fully committed to the non-proliferation of chemical 
weapons and for working to ensure that there will be no re-emergence of chemical weapons. 
Such a goal will take commitment from all States Parties and a continued effort in a number of 
areas to include Universality. We recognize that preventing the re-emergence of chemical 
weapons requires a strong inspectorate, a credible industrial verification regime, and enactment 
by all States Parties of the necessary domestic legal regimes to fully enforce the CWC. These are 
all areas of vital importance for the success and longevity of the CWC and the Organization 
responsible for its implementation. 

The Third Review Conference of the Chemical Weapons Convention next April provides 
a good opportunity to reinforce these concerns and to work with international partners to ensure 
that the CWC remains an important instrument for ensuring global peace and security. 

Mr. Chairman, while we remain proud of the accomplishments and cooperation from 
States Parties and the OPCW, we recognize that there remain real challenges and sobering 
realities, such as the acknowledged possession of chemical weapons by Syria and its stated 
willingness to use them in response to "external aggression." President Obama has made it clear 
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that the use of chemical weapons in Syria would have enormous consequences. The UN 
Secretary-General and the OPCW Director General also have emphasized that the use of 
chemical weapons would be reprehensible. Other world leaders have stressed this same point. 

Mr. Chairman, the world is now faced with a situation where the possibility of the use of 
chemical weapons is very real. These chemical weapons pose a grave threat to peace and 
international security, and further underscore the vital importance and role that the OPCW and 
States Parties can play in working to ensure the elimination of such weapons and strengthening 
international security. The United States applauds the on-going cooperation between the UN and 
the OPCW and encourages continuation of such efforts. 

We continue to call on the Syrian government to eliminate its chemical weapons arsenal 
and join the Chemical Weapons Convention, and we will continue to work with the international 
community toward that end. In the preamble of the Chemical Weapons Convention, all States 
Parties "determined for the sake of all mankind, to exclude completely the possibility of the use 
of chemical weapons through the implementation of the provisions of this Convention." We must 
stand together to make this goal a reality. 

* * * * 



b. Biological weapons 

On February 27, 2012, Assistant Secretary of State for the Bureau of International Security 
and Nonproliferation Thomas Countryman addressed a meeting of the American Society for 
Microbiology, Biodefense and Emerging Diseases Research. His subject was the way the U.S. 
government and its partners work together to prevent the spread and use of biological 
weapons, including encouraging observation of international legal instruments such as the 
Biological Weapons Convention ("BWC"). Excerpts follow from Mr. Countryman's remarks; 
the full text is available at www.state.gov/ t/isn/rls/ rm/ 184891.htm . 



* * * * 

. . .President Obama's National Strategy for Countering Biological Threats . . .focuses on 
preventing the misuse of the life sciences while recognizing and supporting their transformative, 
positive contributions. The Strategy seeks to reduce biological threats by: improving access to 
the life sciences to combat infectious disease globally; establishing and reinforcing norms against 
misuse; and identifying, influencing, inhibiting, and where necessary, interdicting those that seek 
to misuse biology. 

Now, these goals go beyond traditional ways of thinking about nonproliferation and 
require close collaboration with other sectors of government and civil society. When you hear 
catchphrases like "whole-of-government" and "global health security," this is what it boils down 
to. The traditional national security players, the State and Defense Departments, working in 
concert with Health and Human Services, Agriculture, Commerce, Energy, Homeland Security, 
the FBI, USAID, and a wide range of international and non-governmental partners to address 
problems that are of shared concern. 
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* * * * 

Our "Biosecurity Engagement Program" (BEP) had its origins in the Nunn-Lugar 
Cooperative Threat Reduction Program. The goal was to prevent the Former Soviet Union's 
biological weapons and related scientific expertise from falling into the hands of rogue nations or 
terrorist groups. Today, though, we have a wider agenda. We were engaged in forty-seven 
countries last year, with a budget of $38.4 million: we promote sustainable laboratory biorisk 
management and infectious disease surveillance. We listen carefully to our partners' priorities 
and work with them to promote sustainable health security in areas that are of mutual benefit. 
BEP also promotes interaction between local experts and their international counterparts to 
strengthen a global culture of responsible science. In addition, we work to strengthen legal and 
oversight frameworks around the world, partnering with VERTIC, an NGO that provides legal 
review and assistance in drafting civil and criminal legislation to implement the BWC and other 
legally binding international obligations. 

We also work through a variety of multilateral organizations and fora: The G8 Global 
Partnership provides an important means of coordinating international threat reduction and 
engagement efforts; the ASEAN Regional Forum has been critical as a venue for focused 
discussion and outreach in the Asia-Pacific region; and we collaborate with a range of 
international organizations including the World Health Organization and the World Organization 
for Animal Health. Last year, the U.S. Government and the WHO signed a Memorandum of 
Understanding creating a framework for collaboration in line with the principles set out in the 
International Health Regulations. This will facilitate support from U.S. programs, including BEP, 
for WHO efforts. This year's first meeting of the Global Partnership Against the Spread of 
Weapons and Materials of Mass Destruction not only included the 24 member states, but also 
these key international organizations. Again, the security mission and the public health mission 
are not identical, but in this area they can and should be mutually reinforcing. There is a shared 
commitment to strengthen cooperation to ensure that the international community effectively 
manages global and regional public health risks. 
Overlay of International Efforts 

The International Health Regulations established in 2005 are legally binding on the 194 
WHO Member States. They provide a construct for coordinating the management of actions in 
the event of a public health emergency of international concern. They also improve the capacity 
of all countries to detect, assess, notify, and respond to public health threats. Their aim is to help 
the international community prevent and respond to acute public health risks that have the 
potential to cross borders and threaten people worldwide. 

By June 2012, countries are required to have established the IHR core capacities related 
to national infrastructure such as laboratories capable of sustained disease outbreak response, 
appropriately trained public health workers, and national and international legal mechanisms that 
allow a country to accept international assistance. The CTR programs are supporting countries in 
meeting this June milestone, as President Obama called for in his speech before the UN General 
Assembly last September. And for those countries who will not [have] core capacities in place by 
the deadline, and we know there will be several, we have already begun supporting WHO efforts 
to identify those countries, encourage them to submit extension requests and to assess where 
gaps are present, so that global efforts, such as those supported by the Global Partnership and our 
CTR program, can focus their funding. Beginning in 2003, BWC States Parties have conducted 
an innovative program of information sharing and exchange on topics relevant to the 
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Convention, which has come to be known as the "intersessional process." The objective of the 
intersessional process has been to "develop common understandings and promote effective 
action" on such topics. The intersessional process has been an unequivocal success. Elements of 
civil society and the scientific community, as well as private industry have increasingly become 
partners in efforts to support the Convention's goals. 

Dialogue in Geneva has generated heightened awareness, convergence of views, and 
substantial activity at the national and regional levels in areas ranging from biosafety and 
pathogen security, to the development of implementing legislation, to cooperation in disease 
surveillance and response. In short, the intersessional process has facilitated cooperation and 
collaboration by experts from many different sectors in many different countries in our shared 
goal of most efficiently and effectively addressing issues that lie at the intersection of science, 
security, health, and law enforcement. 

Our approach to the BWC reflects the same issues and approaches I described earlier — 
the evolution from a traditional arms control focus on state-level programs to a much broader, 
more nuanced approach to a changing threat. Don't get me wrong. We still worry about state 
programs and finding ways to convince countries to abide by their commitments. But we also 
bring together a wider range of stakeholders to address a wider range of issues: 

• We've used the BWC as a forum to promote capacity building for international disease 
surveillance and to discuss the challenges of international assistance and response, in 
ways that complement and reinforce the work of the World Health Organization. 

• We've used it as a forum to discuss issues of legislation, regulation, and enforcement — 
from the importance of addressing conspiracy and other "inchoate" crimes that let you 
make an arrest before something happens to agent control lists and safety and security 
standards. 

• And we've used it to discuss dual-use issues and the important role for scientific 
associations, research institutions, and individual researchers. These efforts have driven a 
constructive dialogue about responsible conduct in the life sciences and the role of 
security concerns, and have facilitated progress in incorporating such issues into science 
education. American industry and scientists have been leaders in these areas and have 
played a critical role in shaping international discussion. 

* * * * 

From July 16 to 20, 2012, the BWC's Meeting of Experts took place in Geneva. In 
advance of the Meeting of Experts and in relation to the standing agenda item on 
cooperation and assistance, the United States submitted its report on U.S. implementation 
of Article X of the Convention on July 13, 2012. U.N. Doc. BWC/MSP/2012/MX/INF.5. The 
background section of the U.S. report appears below. 



* * * * 

1. The United States is firmly committed to fulfilling all of its obligations under the Biological 
Weapons Convention (BWC), including those under Article X of the Convention. Relevant 
international cooperation and exchange, including assistance programs, encompasses a wide 
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range of activities in support of the overall advancement of the life sciences. 

2. Article X embodies an international commitment to partnership, sharing of 
information, networking, and the development of mutually beneficial outcomes. Formal 
"assistance" programs comprise only a part of this much larger undertaking. The United 
States has supported, and will continue to support, capacity building and other forms of 
assistance for those countries seeking it. Through our assistance and cooperation efforts, the 
United States and the international community have worked together collectively to pursue 
mutual goals, including, inter alia: 

(a) Improving global population health through the prevention, detection, and 
mitigation of disease; 

(b) Advancing educational and collaborative opportunities for global scientists; 

and 

(c) Contributing to the advancement of biological sciences for peaceful purposes. 

3. The United States continues to invest significant resources in these efforts. In the 
USA system, exchange, cooperation, and assistance in fulfillment of our Article X commitments 
are provided in a variety of ways: bilaterally by the US Government to other national entities; 
through national contributions to international organizations; and by individuals, industry, 
foundations, and academia, all of which are critical players in American civil society. 

4. The United States of America believes that the exchanges during the BWC 
intersessional process in 2009 and 2010 were extremely productive in building relationships and 
facilitating real assistance on issues of practical concern to States Parties and we applaud the 
introduction of the Standing Agenda item for the 2012-2015 intersessional Program of 
Cooperation and assistance, with a particular focus on strengthening cooperation and assistance 
under Article X. While the large number of USA programs and wide range of ongoing efforts 
underway contribute to our implementation of Article X, such efforts do not take place solely, or 
even primarily, in the BWC forum as previous Review Conferences have noted. Moving 
forward, we will continue to utilize this broad diversity of institutions, stakeholders, and fora in 
order to pursue our shared goals. 

5. The breadth and scope of USA contributions and assistance precludes a comprehensive 
listing of each and every program in its entirety, but enclosed in this paper is a selection of 
examples demonstrating our commitment to fulfilling our obligations related to Article X of the 
BWC. For the current intersessional program, we look forward to providing additional 
information about the Article X-related USA Programs, some of which are summarized below. 
Additionally, one page descriptions of some of our assistance programs, along with contact 
information, are being submitted to the BWC Implementation Support Unit, for inclusion in the 
Article X database, as agreed to at the 2011 Review Conference. 

* * * * 

Also at the July Meeting of Experts, the United States submitted a report on national 
implementation on July 16, 2012. U.N. Doc. BWC/MSP/2012/MX/WP.5. Another key report 
submitted by the United States at the July Meeting of Experts discusses ways to enable 
fuller participation in the Confidence-building Measures ("CBMs") U.N. Doc. 
BWC/MSP/2012/MX/WP.4. That report is excerpted below. 
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* * * * 

I. Background 

1. The Seventh Review Conference (RevCon) decided that in 2012 and 2013, States 
Parties should explore ways to improve participation in the annual BWC Confidence Building 
Measures (CBMs). The CBMs were established in 1986 as a politically binding commitment (the 
language adopted by the Second RevCon was that the Conference "agrees that the States Parties 
are to implement"). Nevertheless, fewer than half of all BTWC States Parties submit CBMs. All 
available evidence suggests that far fewer States Parties actually make use of the CBMs by 
reviewing the submissions of other States Parties. Submissions intended to demonstrate 
transparency, alleviate doubts, and increase confidence cannot achieve these ends if they are not 
read. The question of how to increase participation, therefore, must be approached broadly: not 
only should States Parties consider how to increase submission of CBM reports, but also how to 
make the data they contain more readily accessible and how to encourage States Parties to make 
constructive use of them. Without these steps, submission of CBMs — even on a universal 
basis — will be a hollow, ceremonial accomplishment, and do little to achieve the goals for which 
the CBMs were created. 

II. Promoting Greater Participation in BTWC CBMs 

2. The United States aims to increase participation — in both the submission of CBMs and 
in the review and use of CBMs — in part by improving the utility and relevance of the data 
collected under the CBM process. The CBM submissions are one of the BTWC's few tools to 
engage its members in information exchange that can provide a useful tool for discussions with 
neighbors and others in times of both cooperation and heightened tensions. Confidence building 
measures have been a critical component of global and regional efforts to bring peace and 
establish more transparency between opposing sides for decades. BTWC submissions can be 
used to promote a wide array of biosafety/biosecurity and regulatory measures. Cooperation and 
assistance are ever more crucial in a time of austerity, and more detailed review and discussion 
of submissions will provide avenues for collaboration. National submissions should not be seen 
as a burden (the USA submission is nearly 300 pages), but as a way to open the door to greater 
understanding of what others are doing and could potentially do together. 

3. The Seventh RevCon took steps toward this goal by modestly revising the CBM 
reporting forms, urging the Implementation Support Unit (ISU) to work with States Parties to 
further develop options for electronic submission, and renewing the request for National Points 
of Contact. We welcome the time set aside this year and next for detailed discussions. A key 
consideration for increasing participation in all aspects of the CBM process is to ensure that the 
questions asked by the CBMs are useful, relevant, and result in information that meets the needs 
of States Parties. The changes adopted by the Seventh RevCon focused mainly on streamlining 
the CBMs and on clarifying certain questions, leaving more fundamental revision to be 
considered at a later date. 

4. A number of steps can be envisioned to improve participation, both in terms of 
submission of CBMs and in review of these reports. With respect to increasing submissions: 

(a) First, the streamlining undertaken by the Seventh RevCon should reduce reporting 
burdens and increase participation. It will be important to monitor progress in this respect. 

(b) Second, the BTWC Chairman should contact all States Parties that have not yet 
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designated a National Point of Contact, as called for by the Sixth and Seventh RevCons, and ask 
them to do so by the time of the Meeting of States Parties in December. 

(c) Third, the Chairman should, each year, write to those States Parties who have not 
submitted their reports for the previous year, noting that they have not reported, stressing that the 
ISU and various States Parties stand ready to provide assistance, and urging them to submit their 
CBMs without delay. 

(d) Fourth, the ISU should continue and intensify its efforts to move to a fully electronic 
CBM system that will simplify both reporting and analysis. 

(e) Fifth, a CBM assistance network, coordinated by the ISU, should be established. A 
number of States Parties have standing offers to assist with CBM reporting. These offers should, 
where necessary, be updated; the offers and contact information posted on the BTWC website; 
the CBM reporting guidelines published by various sources harmonized if possible; and greater 
use made of remote assistance (e.g., via phone and email). 

(f) Sixth, States Parties should be encouraged to urge others that do not submit 
CBM reports to do so. 

5. With respect to increasing use of CBMs: 

(a) An improved electronic reporting process could make the data contained in CBMs 
much more accessible and useful than it is at present, thereby promoting use; 

(b) To the extent that language is a barrier, translation may be an important factor. We 
welcome Canada's announcement at the Seventh RevCon that it intends to support some CBM 
translation, and are considering options to support this goal. 

(c) Finally, the move toward publicly available CBM submissions in recent years has 
shown that public access allows civil society — in particular, academia — to play a constructive 
role in aggregating and analyzing CBM data. This may considerably facilitate analysis and 
engagement by those States Parties that lack the resources for this exercise, and should therefore 
be encouraged. 

III. Recommendations 

6. The 2012 Meeting of States Parties should: 

(a) Strongly urge all States Parties to acknowledge, and reiterate to others, the importance 
of participation in the CBM process. 

(b) Call on all States Parties to designate National CBM Points of Contact as agreed at 
the Sixth RevCon and reiterated at the Seventh RevCon, and request the Chairman to follow up 
with those States Parties who have not done so. 

(c) Call upon the BTWC Chairman to contact States Parties who have not submitted 
CBMs the previous year, note offers of assistance, and urge submission without delay. 

(d) Urge States Parties to assist the ISU with efforts to move to a fully electronic CBM 
system that will simplify both reporting and analysis and make the data more widely available. 

(e) Urge establishment of CBM assistance network, coordinated by the ISU, to provide 
expert advice in an accessible manner; update and harmonize CBM handbooks; and post this 
information on ISU website. 

(f) Urge States Parties in a position to do so to offer, and coordinate, assistance, training, 
translations, and workshops in support of national implementation tasks such as compiling and 
submitting CBMs. 

(g) Welcome the decision of many States Parties to post submissions on the publically 
available ISU website to facilitate aggregating and analyzing CBM data. 
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* * * * 

In her October 22, 2012 remarks at the First Committee of the UN General Assembly, 
excerpted, supra, in section B.6.a., Ambassador Kennedy also discussed developments with 
regard to the BWC, including the expert-level consultations held in July and the accession of 
the Marshall Islands. Her remarks, excerpted below, are available in full at 
www.state.Qov/t/avc/rls/199712.htm . 



* * * * 

. . . The [Review Conference in 201 1] set the stage, but it is up to us — the BWC States Parties — 
to take meaningful action. In July, BWC States Parties held the first expert-level consultations of 
the new process under the very able and distinguished chairmanship of Ambassador Delmi of 
Algeria. Overall, my delegation was impressed with the seriousness with which delegations 
engaged the issues. Some important proposals were put forward by a number of delegations — 
mine included — for consideration at the BWC Annual Meeting this December. I hope all 
member states will join together in making the most of this opportunity to strengthen 
international security and advance global health. 

All 165 BWC States Parties should work together as well to support universalization of 
this important treaty. In that regard, as one of the depositaries of the BWC, I am particularly 
pleased to congratulate Ambassador Kabua of the Marshall Islands. The legislature, the Nitijela, 
has approved the accession of the Marshall Islands to the BWC. Once the instruments of 
ratification have been duly deposited, the Marshall Islands will become the 166th member state 
of this important treaty. . . . 

* * * * 

As mentioned by Ambassador Kennedy in her remarks excerpted above, the annual 
BWC Meeting of States Parties was held in Geneva from December 10 to 14, 2012. The 
Meeting of States Parties considered the work of the Meeting of Experts from July 16-20, 
2012, discussed supra. The Meeting of States Parties also addressed the biennial item of 
how to enable fuller participation in the Confidence-building Measures ("CBMs"). 
Documents from the Meeting of States Parties are available at 

www, unog. ch/80256EE600585943/(httpPages)/F837B6E7A401A21 CC1257A150050CB2A ?Q 
penDocument . Ambassador Kennedy delivered an opening statement on the first day of the 
Meeting of States Parties, December 10, 2012. Her opening statement is excerpted below 
and available in full at http://aeneva.usmission.aov/2012/12/10/statement-by-ambassador- 
kennedv-at-the-bwc-conference/ . 



* * * * 

We are here today to fulfill the mandate given to us by the Seventh Review Conference: to 
promote common understandings and effective action on cooperation and assistance, on science 
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and technology, on ways to strengthen national implementation, and on participation in the 
Confidence-Building Measures. This is important work: reaching clear understandings and 
pragmatic, meaningful actions will strengthen the Convention, and demonstrate the value of 
effective multilateralism. My delegation will, therefore, be seeking to conclude this meeting with 
a clear, specific, forward-looking report. Our working papers submitted to the Meeting of 
Experts included specific proposals for inclusion in the report of this meeting, and I refer you to 
them. 

It is important to remember, however, that while agreeing on new understandings and 
new actions is important, there is a great deal for each of us to do, acting individually and in like- 
minded groups, to implement the obligations of the Convention and the understandings already 
reached. We should never lose sight of that. 

. . .The United States remains firmly committed to the undertakings set out in Article X of 
the Convention, and our assistance and cooperation efforts are wide-ranging. Just last month, the 
United States and ASEAN agreed to launch the U.S. -ASEAN Innovation in Science through 
Partners in Regional Engagement, or INSPIRE, initiative. Designed to enhance bilateral science, 
technology, and health cooperation between the United States and ASEAN' s member states, the 
INSPIRE Initiative includes a range of activities based on three central elements: encouraging 
cross-border scientific collaboration; promoting an ASEAN scientific "enterprise" linking 
science, technology, and innovation to drive economic development; and improving our 
collective response to pandemic outbreaks and disasters. 

Our aim at these intersessional meetings is to promote international cooperation and 
assistance — by identifying needs, addressing impediments, and sharing experiences and 
opportunities. Our hope, therefore, is that this Meeting will call upon all States Parties in a 
position to do so to offer advice or assistance in implementing the Convention, and will urge 
those in need of assistance to take advantage of such offers. We hope those gathered here can 
also agree on the need to address a specific need identified by the United Kingdom at the 
Meeting of Experts: the challenges of sustainable biosafety and biosecurity described by the 
United Kingdom at the Meeting of Experts. We also hope that we will emphasize the importance 
of the biennial Article X reports requested by the Seventh Review Conference: these reports 
should be as detailed and specific as possible about opportunities, challenges, and needs — and 
they should form the basis for our discussions, so that we can grapple with real facts and 
practical challenges, rather than ideological debates. 

. . .The Meeting of Experts held constructive discussions about not only developments in 
science and technology, but about their implications for oversight, outreach, and education. In 
particular, a great deal of attention was paid to the issue of "dual-use research" — that is, 
experiments conducted for legitimate purposes that yield insights or materials that could also be 
misused for purposes incompatible with the Convention. This is not a new issue, but it is one that 
has garnered renewed attention over the past year. Decisions to pursue and fund work that 
presents substantial dual-use risks must weigh the often-considerable benefits of the research 
against the risk, and take into account a host of biosafety and biosecurity considerations. This is 
not an area where there are easy answers. Next week, the United States Department of Health 
and Human Services (HHS) is hosting an international consultative workshop to discuss the 
considerations surrounding a particular type of dual-use research — gain-of-function research on 
highly pathogenic avian influenza viruses. This event aims to advance a global dialogue on the 
implications of such research for global public health and fundamental principles for the conduct 
and oversight of such research. HHS will take the information and perspectives offered at the 
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meeting into account in developing its own framework for making future decisions about 
funding this type of research. This workshop is not the end, of course — but we believe it will be 
an important contribution to the ongoing global dialogue. 

The BTWC has a contribution to make as well. The report of this MSP should recognize 
the need for thoughtful approaches that maximize benefits and minimize the risks of dual-use 
research of concern. It should call upon all States Parties to examine ways of managing these 
risks throughout the research lifecycle. And we should recognize both the important role that 
outreach and education can play, and the importance of hearing from the scientific community 
about what works and what doesn't, when it comes to awareness-raising, and when it comes to 
developing sound frameworks to manage risks. 

Presentations at the Meeting of Experts in July demonstrated that a great deal of progress 
is being made on strengthening national implementation of the Convention — but it is also clear 
that a great deal more progress is needed. We need to deepen and clarify our shared 
understandings of what is required for full and effective implementation of the BTWC. We also 
need to improve our understanding of the status of implementation across States Parties, so that 
we can assess the situation, provide encouragement and assistance, and measure progress. The 
ideas of our French, Canadian, and Swiss colleagues for peer review and assessment processes 
may be very relevant here. And we need to urge States Parties to take practical steps to 
strengthen biosafety and biosecurity — not only in the laboratory, but in transportation, sample 
handling, and at all other stages. 

The Review Conference also tasked us to take steps to increase participation in the 
Confidence-Building Measures. Sixty- eight submitting CBMs out of one hundred and sixty-six 
is simply not good enough. My government stands ready to advise and assist those who may 
require support to complete this important task. But simply increasing the number of countries 
submitting CBMs is insufficient. CBMs do not build confidence unless they are thoughtfully 
prepared and thoughtfully examined. This MSP should therefore call not only for steps to 
increase submissions, but also steps, such as automation, open publication, and voluntarily- 
funded translation, that will facilitate greater understanding and thus build confidence. 

. . .In addition to the four substantive items on our agenda for this meeting, the Review 
Conference identified a fifth topic, to be addressed in the second half of the intersessional period: 
"how to strengthen implementation of Article VII, including consideration of detailed procedures 
and mechanisms for the provision of assistance and cooperation by States Parties." My 
government knows, from experience with international responses to a variety of international 
disasters and public health emergencies- that it is also a difficult one. If we are to achieve 
meaningful results in 2014 and 2015, we should begin now to identify barriers to prompt, 
effective international response. 

* * * * 

At the Meeting of States Parties in December, the U.S. delegation delivered a statement 
on Agenda Item 8, Strengthening National Implementation. The U.S. statement is excerpted 
below and available at www.state.qov/s/l/c8183.htm . 
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My delegation was very pleased that the Seventh Review Conference decided that measures 
were needed to address the current, highly uneven state of BWC implementation around the 
world, and created a standing agenda item on "strengthening national implementation." 

In our Working Paper 5, submitted to the Meeting of Experts, the United States suggested 
several practical steps that BWC States Parties could take to strengthen national implementation. 
In particular, we called for: 

Work to further elaborate existing "common understandings" about effective national 
implementation, to provide further guidance to relevant national authorities on recommended 
measures and possible approaches. 

Steps to improve our collective understanding of the status of implementation around the 

world. 

Prompt action to address needs and shortcomings, including through focused 
international cooperation efforts. 

We identified practical efforts to strengthen biosafety and biosecurity around the world as 
a highly relevant and urgent subset of the national implementation agenda. 

And we called for stronger ties to regional and subregional organizations and other 
regional efforts as a valuable means of strengthening implementation, based on our experience 
cooperating through the ASEAN Regional Forum. 

We hope these proposals will find support. 

We also hope the report of this meeting could reflect common understandings on the 
value of: 

National biosecurity measures that include more than steps to guard against the theft of 
biomaterial from laboratories, and in particular the value of measures such as presuitability 
checks for prospective employees, ongoing personnel reliability and security awareness 
programs, and active outreach and engagement between the scientific and security communities. 

Mr. Chairman, we support many of the recommendations contained in your synthesis 
paper. We must note, however, that no consensus exists that States Parties should work toward 
elaboration of a legally-binding instrument. 

Mr. Chairman, I would like to note our support for several points raised in the NAM 
statement: 

We strongly agree about the importance of international cooperation to strengthen 
implementation capacity. We urge States Parties to identify their needs — or even to simply seek 
assistance in needs assessment — and call on those in a position to do so to provide support. This 
is the heart of our national proposal and we are very pleased to see the support it commands from 
this important group. 

We also agree with the principle that biodefense activities should not be used to mask 
offensive programs — this would be a grave breach of the Convention. 

Further, we agree on the importance of continued discussion in this forum — among 
others — of the challenges posed by the dual-use nature of much life science research. 
We were very pleased to co-host with the Netherlands a well-attended, substantive discussion of 
the H5N1 research issue at the Meeting of Experts, and welcome further dialogue. 

Mr. Chairman, with respect to initiatives currently being advanced on peer review and 
compliance assessment: the NAM spokesman has rightly warned about the dangers of a false 
sense of security. That does not, in our view, mean that such initiatives should not be explored — 
it means we must be realistic about their limitations. But increasing understanding of how States 
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Parties implement their obligations is the core of both of these initiatives, and that cannot be a 
bad thing. 

* * * * 

7. Ballistic Missile Defense 

In 2012, the United States continued to support the European Phased Adaptive Approach 
("EPAA") in developing ballistic missile defense ("BMD") capability. See Digest 2011 at 621 
and Digest 2010 at 811-12 for discussion of EPAA and agreements with Turkey, Poland, and 
Romania. In a speech in Berlin on September 10, 2012, Frank A. Rose, Deputy Assistant 
Secretary of State for Arms Control, Verification and Compliance, addressed the topic of 
global cooperation on BMD. His remarks are available at 
www. state. gov/t/avc/rls/19754 7. htm and included the following: 

On May 20-21 of this year, the NATO Heads of State and Government met in Chicago for 
the NATO Summit and announced that NATO had achieved an interim BMD capability. 
This means that the Alliance has an operationally meaningful standing peacetime BMD 
capability. NATO also agreed on the BMD-related command and control procedures, 
designated Supreme Allied Commander Europe as the commander for this mission, and 
demonstrated an interoperable command and control capability. 

To support this interim BMD capability, the United States has offered EPAA 
assets to the Alliance as our voluntary national contributions to the BMD mission. The 
AN/TPY-2 radar deployed in Turkey is now under NATO operational control. In addition, 
U.S. BMD-capable Aegis ships in Europe are also now able to operate under NATO 
operational control when threat conditions warrant. 

These decisions have created a framework for Allies to contribute and optimize their 
own BMD assets for our collective self-defense, and the United States welcomes and 
encourages such contributions from Allies. 

Other speeches on the subject of BMD are available at www. state. gov/t/186824. htm, 
www. state. gov/t/avc/rls/191958. htm, and www. state. gov/t/avc/rls/194453. htm . 

8. New START Treaty 

From January 24 to February 7, 2012, the Bilateral Consultative Commission ("BCC") 
under the Treaty between the United States of America and the Russian Federation 
on Measures for the Further Reduction and Limitation of Strategic Offensive Arms 
("New START") held its third session in Geneva. The BCC discussed issues related to 
the implementation of New START. The sides signed agreements on the amount of 
telemetric information on ICBM and SLBM launches that each party shall provide, 
and on procedures for conducting demonstrations of recording media and/or 
telemetric information playback equipment. The parties also decided on the number 
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of launches of ICBMs and SLBMs for which an exchange of telemetric information 
would be carried out in 2012. See State Department February 7, 2012 media note, 
available at www.state.qov/r/pa/prs/ps/2012/02/183535.htm . 

The BCC held its fourth session in September 2012. The parties signed two 
additional agreements. BCC Agreement Number 3 affords the parties the 
opportunity to acquire telemetric information playback equipment for which a 
demonstration was conducted. BCC Agreement Number 4 relates to the use of 
tamper detection equipment. The texts of all BCC agreements are available at 
www.state.pov/ t/avc/news tart/ c39903 .htm . 

On June 21, 2012, Acting Under Secretary Gottemoeller testified before the 
Senate Foreign Relations Committee on the implementation of New START. Her 
testimony, excerpted below, is available at www. state. gov/t/us/193605. htm . 



* * * * 

As you know, New START celebrated its first birthday this past February. Its ratification and 
entry into force would not have been possible without the strong bipartisan support of this body. 
We are grateful to senators on both sides of the aisle for supporting a treaty that has done so 
much to strengthen global and national security. 

When the Treaty is fully implemented, it will result in the lowest number of deployed 
nuclear warheads since the 1950s, the first full decade of the nuclear age: 1550 warheads 
deployed on 700 delivery vehicles, that is, intercontinental ballistic missiles, submarine-launched 
ballistic missiles, and bombers. 1 To illustrate the great distance we have traveled in reducing our 
nuclear weapons, I would like to mention that when the START Treaty was signed in July 1991, 
the United States and the former Union of Soviet Socialist Republics (USSR) each deployed 
approximately 10,500 nuclear warheads. 

The current implementation process is providing ongoing transparency and predictability 
regarding the world's two largest deployed nuclear arsenals, while preserving our ability to 
maintain the strong nuclear deterrent that remains an essential element of U.S. national security 
and the security of our allies and friends. 

The verification regime for New START is a detailed and extensive set of data exchanges 
and timely notifications covering all strategic offensive arms and facilities covered by the Treaty, 
as well as on-site inspections, exhibitions, restrictions on where specified items may be located, 
and additional transparency measures. 

In negotiating the Treaty, both sides worked hard to find innovative new mechanisms to 
aid in the verification of the Treaty and the results of that work are already evident. The regime 
provides for effective verification and, at the same time, is simpler to implement and lessens 
disruptions to the day-to-day operations of both sides' strategic forces. 

These verification mechanisms are enabling us to monitor and inspect Russia's strategic 
nuclear forces to ensure compliance with the provisions of the Treaty. For both the United States 



1 The Treaty's central limits are as follows: 700 deployed ICBMs, deployed SLBMs and deployed heavy bombers; 
1,550 warheads on deployed ICBMs and SLBMs and nuclear warheads counted for deployed heavy bombers; and 
800 deployed and non-deployed ICBM launchers, SLBM launchers, and heavy bombers. 
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and Russia, accurate and timely knowledge of each other's nuclear forces helps to prevent the 
risks of misunderstandings, mistrust, and worst-case analysis and policymaking. 

To date, the implementation process has been positive and pragmatic. Under New 
START, we are continuing the professional working relationship that was established during the 
negotiation process in Geneva. 

In the first Treaty year, the United States and the Russian Federation kept pace with each 
other on conducting inspections. Both Parties conducted the yearly maximum of 18 inspections. 
So far this Treaty year, the Russian Federation has conducted 8 inspections and the United States 
has conducted 7 inspections. These inspections have taken place at intercontinental ballistic 
missile (ICBM), submarine-launched ballistic missile (SLBM), and heavy bomber bases; storage 
facilities; conversion or elimination facilities; and test ranges. 

Through inspection activities, we have acquired new and valuable information. For 
example, New START includes intrusive reentry vehicle inspections that are designed to confirm 
the exact number of reentry vehicles (or warheads) on individual missiles selected for inspection. 
We are now able to confirm the actual number of warheads on any randomly selected Russian 
ICBM and SLBM — something we were not able to do under the 1991 Strategic Arms Reduction 
Treaty (START). 

Another new feature in the New START is that each ICBM, SLBM, and heavy bomber 
has been assigned a unique identifier (UIDs) — a license plate, if you will. These UIDs are 
helping both sides with a "cradle to grave" tracking of the location and status of strategic 
offensive arms from arrival at an operating base, movement between facilities, changes in 
deployment status, maintenance or storage, to eventual conversion or elimination. 

Another aspect of Treaty implementation is the exhibition process. The purpose of 
exhibitions is to demonstrate distinguishing features, to confirm technical characteristics of new 
types, and to demonstrate the results of conversion of the first item of each type of strategic 
offensive arms subject to this Treaty. These exhibitions provide both Parties with an opportunity 
to see new types of strategic offensive arms, view distinguishing features, and confirm declared 
data. These exhibitions assist in the conduct of on-site inspections. They also serve to enhance 
transparency and provide a better understanding of each other's systems. 

Both sides have conducted delivery vehicle exhibitions. In March 2011, the United States 
conducted exhibitions of its B-1B and B-2A heavy bombers. Following that, the Russian 
Federation conducted exhibitions of its RS-24 ICBM and associated mobile launcher. That was 
the first time we had a chance to see the RS-24, the new Russian mobile missile with multiple 
warheads. This exhibition provided us with a great amount of information we would have not 
otherwise had. 

In March 2012, the United States conducted the first of four one-time cruise missile 
submarine (SSGN) exhibitions. The purpose of these exhibitions is to confirm that the launchers 
on these submarines are incapable of launching SLBMs. 

The United States and the Russian Federation have also been sharing a veritable 
mountain of data with each other. Since entry into force, we have exchanged over 2,500 
notifications through our Nuclear Risk Reduction Centers (NRRC). These notifications help to 
track movement and changes in the status of systems. For example, a notification is sent every 
time a heavy bomber is moved out of its home base for more than 24 hours. Additionally, when 
the United States conducts a flight test of an ICBM or SLBM, the NRRC will notify the Russian 
National Center one day in advance of the flight test. The Russians provide the same information 
for their launches. Our center receives from the Russian NRRC the incoming notification via our 



673 



Digest of United States Practice in International Law 



secure government-to-government communications link. We translate it, make secure telephonic 
alerts, and issue a State Department cable to concerned U.S. agencies within one hour. 

On top of the individual notifications, we exchange a comprehensive database of strategic 
forces covered by the Treaty every six months. This full account combines with the notifications 
to create a living, growing document that continuously tracks each side's strategic nuclear forces. 

These data exchanges are providing us with an even more detailed picture of Russian 
strategic forces than we were able to obtain from earlier exchanges and the inspections allow us 
to confirm the validity of that data. Of course, the verification regime is backed up by our own 
National Technical Means of verification, our satellites and other monitoring platforms. 

Another feature of the New START Treaty implementation process is the Bilateral 
Consultative Commission (BCC). This compliance and implementation body has met three times 
since entry into force. The BCC has produced Joint Statements and agreements, memorializing 
shared understandings of technical issues related to implementation activities. As in the 
implementation of the Treaty overall the environment in the BCC has been one of practical 
problem-solving on both sides of the table. 

The latest session of the BCC was held in Geneva from January 24 to February 7, 2012. 
During the session, both sides continued their discussion on practical issues related to the 
implementation of the Treaty. The United States and the Russian Federation reached agreement 
there on an outstanding issue from the negotiations — the exchange of telemetric information on 
an agreed number of ICBM and SLBM launches and the procedures for conducting 
demonstrations of recording media and/or telemetric information playback equipment. Since this 
agreement, both the United States and the Russian Federation have conducted demonstrations of 
telemetric information playback equipment and recording media to be used during telemetry 
exchanges. Telemetric information was exchanged between the Parties on April 6, 2012. 

Our experience so far is demonstrating that the New START'S verification regime works, 
and will help to push the door open to new, more complicated verification techniques for the 
future. Verification will be crucial to any future nuclear reduction plans and the United States has 
made it clear that we are committed to continuing a step-by-step process to reduce the overall 
number of nuclear weapons. 

Further, the outstanding working relationship that developed during the negotiations has 
carried over into the implementation phase, creating an atmosphere of bilateral cooperation to 
resolve implementation questions as they have arisen. We look forward to reporting further 
success and additional updates as New START implementation progresses. 

* * * * 

9. Treaty on Conventional Armed Forces in Europe 

In March of 2012, the Department of State submitted its report to Congress on compliance 
with the Treaty on Conventional Armed Forces in Europe ("CFE") for the period December 
1, 2010 to December 31, 2011. The report is available at 

www. state. qov/t/avc/rls/rpt/197082. htm . The report identifies the following countries for 
which the President was not able to certify compliance with the CFE and its associated 
documents: Armenia, Azerbaijan, Belarus, Russia, and Ukraine. The report describes 
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compliance issues in those countries and U.S. responses and provides an assessment of the 
significance and security risks of compliance concerns. 

10. Treaty on Open Skies 

On March 24, 2012, the Department of State marked the 20 th anniversary of the Treaty on 
Open Skies. A department media note issued on March 23, excerpted below and available 
at www.state.qov/r/pa/prs/ps/2012/03/186723.htm, provides background on the treaty. 
Further information on the Treaty on Open Skies is available at 
www, state, qov/t/avc/cca/os . 



*■ * * * 

... In 1992, the Treaty was signed in Helsinki, Finland during a Summit meeting of the 
Conference on Security and Cooperation in Europe (CSCE). 

The United States was among 27 signatory nations for the conventional arms control 
Treaty, which was designed to enhance mutual understanding and confidence by giving all 
participants a direct role in gathering information about military forces and activities. The Treaty 
enhances transparency by affording each State Party the opportunity to overfly the territory of 
other States Parties using sensor-equipped observation aircraft. The observation flights provide a 
platform for confidence and security-building that reduces the probability of misunderstanding 
and regional tensions. 

The Treaty's current 34 member states have successfully conducted more than 835 
observation flights over each other's territory. The concept of "mutual aerial observation" was 
initially proposed by President Eisenhower in 1955 as a bilateral arrangement with the Soviet 
Union to ensure that neither side was engaged in offensive preparations or destabilizing 
measures. In 1989, President H.W. Bush re-introduced the concept as a multilateral agreement 
among those states that were then NATO Allies and the former Warsaw Pact members. 

Stretching from Vancouver in the west to Vladivostok in the east, this landmark 
agreement is one of the most wide-ranging international arms control efforts to date and provides 
a key mechanism in support of U.S. Euro-Atlantic security objectives. 

The United States remains committed to maintaining the viability of the Treaty by 
enhancing transparency, employing new imaging technologies, and strengthening international 
cooperation through the effective and efficient implementation of the Treaty's confidence 
building measures. In this regard, the Open Skies Treaty continues to be one of the most 
successful and valuable arms control regimes. 

* * * * 

11. Arms Trade Treaty 

The United States government actively participated in a conference to negotiate the Arms 
Trade Treaty ("ATT") in July 2012 at UN Headquarters in New York. Prior to the conference, 
Mr. Countryman laid out the U.S. positions and objectives regarding the ATT in remarks 
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delivered in Washington on April 16, 2012. Mr. Countryman's remarks are excerpted below 
and available in full at www.state.qov/t/isn/rls/rm/188002.htm . 



*■ * * * 

What do we see as the objective of these negotiations, and what are the key elements of a 
successful Treaty? Well, these are the elements that the United States is keeping in mind in our 
approach: 

First, this is not a disarmament negotiation; it is an arms trade regulation negotiation. 
International transfer of conventional armaments is a legitimate commercial and national security 
activity. Providing defense equipment to reliable partners in a responsible manner actually 
enhances security, stability, and promotion of the rule of law. We want any Treaty to make it 
more difficult and expensive to conduct illicit, illegal and destabilizing transfers of arms. But we 
do not want something that would make legitimate international arms trade more cumbersome 
than the hurdles United States exporters already face. 

What we want is for other countries, which do not have an adequate level of control to 
agree to create, or improve effective national systems that will review, and approve or deny arms 
transfers under their national responsibility. In short, we would want the Treaty to elevate the 
international standard for export control of armaments to get it as close to the level that we have 
in the United States as we can get it. This would be a big step forward over the status quo, where 
many countries have excellent export control standards, but in other countries a rogue arms 
merchant can operate with impunity from the territory of a state that simply takes no notice of 
such activity. 

Second, let me be clear once more on the question of domestic transfers. The Treaty must 
not touch on domestic transfers or ownership. The United States has received widespread 
international support for this oft-repeated position that only international transfers would come 
within the purview of this Treaty. We will not support outcomes that would in any way infringe 
on the Second Amendment to the United States Constitution. We have received, in fact, letters 
from United States Senators opposing any Treaty restricting the Second Amendment. This has 
been the position of the Executive Branch since 2009, and it remains our position today. We will 
not support or agree to any Treaty that would do so. We believe that the international community 
can draft a Treaty on international arms transfers that would both increase international security 
and still protect sovereign rights of nations. That is the Treaty that the United States will pursue 
in July and for which we expect there will be widespread support. 

Third, you know that this Administration has been working long and hard to complete an 
Export Control Reform that will change how a number of armaments-associated items are treated 
under United States' export control laws and regulations. Now, that effort is completely 
independent of our negotiations on the ATT, though we have carefully ensured throughout our 
deliberations that the two efforts do not conflict with each other. One of the central points of our 
position in the July Conference is that the Treaty will correspond and be supportive of United 
States Export Control Reform. 

We believe, and will strongly advocate, that implementation of any ATT is strictly a 
national process. There will not be international organizations, or regulators or regimes 
responsible for defining, determining, or deciding, what is an appropriate arms transfer for any 
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country. Instead, there must be a senior-level and responsible national decision on any such 
export. We want the Treaty to tell each State Party what factors it must consider before 
authorizing a transfer — that is, criteria to keep in mind to review seriously and decide whether 
the transfer in question is responsible or not. But the Treaty should not tell each State Party how 
it must evaluate such a transfer — what bureaucratic process it needs to follow. That position is 
not only sensible for the sovereignty of states, but it is also consistent with the kind of 
bureaucratic streamlining we are seeking to finalize in our Export Control Reform. 

The US has made our position on one other issue very clear in the preliminary 
discussions with international partners. Many states and organizations — many of them without 
major armaments industries or significant international arms trade — have sought to include 
ammunition in the scope of an ATT. The United States, which produces over seven billion 
rounds of ammunition a year, has resisted those efforts on the grounds that including ammunition 
is hugely impractical. We have asked our international partners, who proposed this inclusion, to 
lay out some specific means where such a fungible and consumable commodity could effectively 
and practically be accounted for and that would result in a degree of real control consistent with 
the goals of the Treaty. We are skeptical that there is such a proposal on the table or ready to be 
proposed, but we will remain open-minded in respecting the wishes of international parties and 
partners in studying such a proposal. 

Many of you have already heard these positions of the United States at some earlier time 
in this process. If you've heard them before, you've just heard them again. They have not 
evolved, but I wanted to review them so you know that our national position going into the July 
Conference is consistent, it's balanced and it has generated a good deal of understanding and 
support from key international partners who will also be in New York in July. We believe that 
these positions are exactly how an effective, practical Treaty can be adopted and can contribute 
to international security. 

I don't wish to minimize how difficult it can be to get a multilateral consensus on an 
actual text. Four weeks is a very short time to find acceptable language. On the other hand, as I 
said earlier, this is an arms trade regulation document, not a disarmament document, so there is 
no need for an extensive framework or extensive definitions to make it work. The outcome of the 
Conference ought to be a good, short document that spells out principles of what states must do 
in implementing an effective arms export control. And it should not require extensive 
documentation, or multiple annexes. For example, each State Party should have its own detailed 
list of what it controls by its export control regime — but we do not need an exhaustive, common 
universal list included in the Treaty Text. 

Our point about national implementation also steers us in the right direction with regard 
to the criteria that must be considered before exporting conventional weapons. There are very 
few absolute bars to an arms transfer, given the competing principle of the right to self-defense. 
We do not see a role for international bodies to adjudicate national decisions or an absolute 
application of criteria that are not already obligatory under international law — such as a UN 
Security Council arms embargo. So we don't see a need to try to do more than list principles, 
factors, criteria that each country must consider before it takes on a transfer, and which may 
result in a different decision made by the individual national authority. 

We also expect to see in negotiations a great deal of international agreement that there 
should be assistance available to states that need it to help set up an effective mechanism for 
arms export control. By the way, we already do this. The Bureau of International Security and 
Nonproliferation, through its Export Control and Related Border Security Program (EXBS), has 
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helped a number of countries already to draft exactly such legislation. 

Nor does a control mechanism need be equally elaborate or identically defined in every 
state — after all, some countries do not export arms on a regular basis. There is, of course, the 
issue of unscrupulous brokers finding such a country to use as a place of business, and we would 
want to see provisions in the Treaty that seek to prevent that kind of exploitation. But part [of] 
that problem is addressed if we have a near-universal Treaty where all the potential sources of 
arms are under the control of effective export regimes. 

So let me be clear one more time about what the US hopes to see emerge, and what we 
are not naive enough to expect. 

We do not believe that this Conference, or any Treaty emerging from it, will result in the 
complete harmonization of arms transfers around the world. There are arms exporters who 
consciously decide to export arms to recipients that the United States would prefer not receive 
weapons. There are some arms exports that the US approves, after careful review in our process 
that other states in the world would prefer we not approve. These kinds of transfers, even with a 
universal ATT, would still be matters of national security, of national interest, and of bilateral 
diplomatic exchanges to seek to find mutual accommodations about our differing views of the 
world and the common interest of promoting regional security. An effective ATT could make the 
appropriate route for such diplomatic exchanges a little clearer, but it will not fundamentally 
change the nature of international politics nor can it by itself bring an end to the festering 
international and civil conflicts around the world. 

* * * * 

On July 12, 2012, Ambassador Donald Mahley, U.S. Representative to the Arms Trade 
Treaty Conference, addressed the conference, registering the U.S. objection to Iran having a 
leading role at the conference: 

In this regard, Mr. President, the U.S. must underscore its objection and formally 
express our strong condemnation of the selection of Iran to the ceremonial role of one 
of the fourteen vice presidents of this conference. Iran's longstanding record of 
weapons proliferation, illicit nuclear activities, and gross human rights abuses properly 
disqualifies it from serving in any such position in the United Nations. At a time when 
Iran is violating UN Security Council obligations, including by helping rearm Hezbollah in 
Lebanon and providing weapons to the Asad regime to use to slaughter its own people, 
this selection makes a mockery of this conference's underlying purposes and 
undermines the credibility of the United Nations. Furthermore, we note that according 
to media reports, Iran has misrepresented its ceremonial role at the Conference by 
implying it secured its election on the basis of their record on international peace and 
security. The United States rejects the legitimacy of Iran's claimed capacity to play a 
credible role in this Conference. 

Opening Statement of Ambassador Mahley, July 12, 2012, available at 
www.state.qov/t/isn/rls/rm/194955.htm . 

The conference concluded on July 27, 2012, without reaching consensus on a treaty 
text. The State Department issued a press statement expressing the U.S. view that further 
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negotiations could result in the successful conclusion of an ATT. That July 27 press 
statement is excerpted below and available at 
www.state.QoWr/pa/prs/ps/2012/07/195622.htm. - 



* * * * 

The United States supports the outcome today at the Arms Trade Treaty Conference. While the 
Conference ran out of time to reach consensus on a text, it will report its results and the draft text 
considered back to the UN General Assembly (UNGA). The United States supports a second 
round of negotiations, conducted on the basis of consensus, on the Treaty next year; we do not 
support a vote in the UNGA on the current text. The illicit trafficking of conventional arms is an 
important national security concern for the United States. While we sought to conclude this 
month's negotiations with a Treaty, more time is a reasonable request for such a complex and 
critical issue. The current text reflects considerable positive progress, but it needs further review 
and refinement. 

With that in mind, we will continue to work towards an Arms Trade Treaty that will 
contribute to international security, protect the sovereign right of states to conduct legitimate 
arms trade, and meet the objectives and concerns that we have been articulating throughout the 
negotiation, including not infringing on the constitutional right of our citizens to bear arms. The 
United States took a principled stand throughout these negotiations that international trade in 
conventional arms is a legitimate enterprise that is and should remain regulated by the individual 
nations themselves, and we continue to believe that any Arms Trade Treaty should require states 
to develop their own national regulations and controls and strengthen the rule of law regarding 
arms sales. 

We support an Arms Trade Treaty because we believe it will make a valuable 
contribution to global security by helping to stem illicit arms transfers, and we will continue to 
look for ways for the international community to work together to improve the international arms 
transfer regime so that weapons aren't transferred to people who would abuse them. 

* * * * 

On October 24, 2012, U.S. Deputy Permanent Representative to the Conference on 
Disarmament Walter S. Reid addressed the First Committee of the United Nations General 
Assembly in New York. His remarks, excerpted below and available at 
www. state. qov/t/avc/rls/199692. htm, include a discussion of progress on the ATT. 



* * * * 



Editor's note: On April 2, 2013 the UN General Assembly adopted the final text of the Arms Trade Treaty. The 
text and other information about the treaty are available at www. im.org/disarmament/A TT/ . The treaty will be 
discussed further in Digest 2013. 
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The United States is steadfast in its commitment to achieve a strong ATT that will respond to the 
adverse impacts of the illicit international arms trade on global peace and stability. An effective 
treaty — one that recognizes that each nation must tailor and enforce its national export control 
mechanisms — can help ensure that conventional arms crossing international borders will be used 
for legitimate purposes and not strengthen the hand of those who would use them to violate 
international law. 

We said at the end of the July Conference that the topic required additional time to 
improve the outcome. A workable and implementable ATT is within our reach. What we want — 
what we need — is to get it right. We will continue to work hard towards an ATT that will 
contribute to international security, protect the sovereign right of states to conduct legitimate 
arms trade, and meet the objectives and concerns that we have been articulating throughout the 
negotiation, including not infringing on the constitutional right of our citizens to bear arms. 

The United States strongly supports convening a short UN conference next spring to 
continue our efforts to negotiate an effective ATT that will address the issues of international 
arms trade and its regulation by establishing high standards, that can be implemented on a 
national basis, and that the overwhelming majority of other states can embrace and take forward 
effectively. 

The United States supports the ATT Co- Authors' resolution, because it appropriately 
recognizes both where we are in the process of developing an effective treaty, and how we 
should capitalize on our efforts in July to bring these negotiations to a successful conclusion. We 
should use the time between now and the spring to reflect on the text that our Conference 
President of last July, Roberto Garcia Moritan, put together as a result of his extensive 
consultations, and to determine what additional changes are required to make that text an 
acceptable and effective treaty. It is unfortunate that the Conference President was prevented 
from delivering the report in person. 

* * * * 



12. Arms Embargoes 

See Chapter 16. 
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